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Rules Of Engagement

&
The following rules of engagement apply to cloud penetration and vulnerability testing:

*+ Your testing must not target any other subscription or any other Oracle Cloud customer resources, or any shared infrastructure
components.

You must not conduct any tests that will exceed the bandwidth quota or any other subscribed resource for your subscription.
You are strictly prohibited from utilizing any tools or services in 8 manner that perform Denlal-of-Service (DoS) attacks or
simulations of such, or any “load testing” against any Oracle Cloud asset Including yours.

Any port scanning must be performed in a non-aggressive mode.

You are responsible for independently validating that the tools or services employed during penglrdtion and vulnerability testing do
not perform DoS attacks, or simulations of such, prior to assessment of your instances: This responsibility includes ensuring any
contracted third parties perform assessments in a manner that doesinot violate this policy.

Social Engineering of Oracle emplayees and mmﬂo&mm of Oracle facilities is prohibited
You must not attempt 10 Access another customers environment or ﬂita. or to break out of any container (for example, virtual
machine).

Your testing will continue to be subject to terms and conditions of the agreement(s) under which you purchased Oracle Cloud
Services, and nothing in this policy shall be deemed 10 grant you additional rights or privileges with respect to such Cloud Services.

if you believe you have discovered a potential security issue related to Oracle Cloud, you must report it to Oracle within 24 hours by
conveying the relevant information to My Oracle Support. You must create a service request within 24 hours and must not disclose
this information publicly or to any third party. Note that some of the vulnerabilities and issues you may discover may be resolved by
you by applying the most recent patches in your instances.

* In the event you inadvertently access another customer’s data, you must immediately terminate all testing and report it to Oracle
within one hour by conveying the relevant information to My Oracle Support.
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NEW QUESTION: 2

Vault ServiceOO OOO0O OOOO O OOO O OO OOOO OOOOO? OO 20 OO
A.O0O

B. OOO
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Answer: A,C (LEAVE A REPLY)
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NEW QUESTION: 3

OOOURLOO OOOOOOOOOOOOO0O0O00O00O0000O0000000000o0ooOod?

A. URL_PART_CONTAINS

B. URL_IS

C. URL_PART _ENDS WITH

D. URL_STARTS WITH

Answer: B (LEAVE A REPLY)

URL_IS:OOURLOO OOOOOOOOOOOOOOOOO0OO0O0OO0O0O00.urLO/OOO0OoOooaaq.
https://docs.oracle.com/en-us/iaas/tools/terraform-provider-oci/4.57.0/docs/d/waas_waas_policy.html

NEW QUESTION: 4
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D.OOID

Answer: B,D (LEAVE A REPLY)

cu

REST API

NEW QUESTION: 5
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B. OOOO OOO

C.Ip OO0 OO

D.O00O OO0 OO

Answer: B,D (LEAVE A REPLY)

Bot Management

Bot Management enables you to mitigate undesired bot traffic from your site using CAPTCHA and
JavaScript detection tools while enabling known published bot providers to by

. WML@; o5t of the traffic to sites. Bot Manager g to detect and block, or

gt hery - ffic that can interfere with site operati e Bot Manager features
mitigate bots that conduct content and price scraping, vulnerability s g. comment spam, brute force
attacks, and application-layer DDoS attacks. You can also mana ood bot whitelist.

 _

(1) Caution

When you enable Bot Management, yalhin®lix a Higher rate on requests to the WAF.

See these topics for more i

Javascri e

NEW QUESTION: 6
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O00 000 00 000 OO00od?

A.O0O0O0O

B. OO

c. o

D. OO0 OS

Answer: C (LEAVE A REPLY)
https://www.oracle.com/a/ocom/docs/cloud/oracle-ctr-2020-shared-responsibility. pdf
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B. orgauditgrp L1000 OO0 OO OOOO OOOOO OO '=dev

C. orgauditgrp OO OOO0O OO OOOO OOOO0O OOO0O0O.

D. orgauditgrp L1010 target.compartment.name !=devld] O OO0 OO OOOO0O OO O OOO OOO0O03.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 8

o000 00000 000 OO0 000 OOo0o oodo ooooo oo oo oo oooo ooo oo ogod
Oa?

A. 00O 0O0O00

B. OO0 OO

C. oo oooad

D. OO OO

Answer: A (LEAVE A REPLY)

OO0 O0O0O00 OO0 O0O000 OO O0O00 Oracle Cloud Infrastructure Object Storage] OO OO OO. OOO OOO
O OO0 Object Storage OO0 OOOO OOO0O O OO OOOO OOOOOO.

Object Storage OO0 OO OOOO0O OO0 O OOOO0O OO OOO O0OO0O OO0OO OO OO0 OO0 Ooo odao
O O0O0o0odo oodod.
https://docs.oracle.com/en/solutions/learn-migrate-app-data-to-cloud/considerations-object-storage.html#GUID-
AC192B08-5160-4DA7-B43E-001753D99CF1

NEW QUESTION: 9

O00 00000 0000 00000 000000000000 000oa4a2

A. 0060

B. OO OO

c. 0o oad

D. OO OO

Answer: B (LEAVE A REPLY)

OO od

O00 000 00 000 00 0000 0000 oo oovv) OO0 oooo ooooo oooo ooooo oo o ad
O 000000 000 O0000d. OO0 OO0 OO0 ooooo Ooobo Oooo oo oooobo ooooo. ooooo a
O00 00 000000000000 00000.
https://docs.oracle.com/en-us/iaas/Content/Block/Concepts/bootvolumes.htm
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A.O0O0O0 OO0 OO0O0OO

B. O OOOOOO OOO

Cc.00 00 Oooonond

D. 00O OO0 O0O00O0O0

Answer: C (LEAVE A REPLY)
https://docs.oracle.com/cd/E11857_01/em.111/e18710/T531901T535649.htm

NEW QUESTION: 11

OCIOWAFO OOOO OO O OO0 OO0 OO0 OO0 oOOoOob?0 o0 odooodooan.
A.O0O0O0O0 OO WAF OO OO

B. OOOOO OO WAF OO OO

C. OO OWASP OO OO OO OOOoO

D. O0O0O0O OOO0O OO Bot Management 100 OO0

Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 12
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Answer: C (LEAVE A REPLY)

NEW QUESTION: 13

O0000000000000000oOo00ooagprd"dootsIitT™odo o0 oo oo ooo oo ad
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Prod OCID : 'JON.Prod'

SIT OCID : 'O’

A. OO {'Prod' OO O'SIT' OO0 OOOO }

B. L1 { instance.compartment.id = 'JON.Prod', instance.compartment.id = 'JON.SIT"

C. OO0 { instance.compartment.id = 'JON.Prod', instance.compartment.id = 'JON.SIT"

D. OO {'Prod' OO O 'SIT' OO0 OOOO }

Answer: B (LEAVE A REPLY)
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Include All Instances in Any of Two o More Compar ymeis
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NEW QUESTION: 14

prod OO0 OOO0O OO fO OOO0O OOO0 OO0O0 OO0 O OO0 OO0 Xyzo OOoO0oo oo aM OO0 od
OO ooo? 00 000 Oooo OoOooo ood.

A. OO XyzO OO = prod OO OOOO OOOOO OO

B. 00 XYz OO = prod OO OOO0O OOOO0O OO

C. XYZ OO0 target.compartment.name != prod 1 OO 0O 0 OO OO0O0O OOOOO OOOO0O.

D. 00 XYZ[ target.compartment.name != prod] O OO0 OO OO0O0O OO O OO0 OOO0O0.

Answer: C (LEAVE A REPLY)

Verbs

You use verbs in policy definitions 1o set the permission levels that given user groups have for given resource-types. For example, you
would use the read verb to allow read-only access

Here are the verbs have been defined for the set of Oracle Digital Assistant resource-types

Description

Gy alby ¢ oreers e aliores Uhal bet conterild ol & reounie, This m the veab

Tt oronicies e Mol Mmited) aiess.
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terns, i Renerally appie= 0 GET opefations.

When appiied Lo ré<owCes in Lhe wervide’s e interlace, This peneally
aliows devedoping, Testing, and deploying of these reources, Al the APT
ke, it penrally Allow GET, PUT, POST, PATCM, and DELETE operations,
vt T eoet el ey Of Mo k- | opserathons (Such &% Créating
Wlandes and purging data)

Carrweradly ﬂknﬁlrwnr.-:-l £0 e foamm the wihobe o of & resource Dype's
b -umyg geratione <uch o Creating rntances

NEW QUESTION: 15
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B.OOO OO OO OO OOOOOOO OO
c.oclOoOOonooooooooOoo od

D. OO0 O0O0O0O PAR OO

Answer: B (LEAVE A REPLY)
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NEW QUESTION: 16

OO0 0ooo0d oo oo oo oo oo oo oo oo oo oo oo ooo oooaad
a7

A.OO0O0O OO

B. OO OOOO OOOO

c.000O 0O0onod

D. OO0 OO OO

Answer: C (LEAVE A REPLY)

oo ooo oo

Service Connector Hub[d OO0 OO0 Oracle Cloud Infrastructured OO OOOO OOOOO. OO OO, Service
Connector HubO OOOO0O OO OOOO OOO OOO, OO OOOO OOOOO0O0O OO0, OO OOO0 Object
Storaged OO OOO. OOO OO0O OOO OOO OOO OOO0O0.
https://docs.oracle.com/en-us/iaas/Content/Logging/Concepts/loggingoverview.htm

120-1104-22 (100 OO0 OOOO0O OO bumpTop OO OOOO OOO 1z0-1104-22 OO DumpTop O OO
120-1104-22 (10 OO O OOOOOO, DumpTop 1z0-1104-22 OO0 OO0 OOOOOOOO OOO OOOOOOO. O
OO0 000 OOO00 OO0 DumpTop 1z0-1104-22 OO OO O0OO. https://www.dumptop.com/Oracle/1z0-1104-22-

dump.html (95 Q&As Dumps, 30%OFF Special Discount: KrDump)

NEW QUESTION: 17
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O000000000o0a0am?

A.NAT OO OO0 OOOOO0O0 OO0 000000000 00000000 0o0ooo ooaq.

B. OO0 OOOO OOOOO0O OO0O0O oOood.

C.NAT OO OO0 OOOO0O0O0 0000 OooOoo oooooa oao.

D. SSH OO O0O0O0 OOO000 Oooo.

Answer: (SHOW ANSWER)
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NEW QUESTION: 18
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OO0 00000000 000 00000 O000. 00 00 000 0000 O OO0 OO0 bata Safe OO0 OOOOO?
A. OO0 O0O0O

B.OOO OO

c.Oooono

D. OO0 OO

Answer: (SHOW ANSWER)

About Data Discovery
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NEW QUESTION: 19

OO0 00000 obo oo o0 ooOodo oo oobodo oo oo oo obooobo ooo oo ooa?
A. OO0

B. OO

c. oo oo

D. O OOOOOO OOO(WAF)

Answer: D (LEAVE A REPLY)

NEW QUESTION: 20

OO0 OO0 000 Oooo OO0 OOOoaod oo ocl oo o AP OOooo Ood. oo oo odo a
oOoooods?

A. OO 000 0000 000 0oood.

B. OO OOO OOOO OOOOO OoOOO.

C. 00O 0000 oo ooooad.

D.API OO0 OO OOO OOOO oOO.

Answer: A (LEAVE A REPLY)

oo od

OO OO0 O0O0O0 Oracle Cloud Infrastructure OO OO0 OOO OOO OOO O OOOO OOO0O O O0O0OO. OO
U0 000 OO0 OO0000 Oracle Cloud Infrastructure OO0 OO APIO OOO0O0O OOO0O OO0 OO0 O OO
OO, 000 0000 OO0 OooOod OO0 00O OO0 OO0 OO OdOddn. https://docs.cloud.oracle.com/en-
us/iaas/Content/Identity/Tasks/callingservicesfrominstances.htm

NEW QUESTION: 21

0o Oooboooo ooaa?
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B. OOOO0O OO0 OO OO0 OO0 OO0 00 000 000 o0 oooad.

c. b0 onooooOonoob oo oOooo b0 Ooobo oo, oboo o OoOoo booooa.
D. 0000 OO0 OO OO0 000 o oaoon.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 22

Oracle Cloud Infrastructure Identity and Access Managementd OO0 OOO0O OO0O0O0O OOO OOO OOOOO0O0O
?

A. 010

B. OO0

c.ofad

D. OO

Answer: A (LEAVE A REPLY)

oad

00 0000000000000 00000000 coooo.oooooo oo ooooc ooooo. o, oo a
OO000o0ooddoododooodooddoodooodooodoooooco oooOod. ooo ooo ooa
O00 OO000 000 000 000 0o 0o oo oo oo ooo oo oooo oooo. oo ooo aa
oo o ooooooOo oooooo. oo oo oo oo oo ooo ooooo. oo oo ogo
OO0 OO0 OO0O00. OO0 OO "OO" dd(oracle Cloud ID(OCID)O OOO)O OO OO OOO OOOOO. oOoOd
0000 00 0000 0000 O 0000 oo oo ooo ooooo.
https://docs.oracle.com/en-us/iaas/Content/Identity/Concepts/overview.htm

NEW QUESTION: 23

Oracle Cloud Infrastructure(OCI) Object Storage L1 O OOOO0O OO OOOO OO OO OO?
A. 00O O0O0O0 OO0 OO0 OO004 Transport Layer Securityd OO0 OOOO0O0O.

B. OO0 OOOO0O OOOO0O OO OoOoa.

Cc. 000000 000 O0OocCIvault OOOO OO OOOO OOO0O.

D. 00O 0O OO0 00O 000 O00 000 OO0 OoOoOood.

Answer: (SHOW ANSWER)

NEW QUESTION: 24

OCI0O Multi-Factor Authenticationd OO OO OO OO OO OO OO 20 OO

A. Administrators OO0 OOO0O OO OOOO0O OO MFAO OOOOO O OO0O0.
B. OO0 OOO MFAO OOOO O OOO0.

C. 0000 MFAO OOO OO OO0O OO0 O ooaq.

D. Administrators OO OOOO0O OO OOO0O0O OO MFAO OOOO O OOO0.
Answer: (SHOW ANSWER)
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Managing Multi-Factor Aut

This topic describes how users can manage multi-factor authentication (MFA) in Oracle Cloud
Infrastructure.

Required |IAM Policy

Only the user can enable multi-factor @uthentication (MFA) for their own account. Users can also disable
MFA for their own accounts, Members of the Administrators group can disable MFA for other users, but
they cannot enable MFA for another user.

Working with MFA

Keep the following in mind when you enable MFA:

* You must install a supported authenticator app on the mobile device you intend to register for MFA.

¢ [Each user must enable MFA for themselves using a device they will have access to every time they
sign in. An administrator cannot enable MFA for another user.

* To enable MFA, you use your mobile device's authenticator app to scan a QR code that is generated
by the |AM service and displayed in the Console. The QR code shares a secret key with the app to
enable the app to generate TOTPs that can be verified by the IAM service.

. Ammnremﬂeroﬁymdm&tommm
* After you add your Oracle Cloud Infrastructure account to your authenticator app, the account name

e OIRACCE T T

NEW QUESTION: 25

OS Management Serviced [ O OO0 Windows Server OO O OO BYOI OOOOO OOOO OO OO OOO0O OO
OO0 ood?

A. 00 O0O0O0O OO0 OO windows OO0 OOOO OOOOO OOO OOOO OOoOOd.

B. OO OO OOOO OOO OO Windows Server OOO0O OOOO OO OO0 OOOO OOOO.

C.00O0O0O O0O0O0O OO0 OO Windows Server OOO0O OOOO OO OOO OOOOO.

D. 00O OOOO OO0 OO Windows Serverd OOOO0O OOOO0O OO OOO OOOOO.

Answer: D (LEAVE A REPLY)

https://docs.oracle.com/cd/E11857_01/install.111/e15311/agnt_install_windows.htm
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NEW QUESTION: 26
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B. OO
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D. 10

Answer: (SHOW ANSWER)

NEW QUESTION: 27
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A. OO0 OO0

B. OO OO0

C. WAF

D. OO OO

Answer: (SHOW ANSWER)

About Logging Analytics

NEW QUESTION: 28
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Node Pool Security Lists

Network administrators can define security list rules on node pool subnets to restrict access to and from
worker nodes. Defining security list rules allows administrators to enforce network resteictions that cannot
be overridden on the hosts in your cluster.

Because all pod-to-pod communication occurs im@ VXLAN overlay network on the worker nodes, you are
cannot use security list rifles torestrlt pod-to-pod communication. However, you can use security lists to
restrict access to and from Your Worker'nodes.

Important: There is a minimum set of security list rules that must exist on node pool subnets to ensure

that the cluster can function. See Example Network Resource Configurations for information on the
minimum set of security list rules before making any changes to your security list rules.
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https://docs.oracle.com/en-us/iaas/Content/Compute/Concepts/dedicatedvmhosts.htm#Dedicated_Virtual _Machine_Hosts
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