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NEW QUESTION: 1
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Answer: D (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/storage/queues/storage-tutorial-queues

NEW QUESTION: 2
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D. O0OOO
Answer: B (LEAVE A REPLY)

NEW QUESTION: 3

Azure OO0 OO OO0 OOO OOOO OOOOO.

Azure Blueprints[d ARM(Azure Resource Manager) OO0 OO0 OOO0O OOOOO?
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D. Blueprintd OO OO0 OOO O OOOO.

Answer: C (LEAVE A REPLY)

Explanation

With Azure Blueprints, the relationship between the blueprint definition (what should be deployed)
and the blueprint assignment (what was deployed) is preserved. This connection supports
improved tracking and auditing of deployments. Azure Blueprints can also upgrade several
subscriptions at once that are governed by the same blueprint.

Reference:

https://docs.microsoft.com/en-us/answers/questions/26851/how-is-azure-blue-prints-different-
from-resource-m.h

NEW QUESTION: 4

O00 0000000 0000 0000000 0000 Azure OOOO OOOO OOOO.
O0000O 00O OO0 00O oOooan.

Microsoft SQL Server 201600 OO0 O OO OO OOO OOO Azure OO0 OO OOO OO
O O0O00 Always On OO0 OOO OO0 OO0O.

SQL Server laaS Agent Extension(SQLlaaSExtension)d OO OO OO O OOOO OOO sQL
Server OO0 OO OO OO OOO OOO OOO OO OOO0O OO O0O0O OOOO0O.

Data type Storage priority
Operating system Speed and availability
Databases andlogs | Speed and availability
Backups Lowest cost

O 000000 00000000 o000 0000 oob0?obob000 000 obobooaoad
O 0000000000 0000000. 0000boboOo0oOo,0o00o0000oOoaoa
0000 o0 ooOo0. 0000 oboo o o000 o0 oobo obooooo obboooood
ooan.

O0: 0 000 000100 ooo ooaaq.



https://www.krdump.com/Microsoft.AZ-305-KR.v2024-01-06.q115.html
https://www.krdump.com/Microsoft.AZ-305-KR.v2024-01-06.q115.html

Storage Types AREWEnet s Of t

_A geo-redundant storage (GRS) account

Operating system:

A locally-redundant storage (LRS) account

Databases and logs: |

\ A premium managed disk

Backups:
[ A standard managed disk ]I
Answer:
Storage Types Answer Area

i A geo-redundant storage (GRS) account
e LA ——————

F ..... —l - —_—
|' A locally-redundant storage (LRS) accoun_t_

I Operating system: , A premium managed disk "

m ®
b

Databases and logs: [fi—p—re_ﬁiun = A\

’_ﬁ_ premium managed disk '

Backups: A locally-redundant storage (LRS) account ‘

l A standard managed disk

Explanation
Graphical user interface, text, application, email Description automatically generated

Jperating system: A premium managed disk

Jatabases and logs: | A prerpium managed disk

Microsgf C
Jackups: A locally-redundant storage (LRS) account

NEW QUESTION: 5
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D. Azure SQL OOOOOO OOO OOO vVHDO Azure Blob Storaged OO OO,

Answer: D (LEAVE A REPLY)

Explanation

Before you upload a Windows virtual machine (VM) from on-premises to Azure, you must prepare
the virtual hard disk (VHD or VHDX).
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Scenario: WebApp1 has a web tier that uses Microsoft Internet Information Services (lIS) and a
database tier that runs Microsoft SQL Server 2016. The web tier and the database tier are
deployed to virtual machines that run on Hyper-V.

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/prepare-for-upload-vhd-image

NEW QUESTION: 6

1000 O8000 sQL Server DOOOOOO OOOO OOOOO OOO 10000 Microsoft
SSIS(SQL Server OO OO0O) OOOO OOOO.

1000 O8000 OO000000 Azure SQL Databased OO OOOO OOOOO.
Azured0 SSLS OO0 OOOO0O OOOO OOOO0O OOO. OO0O0 O0O00 saL
Database OO OO OOO0O OO0 O OOO OOOO OO0,

OOoooo ooo oOooo ooo?

A. SQL Server OOOOO OOO(SSMA)

B. Azure OO OOOO

C. 0 OOooono oo
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Answer: C (LEAVE A REPLY)

Explanation
https://docs.microsoft.com/bs-cyrl-ba/azure/sql-database/sql-database-managed-instance-
migrate Quote from that page "Azure SQL Database and SQL Server databases in an Azure
Virtual Machine. DMS is the recommended method of migration for your enterprise workloads.
If you use SQL Server Integration Services (SSIS) on your SQL Server on premises, DMS does
not yet support migrating SSIS catalog (SSISDB) that stores SSIS packages, but you can
provision Azure-SSIS Integration Runtime (IR) in Azure Data Factory (ADF) that will create a new
SSISDB in a managed instance and then you can redeploy your packages to it, see Create
Azure-SSIS IR in ADF.

To learn more about this scenario and configuration steps for DMS, see Migrate your on-premises
database to managed instance using DMS."
https://docs.microsoft.com/en-us/azure/data-factory/how-to-migrate-ssis-job-ssms

NEW QUESTION: 7
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D. Recovery Services L1 OO OO O Windows Server 10

Answer: B (LEAVE A REPLY)

Explanation

Use Azure File Sync to centralize your organization's file shares in Azure Files, while keeping the
flexibility, performance, and compatibility of an on-premises file server. Azure File Sync
transforms Windows Server into a quick cache of your Azure file share.

You need an Azure file share in the same region that you want to deploy Azure File Sync.
Reference:
https://docs.microsoft.com/en-us/azure/storage/files/storage-sync-files-deployment-guide

NEW QUESTION: 8
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Securnity ¢ Review the membership of administrative rolfs andrequire users to provide a justification for continued
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» See a history of administrator activation, including which changes administratis mgdg tg A,z[qrje rgs@yrces
Development » Enable the applications to access Key Vault and retrieve keys for use in code. g
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Answer Area

Security:  Azure AD Privilegedidentity Management v
' AzureManaged Identity
Azuwre AD Connect
Azurg AD |dentity Protection

Development: ¢ Azure Managed Identity v
Azure AD Privileged Identity Management
Azure Managed |dentity

Azure AD Connect
Azure AD |dentity Protection

Quality Assurance:  Azure AD Privileged Identity Management v
Azure Managed |dentity
Azure AD Connect
Azure AD |dentity Protection

Answer:


https://www.krdump.com/Microsoft.AZ-305-KR.v2024-01-06.q115.html

Security: _ Azure AD Privileged Identity Management i

i Arure AD Privileged Identity Management

Azure Managed Tdentity
AZure AD'CEnnect
Aziive AD Identity Protection

Developmient: Azure Managed Identity ot
_Azure AD Privileged Identity Management
§ Azure Managed Identity

Azure AD Connect
Azure AD Identity Protection

Quality Assurance:  Azure AD Privileged Identity Management X
AZure Managed ldentity
Azure AD Connect
Azure AD Identity Protection

Explanation
Graphical user interface, text, application Description automatically generated

Secunty. Azuse AR Privileged Identity Management

Devélopment  Azure Managed |dentity

’ I"" l\ﬂ ,),.Q II}" ﬁ%aﬂlﬂf‘«:& Azure AD Privileged Identity Management

NEW QUESTION: 9
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Answer: A (LEAVE A REPLY)

Explanation

Azure Resource Policy Definitions can be used which can be applied to a specific Resource
Group with the App Service instances.
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Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/overview

NEW QUESTION: 10
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Routing from the virtual networks to

the on-premises locations must be |Azure default routes
configured by using: Border Gateway Protocol {BGP)
User-defined routes

The automatic routing configuration

following a failover must be Border Gateway Protocol ﬁBGPl CrosoTtil
handled by using: Hot Standby Routing Protocol (HSRP)
Virtual Router Redundancy Protocol (VRRP)
Answer:
Routing from the virtual networksto === g 4+ ﬂ,_f_f& v
the on-premises locations must be  [Azure default Fdutes ) 5T j—-_
configured by using: BO_def Gateway P_(OE_OC_OI { GP) 1|
User-defined routes
The automatic routing eonfiguration. = = = v
following a failover must be { Border Gateway Protocol (BGP)!
handled by using: Hot Standby Routing Protocol (HSRP)
Virtual Router Redundancy Protocol (VRRP)
Explanation

Graphical user interface, text, application, email Description automatically generated



Routing from the virtual networks to B4

the on-premises locations must be |Azure defaultroutes
configured by using: Border Gateway Protocol (BGP)
User-defined routes

The automatic routing configuration’ v

following a failover must be Border Gateway Protocol (BGP)
handled by usifig: = 'Het Standby Routing Protocol (HSRP)
= IVU€ros

al Router Redundancy Protocol (VRRP)
An on-premises network gateway can exchange routes with an Azure virtual network gateway
using the border gateway protocol (BGP). Using BGP with an Azure virtual network gateway is
dependent on the type you selected when you created the gateway. If the type you selected were:
ExpressRoute: You must use BGP to advertise on-premises routes to the Microsoft Edge router.
You cannot create user-defined routes to force traffic to the ExpressRoute virtual network
gateway if you deploy a virtual network gateway deployed as type:
ExpressRoute. You can use user-defined routes for forcing traffic from the Express Route to, for
example, a Network Virtual Appliance.
https://docs.microsoft.com/ja-jp/azure/expressroute/designing-for-disaster-recovery-with-
expressroute-privatepee
https://docs.microsoft.com/en-us/azure/expressroute/expressroute-optimize-routing#suboptimal-
routing-from-cus

NEW QUESTION: 11
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VM1 Virtual machine uhedfas a DS server
SOLDBY Azure SOL Databﬁﬁmstame
PE1 Private er % 1 Provides connectivity 1o SOLDE1
Contos0.com v tqm Linked to VMET1 and contains an A
p%_ﬁf% : record for PEY
contoso.com | Public DNS O ‘Contains a CNAME record for SOLDB1

PE10O OO SQLDB10O OH OO0 O0O00O0 OO0 0000 OoOoOoO OoO00o aoo. oo o
OO0 000 0000 0oo0? 00000 00 000o ooo oO0o oooooa.

Azure configuration:

Configure VM1 to forward contoso.com to the public. DNS zone,
Configure VM1 to forward contoso.com to thewizlre-provided DNS at 168.63.129.16.
In VNet1, configure a custom DNS semver setitothe Azure-provided DNS at 168.63.129.16.

On-premises DNS configuration:

Forwand contaso.cemnto VM1,
Forward comoso.com to the public DNS zone.
Forward contoso.com to the Azure-provided DNS at 168.63.129.16.

Answer:



Azure configuration:

Canfigure VM1 to forward contoso.com to thesAzure-prowided DNS at 168.63.129.16.
In VNet1, configure a custom DNS server set tothe Azure-provided DNS at 168.63.129.16.

On-premises DNS configuration:

i Forward conteso.com to the public DNS zone. 1|
FofWard TomoZoTom 0 the AzUré-providéd DNS ar 168.63.129.16

NEW QUESTION: 12
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Answer: (SHOW ANSWER)

NEW QUESTION: 13
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Answer: B (LEAVE A REPLY)

NEW QUESTION: 14
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Answer: D (LEAVE A REPLY)

* Resource groups: You can scope your deployment to a resource group. You use an Azure
Resource Manager template (ARM template) for the deployment.

* Regions: If you have a template spec in one region and want to move it to new region, you can
export the template spec and redeploy it.
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* RBAC: Azure role-based access control (Azure RBAC) is the authorization system you use to
manage access to Azure resources. To grant access, you assign roles to users, groups, service
principals, or managed identities at a particular scope. In addition to using Azure PowerShell or
the Azure CLI, you can assign roles using Azure Resource Manager templates. Templates can be
helpful if you need to deploy resources consistently and repeatedly

* You can setup Virtual machines and virtual network configurations in an Azure Resource
Manager template.

Reference:

https://docs.microsoft.com/en-us/azure/governance/blueprints/overview
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/microsoft-
resources-move-regions
https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-template
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/template-description

NEW QUESTION: 15
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A. 1
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C.5

D. 10

E. 15

Answer: A (LEAVE A REPLY)

Explanation

Scenario: The Network Contributor built-in RBAC role must be used to grant permissions to the
network administrators for all the virtual networks in all the Azure subscriptions.

RBAC roles must be applied at the highest level possible.

Topic 3, Contoso

Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time as
you would like to complete each case. However, there may be additional case studies and
sections on this exam. You must manage your time to ensure that you are able to complete all
questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin
a new section, you cannot return to this section.
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To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem
statements. If the case study has an All Information tab, note that the information displayed is
identical to the information displayed on the subsequent tabs. When you are ready to answer a
question, click the Question button to return to the question.

Existing Environment: Technical Environment

The on-premises network contains a single Active Directory domain named contoso.com.
Contoso has a single Azure subscription.

Existing Environment: Business Partnerships

Contoso has a business partnership with Fabrikam, Inc. Fabrikam users access some Contoso
applications over the internet by using Azure Active Directory (Azure AD) guest accounts.
Requirements: Planned Changes

Contoso plans to deploy two applications named App1 and App2 to Azure.

Requirements: App1

App1 will be a Python web app hosted in Azure App Service that requires a Linux runtime. Users
from Contoso and Fabrikam will access App1.

App1 will access several services that require third-party credentials and access strings. The
credentials and access strings are stored in Azure Key Vault.

App1 will have six instances: three in the East US Azure region and three in the West Europe
Azure region.

App1 has the following data requirements:

* Each instance will write data to a data store in the same availability zone as the instance.

* Data written by any App1 instance must be visible to all App1 instances.

App1 will only be accessible from the internet. App1 has the following connection requirements:
* Connections to App1 must pass through a web application firewall (WAF).

* Connections to App1 must be active-active load balanced between instances.

* All connections to App1 from North America must be directed to the East US region. All other
connections must be directed to the West Europe region.

Every hour, you will run a maintenance task by invoking a PowerShell script that copies files from
all the App1 instances. The PowerShell script will run from a central location.

Requirements: App2

App2 will be a NET app hosted in App Service that requires a Windows runtime. App2 has the
following file storage requirements:

* Save files to an Azure Storage account.

* Replicate files to an on-premises location.

* Ensure that on-premises clients can read the files over the LAN by using the SMB protocol.
You need to monitor App2 to analyze how long it takes to perform different transactions within the
application. The solution must not require changes to the application code.

Application Development Requirements



Application developers will constantly develop new versions of App1 and App2. The development
process must meet the following requirements:

* A staging instance of a new application version must be deployed to the application host before
the new version is used in production.

* After testing the new version, the staging version of the application will replace the production
version.

* The switch to the new application version from staging to production must occur without any
downtime of the application.

Identity Requirements

Contoso identifies the following requirements for managing Fabrikam access to resources:

* Every month, an account manager at Fabrikam must review which Fabrikam users have access
permissions to App1. Accounts that no longer need permissions must be removed as guests.

* The solution must minimize development effort.

Security Requirement

All secrets used by Azure services must be stored in Azure Key Vault.

Services that require credentials must have the credentials tied to the service instance. The
credentials must NOT be shared between services.

NEW QUESTION: 16
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Answer Area

First job: ; User subst cnpllon and IL“'"-’:E“HIL‘; virtual machines ';'.‘-

Batch senwice and déditated virtual machines
biser subsenpticn and dedicated virtual machines

User subscription and low-priority virtual machines

Seécond job™ Batch service and dedicated virttial machines o

User subscription and dedicated virtual machines

User subscnption and low-prionty virtual machines

Answer:



Answer Area

First job: | Useg®tbstaption and low-priority virtual machines '{)j
Batchiservice and dedicated virtual machines
Bisep subscription and dedicated virtual machines

Lser subscription and low-priority virtual machines

: ~ Batch service and dedicated virtual machines
Batch service and dedicated virtual machines
User subscription and dedicated virtual machines
User subscrniption and low-prionty virtual machines

Explanation

Graphical user interface, text, application Description automatically generated
Answer Area

First jol" W Users@bscription and low-priority virtual machines o

Second job:  Batch service and dedicated virtual machines v
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DumpTop O OO AZ-305-KR OO0 OO0 OOOOOO, DumpTop AZ-305-KR OO OO0
Oooooood ooo Oooooobod. oooo OO0 0000 OO DumpTop AZ-305-
KR OO0 OO0O0O0. https://lwww.dumptop.com/Microsoft/AZ-305-KR-dump.html (345 Q&As

Dumps, 30%OFF Special Discount: KrDump)

NEW QUESTION: 17
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Answer: B (LEAVE A REPLY)

Explanation
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Instead use Azure Network Watcher to run IP flow verify to analyze the network traffic.

Note: Wire Data looks at network data at the application level, not down at the TCP transport
layer. The solution doesn't look at individual ACKs and SYNs.

Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview

NEW QUESTION: 18

You have two app registrations named App1 and App2 in Azure AD. App1 supports role-based
access control (RBAC) and includes a role named Writer.

You need to ensure that when App2 authenticates to access App1, the tokens issued by Azure
AD include the Writer role claim.

Which blade should you use to modify each app registration? To answer, drag the appropriate
blades to the correct app registrations. Each blade may be used once, more than once, or not at
all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Answer:

Explanation

NEW QUESTION: 19
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c.d00Oo0O oooa

D. OOOOO0O Ooooad
Answer: (SHOW ANSWER)

NEW QUESTION: 20

O00 000000000000 000000000 000.000 0000 Azure
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Azure Services Answer Area

| Azure Event Grid | @

Azure Event Hubs

Azure Functions

a0 ®

Azure Log Anahtics

| Azure Notification Hubs

Answer:
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Azure Services Answer Area

Azure Event Grid '
LAzure Event Hubs J Azure
TN TR IR . ,’J:"'\.l'_'_:.'-."f:‘ ['_"’E! F'j {_‘t':_:”‘.'
S — ) : audit log
Azure an_r_:tmns 1a X
T T S B . @ {
l " Azure Log Analyﬂcs |
SASRE LU LRGN v B
Azure Notlf cation Hubsl | [, Azure Event Hubs
' s
'LAzure Functlons j
Explanation

Diagram Description automatically generated
1. AAD audit log -> Event Hub (other two choices, LAW, storage, but not available in this

question)
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-azure-monitor-
stream-logs-to

2. Azure function has the Event hub trigger and Cosmos output binding

a. Event Hub trigger for function
https://docs.microsoft.com/en-us/azure/azure-functions/functions-bindings-event-hubs-trigger?

tabs=csharp



NEW QUESTION: 21

App10 Azure OOOOOOO OOOOO.

App10 OO OOO0O OO0OO OOOO O0O0O. OO0O0O OO0 OO0 OO0 Ooooo OoOa.
OO0O00 000 Ooooo ooo? 00000 oo Ooboo 000 ooobo oooooaq.
Oo: 0000 oobo10ob ooo oooaan.

Number of host groups:

Number of virtual machine scale sets:

Answer:

Number of virtual machine scale sets:

Explanation
Graphical user interface, text, application, email Description automatically generated

[ekie
Number of host groups:

MNMumber of virtial machine scale sets:

Box 1: 3
Scenario: App1 must meet the following requirements:



* Be hosted in an Azure region that supports availability zones.

* Maintain availability if two availability zones in the local Azure region fail.

A host group is a resource that represents a collection of dedicated hosts. You create a host
group in a region and an availability zone, and add hosts to it.

Use Availability Zones for fault isolation

Availability zones are unique physical locations within an Azure region. Each zone is made up of
one or more datacenters equipped with independent power, cooling, and networking. A host
group is created in a single availability zone. Once created, all hosts will be placed within that
zone. To achieve high availability across zones, you need to create multiple host groups (one per
zone) and spread your hosts accordingly.

Box 2: 1

Scenario: App1 must meet the following requirements:

* Be hosted on Azure virtual machines that support automatic scaling.

An Azure virtual machine scale set can automatically increase or decrease the number of VM
instances that run your application. This automated and elastic behavior reduces the
management overhead to monitor and optimize the performance of your application.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-machines/dedicated-hosts
https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-
autoscale-overview

NEW QUESTION: 22

store1 100 Azure Blob Storage 100 OO Azure OO OO OO,

Windows Sewer 201601 OO0 Setver1 OO O 000 OO OOO OOO0O. Server1d
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OO0 10 OO0 OO OO0 stere1d OOOO OO O.

O000000000000Azure 0O00O0OOOOOO? O0OO0OOO0O0OOOOOOO
C10.

O0: 0 000 OO00100 Oo0o ogoaq.

A. Azure Batch [

B. OO OO

Cc. 00000 000 OoOOan

D. Azure OO 0/O0O0O0O OO

E. Azure OO0 OOOO

Answer: D,E (LEAVE A REPLY)

Explanation

https://docs.microsoft.com/en-us/azure/storage/common/storage-import-export-data-from-blobs
https://docs.microsoft.com/en-us/answers/questions/31113/fastest-method-to-copy-500gb-table-
from-on-premise

NEW QUESTION: 23
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Answer: C (LEAVE A REPLY)

Explanation

API Management helps organizations publish APIs to external, partner, and internal developers to
unlock the potential of their data and services.

You can secure APl Management using the OAuth 2.0 client credentials flow.

Reference:
https://docs.microsoft.com/en-us/azure/api-management/api-management-key-concepts
https://docs.microsoft.com/en-us/azure/api-management/api-management-features
https://docs.microsoft.com/en-us/azure/api-management/api-management-howto-protect-
backend-with-aad#enab
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Storage: Secret
Certificate
Key

Access: ( A managed service identity (MSI) v ]
An API token
anaqed service identity (MSI)

Answer:
Answer Area
Storage: | "Segret v
Certificate
Key
Access: | A managed service identity (MSI) v |
‘} An APl token
r ' . P managed service identity (MSI)
. M I C i’O 50 Afservice principal
Explanation
E—
Answer Area

Mlcrosoﬂ;

Access A managed service identity (MSI) w

e.l_Secm.' v |

NEW QUESTION: 25
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Answer: (SHOW ANSWER)

Explanation

Instead use Azure Network Watcher to run IP flow verify to analyze the network traffic.
Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview

NEW QUESTION: 26
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A. Azure OO0 OOOO0O OOO(IMDS)

B. Azure AD

C. Azure OO OO

D. DOOOOO0O OOOdOo oo

Answer: D (LEAVE A REPLY)

Explanation

Scenario: To access the resources in Azure, App1 must use the managed identity of the virtual
machines that will host the app.

Managed identities provide an identity for applications to use when connecting to resources that
support Azure Active Directory (Azure AD) authentication. Applications may use the managed
identity to obtain Azure AD tokens.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/overview

NEW QUESTION: 27
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OO0 OO0 ooooo?
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B. OO0

Answer: (SHOW ANSWER)

Explanation

The Regulatory compliance dashboard in Azure Security Center is not used for regional
compliance.

Note: Instead Azure Resource Policy Definitions can be used which can be applied to a specific
Resource Group with the App Service instances.

Note 2: In the Azure Security Center regulatory compliance blade, you can get an overview of key
portions of your compliance posture with respect to a set of supported standards. Currently
supported standards are Azure CIS, PCI DSS 3.2, ISO 27001, and SOC TSP.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
https://azure.microsoft.com/en-us/blog/regulatory-compliance-dashboard-in-azure-security-
center-now-available
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To protect against brute force attacks:

To block legacy authentication attempts:
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Answer:
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nable Security defaults
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Explanation

Graphical user interface, text, application Description automatically generated




To protect against brute force attacks: v

Azure AD Password Protection
Conditional access policies
Pass-through authentication
Smart lockout '

To block legacy authentication attempts:

Azure AD Application Proxy
Azure AD Password Protection
Conditional access policies

Enable Security defaults

Box 1: Smart lockout

Smart lockout helps lock out bad actors that try to guess your users' passwords or use brute-force
methods to get in. Smart lockout can recognize sign-ins that come from valid users and treat
them differently than ones of attackers and other unknown sources. Attackers get locked out,
while your users continue to access their accounts and be productive.

Box 2: Conditional access policies

If your environment is ready to block legacy authentication to improve your tenant's protection,
you can accomplish this goal with Conditional Access.

How can you prevent apps using legacy authentication from accessing your tenant's resources?
The recommendation is to just block them with a Conditional Access policy. If necessary, you
allow only certain users and specific network locations to use apps that are based on legacy
authentication.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-smart-
lockout
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-
authentication

NEW QUESTION: 29
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Answer:

SUBNET
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Statements Yes No
The APl is available to partners over the Intefnet. O, O

The APIM instance can access reaktime data from VM1. |O, O

A VPN gateway isﬁiﬁi fed for-partnergdcegss. O 10,

Explanation
Graphical user interface, text, application Description automatically generated

Statements M ﬁ craQs Qf*

The APl is available to partners over the Inteinet. O

The APIM instance can access realtime data from VM1. |O

A VPN gateway is required for partner access. O

Reference:
https://docs.microsoft.com/en-us/azure/api-management/api-management-using-with-vnet

NEW QUESTION: 30
00 o0 oOo0 0000 oob Azure OOO OOOO.

Name Type Kind Location
storagel Azure Storage account | Storage ¢ East US
storage2 | Azure Storage account | StorageV.2 East US
Worlspacd L || BZufel.dg Analytics Not applicable East US
workspace :

Workspace2 | Azure Log@Analytics Not applicable East US
workspace

Hubl Azure event hub Not applicable East US

OO0 OO0 O0O000 00000 DbB1O0O0O Azure SQL OOOOOOO OOOO.

DB10 Settings1O 00 OO OO0 OOOOO. Settings10 SQLInsights[d storage1d O OO
SQLInsights[d Workspace1[ CICICO.

OO0 000 00000000000 00000.O00000 0000 oooooa.



OoO: 0000 0oob010o0 ooo ooaan.

Statements Yes No
You can add a new diagnostic setting that archives SQLInsightslogs to storage2. () O
You can add a new diagnostic setting that sends SQLInsights logs to Workspace2. () O
You can add a new diagnostic setting that sends SQLInsights logs to Hub1. O O
Answer:
Statements Yes No
You can add a new diagnostic setting that archives SQLInsightslogs to storage?2. r 3 : O
You can add a new diagnostic setting that serids SQLinsights logs to Workspace2. : O : Q
You can add a new diagnostic setting that sends SQLInsights logs to Hub1. r 3 : O
Explanation
Box 1: Yes
Box 2: Yes
Box 3: Yes

For more information on Azure SQL diagnostics , you can visit the below link

https://docs.microsoft.com/en-us/azure/azure-sqgl/database/metrics-diagnostic-telemetry-logging-

streaming-expor

NEW QUESTION: 31
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Actions Answer Area

Create an Azure policy definition that uses
the deploylfNotExists effect.

Create a user-assigned managed identity.

Invoke a remediation task.

©O

-

Create an Azure ponqx 355@1 { S

Create an Azure policy &ew.yon that uses
|

the Modify effect. _ P q e
Answer:

Actions  m M ovsyean t

-— e

F Create an Azure policy definition that uses | Create an Azure policy definition that uses

A

Create a user-assigned managed identity. :

Invoke a remediation task.

Create an Azure policy stn nent. = i

r Create an Azure policy"'-i’!eﬁhition that uses
the Modify effect.

e

Explanation
A picture containing text Description automatically generated



Create an Azure policy definition that uses
the deploylfNotExists effect

Create an Azure policy assignment]icr

Invoke a remediation task

Scenario: All Azure SQL databases in the production environment must have Transparent Data
Encryption (TDE) enabled.

Step 1: Create an Azure policy definition that uses the deploylfNotExists identity.

The first step is to define the roles that deploylfNotExists and modify needs in the policy definition
to successfully deploy the content of your included template.

Step 2: Create an Azure policy assignment

When creating an assignment using the portal, Azure Policy both generates the managed identity
and grants it the roles defined in roleDefinitionlds.

Step 3: Invoke a remediation task

Resources that are non-compliant to a deploylfNotExists or modify policy can be put into a
compliant state through Remediation. Remediation is accomplished by instructing Azure Policy to
run the deploylfNotExists effect or the modify operations of the assigned policy on your existing
resources and subscriptions, whether that assignment is to a management group, a subscription,
a resource group, or an individual resource.

During evaluation, the policy assignment with deploylfNotExists or modify effects determines if
there are non-compliant resources or subscriptions. When non-compliant resources or
subscriptions are found, the details are provided on the Remediation page.

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources
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OO00O00000 00O O000000O0.O0000 000 OOO0 OO0 DumpTop AZ-305-
KR OO0 OO0O0O0O. https://www.dumptop.com/Microsoft/AZ-305-KR-dump.html (345 Q&As

Dumps, 30%OFF Special Discount: KrDump)

NEW QUESTION: 32
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Answer: C,E (LEAVE A REPLY)
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Answer: A (LEAVE A REPLY)

NEW QUESTION: 34
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Answer: B,E (LEAVE A REPLY)

Explanation
https://docs.microsoft.com/en-us/azure/storage/blobs/manage-access-tier?tabs=portal

NEW QUESTION: 35
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Explanation

AD Application Proxy

AD Enterprise Application

AD Conditional access policy
https://thesleepyadmins.com/2019/02/
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Answer: D (LEAVE A REPLY)

NEW QUESTION: 37
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Answer: A (LEAVE A REPLY)

Explanation
https://docs.microsoft.com/en-us/azure/service-fabric/service-fabric-overview
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B. Azure Data Lake Storage Gen2
C. Azure OO OOO

D. Azure NetApp OO0

Answer: B (LEAVE A REPLY)

NEW QUESTION: 39

Appld0O0O OO OO OO sSQL IO00O0O Azure SQL OOOOOOO OOOO. ApplO OOO O
O00 OO0O000 0000 O00. 0000 Appl OOOO0OO OO0O0O sQL 100 OOoOdo
OOoOod.

O000 0000000000000 000oo0goaaq.

O00 OO0 O00 OO0 OoOoodoo ood.

O000 OO0 OOo0o ooaada?

A. Azure CON(O OO OO OOOO)

B. OO OOO OOO

C. Azure Cache for Redis

D. Azure Synapse 101

Answer: C (LEAVE A REPLY)

NEW QUESTION: 40

Azure OO0 OOOO.

Linux OO0 OO0 AKS(Azure Kubernetes Service) OO0 OOOO OOO. OOOO OO
00 ooo Oooood Oooo.

OO0 0000 000 0000 0000000 0 000 o000 oodoooan.
Linux OOOO0O OO OOO OO0OOoo.

0o Oooo oooooo.

(N O O O

A. 00 Kubelet

B. OO0 OO OO OOO

c.ouoboooondood

D. AKS OO OO

Answer: D (LEAVE A REPLY)

Explanation

https://docs.microsoft.com/en-us/azure/aks/virtual-nodes

NEW QUESTION: 41

OO000 O8000 Active Directory OOOO0O OOOO OOO0O.

O000 00 000 000 0000000 000 0000 o00ooo oooo oo o
OO0000. 00000 0000 0 00 000 000 000 OO0 Oo0OoOoo OoOoodg o oa
O.

Azure AD Connectd] OO0 OO Active Directorydl Azure Active Directory(Azure AD) OO0 O
oooo.
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OO0 0000 0000 00 Ooood o0 oo oo o0g o ooo oooo Ooooo a
O.

O0000 000 0000 oaad?

A. OO0 OO OO0

B. OO0 OO

C. Azure AD OO0 OO

D. Azure AD ID (OO0

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

NEW QUESTION: 42

O000 OO0 000 Azure OOO OOOO.

OOooO0oooo ooOoo ooo od odo oo oog oood.

OO0 o000 00 OO0 0000 OO0 powerShell OOOO0O OOOO. OO OO0O
OO0 000000 000 00 o000 oooo ooaao.

OO0 OO0 Oo0oo oooo Ooooo oooo ood.

1000 000 00000 0000 00 oo0 ooo ooodo.

00 00 00 000 0000 000 000 00 O0O000d oood. oo OO0 Oooo oo
U0 0o oooo Oodo O0oo Oooooad. Oooo 0oo Ooo odoooo ooood. od
OO0 000 Ooooo oood?

A. Azure Logic Apps [ Azure Functions

B. Azure Pipelines [ Azure Service Fabric

C. Azure Logic Apps [ Azure Event Grid

D. Azure Functions [0 Azure LI

Answer: A (LEAVE A REPLY)

Explanation

You can schedule a powershell script with Azure Logic Apps.

When you want to run code that performs a specific job in your logic apps, you can create your
own function by using Azure Functions. This service helps you create Node.js, C#, and F#
functions so you don't have to build a complete app or infrastructure to run code. You can also
call logic apps from inside Azure functions.

Azure Functions provides serverless computing in the cloud and is useful for performing tasks

such as these examples:
Reference:
https://docs.microsoft.com/en-us/azure/logic-apps/logic-apps-azure-functions

NEW QUESTION: 43

Azure OO0 O OOO0O0 OOOOO. O OOO0O0O OO OO Azure OO0 OO OO OO0O
OO OO0 OO0 Azure OO OOOO. OOO Azure Blob Storage O OO0 OO OOOOO
OO0 000 oooon.


https://www.krdump.com/Microsoft.AZ-305-KR.v2024-01-06.q115.html
https://www.krdump.com/Microsoft.AZ-305-KR.v2024-01-06.q115.html

OO000 000 0000 OO0 0000 0000 000. 0000 00 00 000 000
O ooo.

0000 00000 O 00 000 0000 000 00000 000oo.
OO0 0O 00 0000od ooo.

OO0 oooooo.

OO000 000 0000 o002

A. 00 OO OO0O(DFS)

B. 0O OO OOOO(GRS)

c. 00 000 OO0 OO OOOO(RA-GRS)

D. Azure OO OO0

Answer: (SHOW ANSWER)

NEW QUESTION: 44
OO0 00 OO0 000 08000 Microsoft SQL Server 0000000 OOO0 OOOO
App1000 OO OOOO.

App1 O OOO0O OO OO1000 OO0O0O0. O00O00 OO0 3% 0O 0o 0o Odod
ooooo.

OO0 App10 Azure O OO0 OO OOO0O OO OOOO Azure OOOOOO0O OOOO
.

O OO0 Azure SQL Databased OO OOOO0 OOO. OOOO0O OO0 OOOO0O OO0O.
0 oo Oooo oooo Ooood?

A.vCore OO OOOO OOOO

B. vCore 10 LI

C.DTU OO OO

D.DTU OO OO

Answer: C (LEAVE A REPLY)

Explanation

DTU-based Standard supports databases up to 1 TB in size.

Reference:
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https://docs.microsoft.com/en-us/azure/azure-sql/database/service-tiers-dtu

NEW QUESTION: 45

Azure O1O0O OO OO0 OOO OOOO OOOOO.

Azure Blueprints[d Azure Resource Manager OO0 OOO OOOO OOOOO?

A. Azure Resource Manager 100 OO O OOO0O OOO OOO OOO0O0.

B. Azure Resource Manager 101010 OO OOO OOO O OOO0O.

C. Azure Blueprint] OO0 OOO0 OO0 OO0 OOO0O0O.

D. Azure Blueprints(d OO OO0 OO0 O OOO0O.

Answer: (SHOW ANSWER)

Explanation

With Azure Blueprints, the relationship between the blueprint definition (what should be deployed)
and the blueprint assignment (what was deployed) is preserved. This connection supports
improved tracking and auditing of deployments. Azure Blueprints can also upgrade several

subscriptions at once that are governed by the same blueprint.

Reference:
https://docs.microsoft.com/en-us/answers/questions/26851/how-is-azure-blue-prints-different-
from-resource-m.h

NEW QUESTION: 46

Azured OOO0O OOOOOO0O OOOOO.

OO0 ITooo o0 o0 ooo Oooood.

oo PO OOOO OOOO OOO.

OO0 Blob Storage O OO0 OOOI0.

0000 0 0o Oooo OO0 000 oooo ood.

oo ACL(OO0 OO OOy Oood oo.

OO0 000 Oo0o0o ooo.

I

A. OO BlobO OO OO0 OOOO OOOO OO

B. 00O OOOOOO0O OOO0O OO v2 OO0O0 OO

C. OO Blobd OO OOO OOOO OOOO OO

D. 00 O0O0O0O0O OO0O0O OO0 o0 odo oo obooo oooo 4o

Answer: B (LEAVE A REPLY)

Explanation

Microsoft recommends that you use a GPv2 storage account for most scenarios. It supports up to
5 PB, and blob storage including Data Lake storage.

Note: A key mechanism that allows Azure Data Lake Storage Gen2 to provide file system
performance at object storage scale and prices is the addition of a hierarchical namespace. This
allows the collection of objects/files within an account to be organized into a hierarchy of

directories and nested subdirectories in the same way that the file system on your computer is
organized. With a hierarchical namespace enabled, a storage account becomes capable of
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providing the scalability and cost-effectiveness of object storage, with file system semantics that
are familiar to analytics engines and frameworks.

References:

https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://docs.microsoft.com/en-us/azure/storage/blobs/data-lake-storage-namespace

AZ-305-KR OO0 OO0 OOOO0O OO bumpTop OO OOOO OOO AZ-305-KR OO!
DumpTop O OO AZ-305-KR OO0 OO0 OOO0O0O0O, DumpTop AZ-305-KR OO OO0
OO00O00000 OO0 O000000O0.0000 000 OOO0 OO0 DumpTop AZ-305-
KR OO0 OO0O0O0O. https://www.dumptop.com/Microsoft/AZ-305-KR-dump.html (345 Q&As

Dumps, 30%OFF Special Discount: KrDump)

NEW QUESTION: 47

Azure Linux OO OO0 OO0O0O OO0 OO0 OO0 OOO0O0O000O OO0O00 Oodo. Od
10 ExpressRouted OO OO Azured OOOO OO OOOOO OOOOOO.

OO0 OO0O0O Azure Storage OO0 OOOOO0O OOOOO.

QOO0 OO0 0o o0 o000 Oooooo Ooooo ood.

*O07TBO0 OOO OO OO

OO0 oo oo oodod

000 000 00000000000 a4aaO;

* ExpressRoute] O OO0 O£ 000 OOOO0O0O OO0 OOOO0O0O OOO0O0O. OOOO
OO0 OO0 Oood Ooo? ooboono OO0 Oooobo Oooo oobo oooooa.
O0:.0 000 000100 000 Ooooao.

storage account type: |

Premium file shares
Premium page blabs
Standard general-purpose v2

Data redundancy:
Gegsrecdundant storage (GRS)
Locally-redundant storage (LRS)
{Zone=redundant storage (ZRS)

Networking:
Azul@RbutEServer
A pavate endpoint/| § o~ 3
A sarvice endpaint

Answer:


https://www.dumptop.com/Microsoft/AZ-305-KR-dump.html

Storage account type:l

Premium file shares

Premium page blobs
Standard general-purpose y2

Data redundancy;

redutdant sterage (GRS)
tstorage (1RS)! -
Zone-redundant storage (ZRS)

these are the selechons for Uata redundancy
Th the select for Data redundancy

gy _

fﬂ"‘ Route Server

H 'Microsof

private endpoint

service endpoint
Explanation
Answer Area
Storage account type:  Rgghhium file shares >
Data ,[e'durldancv‘ Locally-redundant storage (LRS) M

n icrosoft

Networking: Aﬁﬂoute erver

NEW QUESTION: 48

Windows Serverd OOO0O OH000 OO0 100 OOOO.

Recovery Services 000 OO OO0 OO OO OOO OO OO0O0O OOO. OO0O0O OO0 Od
o000 OOo00 ooaq.

000 00 000 000 ooooaa.

*AzureO0O OO OO0 300 OO OOOOO.

OO0 oooooa.

oo Oooo ood? oooobo oo 0000 ooo Oooo ooooo.

O0: 000 OOo0 00100 OO0 oooao.

Answer Area

On the servers: | The Microsaft AzuréRecovery Services (MARS) agent =]
The Azure Site Recovery Mobility service
The Microsoft Azure Recovery Services (MARS) agent
Volume Shadow Copy Service (VSS)

For the storage: | Geo-re

Answer:



ANSWET Ared

On the servers: ] The Microsoft AzuféRecovery. Services (MARS) agent b
| The Azure Site Recavery Mobility service
B The Microsoft Azure Recovery Services (MARS) agent
| Valume Shadow Copy Service (VSS)

Forthe storage! | Geo-redundant storage (GRS

| Locally-redundant storage (LRS) |
| Zone-redundant to (ZRS)

Explanation
Answer Area

On the servers: | The Microsoft Azure Recovery Services (MARS) agent v

For the sterage: Geo-redundant storage (GRS) s

NEW QUESTION: 49

App!I0O0O O OO OOOO0O OO0 OOOOOOH0O00 OO0 O0O00 Azurel.
App10 OO0 OO0 OO0 OO0 OO coMm OO OOoo ooood.

Azure1 App10 OOOO OOOO OOOO OOO. OOO0O OO OO OO0 OOO0 ad
1.

Azure OO0 OOO OO0 O OO OO OO App10 OOOO OOO O OOO OO0O.
OO ooooo ooo.

ooooo ooo oooo Ooood?

A. 0O Azure OO0 OO OO OO0 OO OO OO OO0O OOO0O0O.

B. 00 Azure OO0 Traffic Manager OO0 OO0 OOOOO.

C. 0O Azure OOO0O OO OO OO0 OOO OOOOO.
D.OOOOOOOOO0OOOO0OOO0 OO oo odooo.

Answer: (SHOW ANSWER)

Explanation
(https://docs.microsoft.com/en-us/dotnet/azure/migration/app-service#com-and-com-components)
Azure App Service does not allow the registration of COM components on the platform. If your
app makes use of any COM components, these need to be rewritten in managed code and
deployed with the site or application. https://docs.microsoft.com/en-
us/dotnet/azure/migration/app-service

"Azure App Service with Windows Containers If your app cannot be migrated directly to App
Service, consider App Service using Windows Containers, which enables usage of the GAC,
COM components, MSls, full access to .NET FX APIs, DirectX, and more."

NEW QUESTION: 50

App1 OO OO OOO OO OOOO OOOO O0OO. 0000 OO0 00000 ooa.
(N

A. Azure 10 O

B. Azure 11
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C. Azure OO OO

D. App Service WebJob

Answer: (SHOW ANSWER)

Explanation
https://learn.microsoft.com/en-us/azure/azure-functions/functions-reference-powershell?
tabs=portal
https://learn.microsoft.com/en-us/azure/azure-functions/functions-create-scheduled-
function#create-a-timer-trigg

NEW QUESTION: 51

OHE1000 Active Directory OO O OO OO0 Azure AD(Azure Active Directory) OO0 O
ooo.

O800000 O0O0000 WebApp1OOO OO OOO OOOO. WebApp1O Windows [0
OO0 OOOood.

OO0 0000 o000 oood ooodo OooOood og veN OOoo ooo Ooooo.
OO0 OO0O0O0 WebApp10 OO0 SSO(Single Sign-On) OO0 OO0 OOOO OO0O.
QOO0 000 00 000 0000 ood? 0 ood oood oobo ooooa.
O0:.0 000000100 000 oooaq.

A. Azure AD OJOO0O0O0O OO0

B. Azure AD PIM(Privileged Identity Management)

Cc.0onb oo od

D. 00O OO

E. Azure AD OO OOO0O OOOOOO

F. Azure OO OOO0O OOOOO

Answer: A,C (LEAVE A REPLY)

Explanation

A: Application Proxy is a feature of Azure AD that enables users to access on-premises web
applications from a remote client. Application Proxy includes both the Application Proxy service
which runs in the cloud, and the Application Proxy connector which runs on an on-premises
server.

You can configure single sign-on to an Application Proxy application.

C: Microsoft recommends using Application Proxy with pre-authentication and Conditional Access
policies for remote access from the internet. An approach to provide Conditional Access for
intranet use is to modernize applications so they can directly authenticate with AAD.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy-config-sso-
how-to
https://docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy-deployment-
plan

NEW QUESTION: 52
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OO0 0000 000 O00 Azure OOO OOOO.

Azure Policy OO0 OOOO OOO OOOOO.

OO0 0000000000000 o00oo oom.

*O0O0 Azure Policy OO OO OOO OOOOOO.

* Log Analytics1 0 O OO OOO OOO0O Azure Monitor OO O OOO OOOOOO.
O00000000000000000?0000000 0000000000 4004aa0
O.00: 000 000 OO100 OO0 Oooaa.

LT L LR TR

o tri 1gerﬁ19 ?QTﬁlphéﬁ_C‘? 9‘3“5)545 q TheAzuire Command-Line Interface (CLI) > [
An Azure template
The Azure Command-Line Interface (CLI)
The Azure portal

To generate the non-compliance alerts, canfigure diagnostic settings for the: ] Loa Analvtics workspace ']
Azure activity logs

Log Analytics workspace
Storage accounts

Answer:

Answer Area |
N,

To trigger the compliancd §681. uide’ [ TheAzure Comimand-Tine Interface (CLI) ]

[ The Azure Command-Line Interface (CLI)

The Azure portal

To generate the non-compliance alerts, configure'diagnestic settings for the: [ Loa Analytics workspace V]

LAzure activity logs ___ _ _

] Log Analytics workspace

Storage accounts
Explanation
Answer Area
To trigger the compliance scans, use:  The Azure Command-Line Interface (CLI) b

To generate the non-compliance alerts, configure diagnostic settings for the: ' Log Analytics workspage [\ 1Cr TS

NEW QUESTION: 53

OO0 O0O0O0o somBOO 12GB OO OO0 OOO OOOOOO. OO OOO0O0O OOod
00 ooo Ooooo ooo Ooooo Oood O oooo.

O00 000 OO0 000 0000 0od. 0000 00 00 OO0 OoOoo oooo oodao
OO oooood ado.

OO0 oo0oo ooad?

A. Azure OO

B. Azure Data Lake Storage Gen2

c.0 oo oonod

D. Azure SQL OO OOOO

Answer: C (LEAVE A REPLY)

Explanation

Blob Storage: Stores large amounts of unstructured data, such as text or binary data, that can be
accessed from anywhere in the world via HTTP or HTTPS. You can use Blob storage to expose
data publicly to the world, or to store application data privately.
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Max file in Blob Storage. 4.77 TB.
Reference:
https://docs.microsoft.com/en-us/azure/architecture/solution-ideas/articles/digital-media-video

NEW QUESTION: 54

00 Azure OO0 Azure OO0 OO OOOOO OOO OOOOO.

OO0 0000000000000 0000000 0o o0 oo ooooooo aoaaq.
00 oo od

00 0000 00oodgoan.

OO0 00 000000000000 000000040. ao0a8: Azure Load Balancerd O
OO0 OO0 OO0 oodo oOoOood.

O00 OO0 oOoooand?

A. OO0

B. O

Answer: A (LEAVE A REPLY)

NEW QUESTION: 55

OO0 Azure OOOO0O OOO0O OOOO OOOO0O O0OO OO OO0O O0O0O0O sates OOOO
OO0 OO0 oooad. oo oooo ooooo oo oo, oo, oo 0oooo o ooo o
oooo.

OO0o0 OoOo0oo XML 0000 Ooooo Ooooo ooo oooooo oo o ooo oo
oooo oooo ood.

Oo0ooo Oooo oooo oood?

A. Azure 010 OO

B. Azure 10O OO

C. Azure OO OOO

D. Azure OO OJOOO

Answer: (SHOW ANSWER)

NEW QUESTION: 56

OO0 Azured OO Linux O Windows VM(O O O0O)O OOOOO. vMO Azure VM OO0
OO0 OO0 Microsoft Dependency Agent L1 Microsoft Monitoring Agentd OO OOOOOI0C10.
Azure ExpressRoute] OO0 OH000 OO0 OOO0O0O OOOO0OO.

vMO O0O0000 OOooo oooo ood.

OO Azure OOO0O OOOO0O OOOO OOO? 00000 OO OOO0O OOO Azure OOO
O O000 ooOood.

O0:.0 000000100 000 oooao.
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Scenario Azure Monitoring Service

- =

Analyze Network Security Group (NSG) flow logs for VMs attemptings, % & v

nternet access. Aiure Network Watcher

Azure ExpressRoute Monitor
Azure Service Endpoint Monitor
Azure DNS Analytics

visualize the VMs with their different pracesses and dependencies v
on other computers and external pfocesses. Azure Service Map
_ |Azure Activity Log
' {Azure Service Health
Azure Advisor
Answer:
Scenario Azure Monitoring Service
Analyze Network Security Group (NSG) flow logs for VMs attempting v
nternet access. Azure Network Watcher |

Azure ExpressRoute Monitor
Azure Service Endpoint Monitor

Azure DNS Analytics
/isualize the VMs with their different processes and dependencies v
»n other computers and external processes. [Azure Service Map :
: Azure Activify Cog ™
Azure Service Health
A7ure Advisor

Explanation
Graphical user interface, text, application, email Description automatically generated

Scenario . e Mohitoring Service
-y [ ¢
Analyze Network Security Group (NSG) flow logs for VMs attemptifig & » ; v
intemet access. Azure Network Watcher

Azure ExpressRoute Monitor
Azure Service Endpoint Monitor

Azure DNS Analytics
Visualize the VMs with their different precésses and dependencies v
on other computers and external processes. Azure Service Map

Azure Activity Log

Azure Service Health

Azure Advisor

Box 1: Azure Network Watcher

Traffic Analytics is a cloud-based solution that provides visibility into user and application activity
in cloud networks. Traffic analytics analyzes Network Watcher network security group (NSG) flow
logs to provide insights into traffic flow in your Azure cloud. With traffic analytics, you can:



* |dentify security threats to, and secure your network, with information such as open-ports,
applications attempting internet access, and virtual machines (VM) connecting to rogue networks.
* Visualize network activity across your Azure subscriptions and identify hot spots.

* Understand traffic flow patterns across Azure regions and the internet to optimize your network
deployment for performance and capacity.

* Pinpoint network misconfigurations leading to failed connections in your network.

Box 2: Azure Service Map

Service Map automatically discovers application components on Windows and Linux systems and
maps the communication between services. With Service Map, you can view your servers in the
way that you think of them: as interconnected systems that deliver critical services. Service Map
shows connections between servers, processes, inbound and outbound connection latency, and
ports across any TCP-connected architecture, with no configuration required other than the
installation of an agent.

Reference:

https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics
https://docs.microsoft.com/en-us/azure/azure-monitor/insights/service-map

NEW QUESTION: 57

QOO0 oood oood o0 ododo ooooo oooa.

ooooood oo oooooo Oooo oooo ood. oooo oo oo ooo ood
O Oood.

SQL OO0 Ooooo.

0o oo Oooo Oodooo.

0000 00 00 000 ooOood.

oo Oooo Ooooo oood?

A. Azure Cosmos DB SQL API

B. OO OO OO0 OOOO Azure SQL Database

C. Azure SQL LOOOOO OOOOOO

D. PostgreSQLL Azure OO OO0O0O

Answer: (SHOW ANSWER)

Explanation

With Cosmos DB's novel multi-region (multi-master) writes replication protocol, every region
supports both writes and reads. The multi-region writes capability also enables:
Unlimited elastic write and read scalability.

99.999% read and write availability all around the world.

Guaranteed reads and writes served in less than 10 milliseconds at the 99th percentile.
Reference:

https://docs.microsoft.com/en-us/azure/cosmos-db/distribute-data-globally

NEW QUESTION: 58
Azure OO0 OOOOO OOOO.
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OO0 OO0 Azure OO O OOO Azure OOO OOO OOOOO.

000000000 00000000000 0000000000 aoan.
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Request routing method:

A Traffic Manager profile
Azure Application Gateway
Azure Load Baiancer

Request routing configuration: v

Cookie-based session affinity
Performance traffic routing
Pnorlty traffic routing

Answer:

Request routing m#thM |cr{350ft v

Azure Appllcatmn Gateway-
Azure Load Balancer

Request routing configuration: v

Cookie-based session affinity
Perf-:-rmance traffic routing

— e g e

Explanation
Graphical user interface, text, application, chat or text message Description automatically
generated



Request routing method: Viicrosott v
A Traffic Manager profile
Azure Application Gateway
Azure Load Balancer
Request routing configuration: v

Cookie-based session affinity
Performance traffic routing
Priority traffic routing

Weighted traffic routing

https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-routing-methods#priority-
traffic-routing-

NEW QUESTION: 59

U0 0000000 doooooaooo oo oo o ooooo. oo o oooo o
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O. O00ooo oo oo oooo oo o oo oo oo oo Ooooo ooaq.
OOO: 000000 0000000000000 0000 o000 oo ooo oao
ooooo.

000 OO0 oooaand?

A. O

B. OO0

Answer: B (LEAVE A REPLY)

Explanation

Instead create a resources group for each resource type. Assign tags to each resource group.
Note: Tags enable you to retrieve related resources from different resource groups. This
approach is helpful when you need to organize resources for billing or management.
Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-using-tags
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NEW QUESTION: 60

App1 O App2010 O OO OOOOO0O0O0 OO0 Azure OO0 OOOO. App1 0 OO OO O
O 0000000 App10 OOOO0O OO0 OO0 OO0 Azure Storage OO0 OO OOOO O
OO0 App20 OO OOOOO0O OO OO OOO0O0.

OO0 Oo0o0o0o o0 oo oo Ooooo oo o0 ooo Ooooo oo ooooooo
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Answer: B (LEAVE A REPLY)

Explanation

A queue allows processing of a message by a single consumer. In contrast to queues, topics and

subscriptions provide a one-to-many form of communication in a publish and subscribe pattern.
It's useful for scaling to large numbers of recipients. Each published message is made available
to each subscription registered with the topic. Publisher sends a message to a topic and one or
more subscribers receive a copy of the message, depending on filter rules set on these
subscriptions.

Reference:
https://docs.microsoft.com/en-us/azure/service-bus-messaging/service-bus-queues-topics-
subscriptions
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Answer: B (LEAVE A REPLY)

Explanation
https://docs.microsoft.com/en-us/azure/governance/policy/tutorials/create-and-manage
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/manage/azure-server-
management/common-p
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Services Answer Area
Azure Blob Storage Azure subscription: | Service
Azure Data Box On-premises network: Service

Azure Data Box Gateway

Azure Data Lake Storage

Azure File Sync

Azure Files

Answer:
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— [ —

: Azure Data Lake Storage !

Explanation
Graphical user interface, application Description automatically generated

AzZure subscription: Azure Files

On-premises network: Azure File Sync

Box 1: Azure Files

Scenario: App2 has the following file storage requirements:

* Save files to an Azure Storage account.

* Replicate files to an on-premises location.

* Ensure that on-premises clients can read the files over the LAN by using the SMB protocol.
Box 2: Azure File Sync

Use Azure File Sync to centralize your organization's file shares in Azure Files, while keeping the
flexibility, performance, and compatibility of an on-premises file server. Azure File Sync
transforms Windows Server into a quick cache of your Azure file share. You can use any protocol
that's available on Windows Server to access your data locally, including SMB, NFS, and FTPS.
You can have as many caches as you need across the world.

Reference:

https://docs.microsoft.com/en-us/azure/storage/file-sync/file-sync-deployment-guide
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Answer: C (LEAVE A REPLY)
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A. Azure Logic Apps in the integrated service environment

B. Azure Functions in the Dedicated plan and the Basic Azure App Service plan

C. Azure Logic Apps in the Consumption plan

D. Azure Functions in the Consumption plan

Answer: D (LEAVE A REPLY)

Explanation

When you create a function app in Azure, you must choose a hosting plan for your app. There are
three basic hosting plans available for Azure Functions: Consumption plan, Premium plan, and
Dedicated (App Service) plan.

For the Consumption plan, you don't have to pay for idle VMs or reserve capacity in advance.
Connect to private endpoints with Azure Functions

As enterprises continue to adopt serverless (and Platform-as-a-Service, or PaaS) solutions, they
often need a way to integrate with existing resources on a virtual network. These existing
resources could be databases, file storage, message queues or event streams, or REST APIs.
Reference:

https://docs.microsoft.com/en-us/azure/azure-functions/functions-scale
https://techcommunity.microsoft.com/t5/azure-functions/connect-to-private-endpoints-with-azure-
functions/ba-p Reference:
https://docs.microsoft.com/en-us/azure/azure-functions/functions-scale#hosting-plans-comparison
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Name IP address range Trusted
NY 192.168.2.0/27 Yes
DC 192.168.1.0/27 No
LA 192.168.3.0/27 No

0o oo oboOooOoOooo oooa.

Device operating
system

Windows 10

Windows

macOS

00 oo oobo 000 000 oboo o000 oooon.

cal All users Trusted locations High, Medium None Block access
CA2 | All users NY None High, Medium Block access
CA3 | All users LA None None Grant access: Require device to marked as compliant
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Statements

To ensure that the conditions in CA1 can be evaluated, you must enf&c@n‘izure Active
Directory {Azure AD) Identity Protection user risk policy .

To ensure that the conditions in CA3 cap :

Manager.

Answer:

To ensure that the conditions in CA1 can be evaluated, you must enforce an Azure Active

\V | \“;«

icrosoft

Directory (Azure AD) Identity Protection user risk policy .

To ensure that the condittons mn CAZ2 can be evaluated, you must-enforce an Azure Active
Directory (Azure AD) Identity Protection sign-in nsk pohicy.

To ensure that the conditions in CAS can be evaluated, you must deploy Microsoft Endpoint

Manager.

Explanation

f.-*‘ff“ ) Re

Jo

-
-

Yes

Statements

To ensure that m::m

To ensure that the conditions in CA2 can be evaluat
Directory (Azure AD) Identity Protection sign-in risk

To ensure that the conditions in CAE can WM& you must deploy Microsoft Endpoint
Manager. T

o

lllo\n/sl Cg caQe wg;re; you must enfﬁfcis- M&Ure Active

Directory (Azure AD) Identity Protection user nisk policy .
E@L‘l{:ﬂhﬁenfﬂc& an Azure Active

A screenshot of a computer Description automatically generated with medium confidence

Yes
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Division Azure subscription | Azure Active Directory (Azure AD) tenant
East Sub1, Sub2 East contoso com
West Sub3, Sub4 West contoso com
O0000000000000O00O000 00000, oo oooooo ooo oooaao
.
OO0 OO
Azure [0 O

O00 00 00 a0

Azure Cosmos DB [

Azure Blueprints (0 OO0O0O O OO0 OOOOOOO OOOO OO0O.

O0O00000O0 00000000 00000000000 00000 oo oooo oo
O 000 O0O0000O0d.

O0:.0 000000100 000 goooao.

Management groups:

Blueprint definitions:

Blueprint assignments:

Answer:



Management groups -

1
5
3
4
Blueprint definitions -
1
12
3
4
Blueprint assignments: -
1
2
3
[4
Explanation
Box 1: 2

One management group for East, and one for West.

When creating a blueprint definition, you'll define where the blueprint is saved. Blueprints can be
saved to a management group or subscription that you have Contributor access to. If the location
is @ management group, the blueprint is available to assign to any child subscription of that
management group.

Box 2: 2

Box 3: 4

One assignment for each subscription.

"Assigning a blueprint definition to a management group means the assignment object exists at
the management group. The deployment of artifacts still targets a subscription. To perform a
management group assignment, the Create Or Update REST API must be used and the request
body must include a value for properties.scope to define the target subscription.”
https://docs.microsoft.com/en-us/azure/governance/blueprints/overview#blueprint-assignment
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To provision the Azure AD identity:

To authenticate request a token by using:

Answer:

To provision the Azure AD identity:

[0 authenticate requesta token by using:

Explanation

v
Create a system-assigned Managed Service Identity
Create a user~assrgned Managed Service Identity
Register each appllcatlnn in Azure AD

v
An Azure AD v1.0 endpoint
An Azure AD v2.0 endpoint
AnAzure fostahce nga wvice Identity
ORuth? e%dﬁa*! ﬁ$

| y

Create a user- asslgpe_q I\_@arj_aged Service Identity
Register eachapplication in Azure AD

An Azure AD v1.0 endpoint

IAnAzure AD v2.0endpoint _ _ _ _ _ _ _
I|An Azure Instance Metadata Service Identity |

OAuth2 endpoint- — — — — — — = — 7 7

Graphical user interface, text, application, email Description automatically generated

To provision the Azure AD identity:

l'o authenticate request a token by using:

[129

Microsoft
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v
Create a system-assigned Managed Service Identity
Create a usle_r_-aﬁslg_neg Managed Service Identity
Register each application in Azure AD

i v
An Azure AD v1.0 endpoint

An Azure AD v2.0 endpoint
An Azure Instance Metadata Service Identity

OAuth2 endpoint
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D. OO0 OO0 OO0 ASE(App Service Environment)
Answer: A (LEAVE A REPLY)
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Storage tien

Hot
Prermaum
Transaction optimised

Resiliency:

Georadundant storage (GRS)

Zahessedundant storage (ZRS)
bacalhy-redundant storage (LRS)

Answer:

Storage tier

Resiliency:

Explanation

Box 1: Premium

Premium: Premium file shares are backed by solid-state drives (SSDs) and provide consistent
high performance and low latency, within single-digit milliseconds for most 10 operations, for 10-
intensive workloads.

Box 2: Zone-redundant storage (ZRS):

Premium Azure file shares only support LRS and ZRS.

Zone-redundant storage (ZRS): With ZRS, three copies of each file stored, however these copies
are physically isolated in three distinct storage clusters in different Azure availability zones.
Reference:

https://docs.microsoft.com/en-us/azure/storage/files/storage-files-planning
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Answer:

Service:
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Azure Automation

Feature:

Access packages

R I T e T R

Access reviews

Aeg@/ais _ _
REEMA i crosoft
Explanation

Requirements: Identity Requirements
Contoso identifies the following requirements for managing Fabrikam access to resources:




Every month, an account manager at Fabrikam must review which Fabrikam users have access
permissions to App1. Accounts that no longer need permissions must be removed as guests.
The solution must minimize development effort.

Box 1: The Azure AD Privileged Identity Management (PIM)

When should you use access reviews?

Too many users in privileged roles: It's a good idea to check how many users have administrative
access, how many of them are Global Administrators, and if there are any invited guests or
partners that have not been removed after being assigned to do an administrative task. You can
recertify the role assignment users in Azure AD roles such as Global Administrators, or Azure
resources roles such as User Access Administrator in the Azure AD Privileged Identity
Management (PIM) experience.

Box 2: Access reviews

Azure Active Directory (Azure AD) access reviews enable organizations to efficiently manage
group memberships, access to enterprise applications, and role assignments. User's access can
be reviewed on a regular basis to make sure only the right people have continued access.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview
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Answer: A (LEAVE A REPLY)

Explanation

Scenario: App1 has the following data requirements:

Each instance will write data to a data store in the same availability zone as the instance.

Data written by any App1 instance must be visible to all App1 instances.

Azure Cosmos DB: Each partition across all the regions is replicated. Each region contains all the
data partitions of an Azure Cosmos container and can serve reads as well as serve writes when
multi-region writes is enabled.

Reference:

https://docs.microsoft.com/en-us/azure/cosmos-db/high-availability
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Answer: A (LEAVE A REPLY)

Explanation

Each level provides availability and performance tradeoffs. The following image shows the

different consistency levels as a spectrum.
Timeline Description automatically generated

Strong Bounded Staleness Session Lonsist@nt Prefix Eventual

. Stronger Consistency : . Weaker Consistency

Note: The service offers comprehensive 99.99% SLAs which covers the guarantees for
throughput, consistency, availability and latency for the Azure Cosmos DB Database Accounts
scoped to a single Azure region configured with any of the five Consistency Levels or Database
Accounts spanning multiple Azure regions, configured with any of the four relaxed Consistency
Levels.

Reference:

https://azure.microsoft.com/en-us/support/legal/sla/cosmos-db/v1_3/
https://docs.microsoft.com/en-us/azure/cosmos-db/consistency-levels#consistency-levels-and-
latency
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Answer:
Answer Arca
Storage Account type:
Explanation
Answer Area

Storage Account type:  Standard generalpurpose v2

Redundancy: Read-access geo-redundant storage (RA-GRS)
.[—-- Microsaft
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‘*.' Add OAuth2 service

AR Marsgement tenide

Display name *
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d* o

Description

Authonzation server desenption

Client registration page URL"

| hitps://contoso.com/register

Authorization grant types

:\f Authenzation code.

] i lich

r;rljftmurc.e owner password
Client credentials

Authonzation endpoint URL®

[https:h'log'rnmicmoﬂanline,camr’cantasammicmoﬂ.cnm,., v

' Support state parameter

Authorization request method

L
POST

Teken endpoint URL *

Token endpoint is used by chents to obtain access tokens in .,
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The selected authorization grant type is for [answer choice].

‘Background services
‘Headless device authentication
‘Web applications

To enable custom data in the grant-flow, select fanswer choice].

Client credentials
Ew ICYOS @% rce owner password

pport state parameter
Answer:

The selected authorization grant type is for [answer choice].
Background services

To enable custom data iha

Explanation
Graphical user interface, text, application, email Description automatically generated

The selected authorizati grant type is for [answer choice]. v

ICFOSO ﬂg Background services

Headless device authentication
‘Web applications

To enable custom data in the grant flow, select [answer choice]. v

Client credentials
Resource owner password
Support state parameter

Box 1: Web applications

The Authorization Code Grant Type is used by both web apps and native apps to get an access
token after a user authorizes an app.

Note: The Authorization Code grant type is used by confidential and public clients to exchange an
authorization code for an access token.

After the user returns to the client via the redirect URL, the application will get the authorization
code from the URL and use it to request an access token.

Reference:

https://developer.okta.com/blog/2018/04/10/oauth-authorization-code-grant-type
https://connect2id.com/products/server/docs/guides/client-registration
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Answer: A (LEAVE A REPLY)

Explanation

One option is to deploy APIM (APl Management) inside the cluster VNet.

The AKS cluster and the applications that consume the microservices might reside within the
same VNet, hence there is no reason to expose the cluster publicly as all API traffic will remain
within the VNet. For these scenarios, you can deploy APl Management into the cluster VNet. API
Management Premium tier supports VNet deployment.

Reference:
https://docs.microsoft.com/en-us/azure/api-management/api-management-kubernetes
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Answer: (SHOW ANSWER)
Explanation

This Azure service supports migration in the offline mode for applications that can afford
downtime during the migration process. Unlike the continuous migration in online mode, offline
mode migration runs a one-time restore of a full database backup from the source to the target
https://learn.microsoft.com/en-us/azure/azure-sql/migration-guides/managed-instance/sql-server-
to-managed-ins
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Answer: B (LEAVE A REPLY)

NEW QUESTION: 80
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AnNswWer Arca

Azure Traffic Manager:

Explanation

Answer Area

NEW QUESTION: 81
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i .
To register the msmeF&uﬁﬂ irvacnti~ -
| Adtie AD et

Protéction.__
Security defaults in Azure AD

To enforce Azure MFA authentication, configure: -
Grant-control in capolicy1

| Session control in capolicy

Sign-in risk palicy in Azure AD ldentity Protection for the Litware com tenant

Answer:



To register the users for Azure MFA, use:

Security defaults in Azure AD
Per-user MFA in the MFA management Ul

To enforce Azure MFA authentication, configure:

Grant control in capolicy1
e RonAcptrolin.canolicy e L4
' Sigreinnskipelicy inAzure AD'Identity Protection for the Litware.com tenant |

Explanation
Graphical user interface, text, application Description automatically generated

To register the users for Azure MFA, use:

Azure AD Identity Protestion

Security defaults in Azw_g_f_%D
Per-user MFA imthe MFA management Ul

To enforce Azure MFA authentication, configure:

(_Eﬂrant _control in capolicy1
| Session control in capolicy1
;..‘ f ‘_ ign-in risk policy in Azure AD Identity Protection for the Litware.com tenant

Box 1: Azure AD ldentity Protection

Azure AD ldentity Protection helps you manage the roll-out of Azure AD Multi-Factor
Authentication (MFA) registration by configuring a Conditional Access policy to require MFA
registration no matter what modern authentication app you are signing in to.

Scenario: Users that manage the production environment by using the Azure portal must connect
from a hybrid Azure AD-joined device and authenticate by using Azure Multi-Factor
Authentication (MFA).

Box 2: Sign-in risk policy...

Scenario: The Litware.com tenant has a conditional access policy named capolicy1. Capolicy1
requires that when users manage the Azure subscription for a production environment by using
the Azure portal, they must connect from a hybrid Azure AD-joined device.

Identity Protection policies we have two risk policies that we can enable in our directory.

* Sign-in risk policy

* User risk policy

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-
protection-configure-m
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-
protection-configure-r

NEW QUESTION: 82
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HPC OOO0O OO0 OO0O0O0O000 0000 OO0 0000 OO0Od Oooo.
O0000 000 0000 oaad?

A. OO0 OO0

B. Azure CycleCloud

C. Azure Purview

D. OO OOoOoad

Answer: B (LEAVE A REPLY)

Explanation

You can dynamically provision Azure HPC clusters with Azure CycleCloud.
Azure CycleCloud is the simplest way to manage HPC workloads.

Note: Azure CycleCloud is an enterprise-friendly tool for orchestrating and managing High

Performance Computing (HPC) environments on Azure. With CycleCloud, users can provision
infrastructure for HPC systems, deploy familiar HPC schedulers, and automatically scale the
infrastructure to run jobs efficiently at any scale. Through CycleCloud, users can create different
types of file systems and mount them to the compute cluster nodes to support HPC workloads.
Reference:

https://docs.microsoft.com/en-us/azure/cyclecloud/overview

NEW QUESTION: 83
Virtual/WAN1O OO OO Azure OO WANDO OO OO OO0 OO OO0 OO0O Azure OOO
oonono.
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| Hub2 | Us west
OO OO OO0 ExpressRoute L1010 OO OO,
VirtualWAN1O OO ExpressRoute OO0 OO0 OOO.
OO0 OO0 oo ood?
A. VirtualWAN1O OO0O0 OOO00O0000.
B. Hub1O OOOOOO OOOO0O.
c.0ddononooOodnOoO oOooOn.
D. ExpressRoute 1O OO OO OO0 OOOOOO.
Answer: A (LEAVE A REPLY)
Explanation
US East and US West are in the same geopolitical region so there is no need for enabling

ExpressRoute premium add-on https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-
about#basicstandard The current config of virtual WAN is only Basic as given, so it can connect
to only site to site VPN, to connect to express route it needs to be upgraded from basic to
standard.

https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about
https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about
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NEW QUESTION: 84
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Answer: A,E (LEAVE A REPLY)

NEW QUESTION: 85
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oooo Oooo oooo ooaa?
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Answer: C (LEAVE A REPLY)

NEW QUESTION: 86
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Answer: A (LEAVE A REPLY)

Explanation

Azure Front Door enables you to define, manage, and monitor the global routing for your web
traffic by optimizing for best performance and instant global failover for high availability. With
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Front Door, you can transform your global (multi-region) consumer and enterprise applications
into robust, high-performance personalized modern applications, APIs, and content that reaches
a global audience with Azure.

Front Door works at Layer 7 or HTTP/HTTPS layer and uses anycast protocol with split TCP and
Microsoft's global network for improving global connectivity.

Reference:

https://docs.microsoft.com/en-us/azure/frontdoor/front-door-overview

NEW QUESTION: 87

Windows Virtual Desktop OO0 OO0 Azure OO0 OOOOO.
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Answer: C (LEAVE A REPLY)

Reference:
https://www.ciraltos.com/automatically-start-and-stop-wvd-vms-with-azure-automation/
https://wvdlogix.net/windows-virtual-desktop-host-pool-automation-2
https://getnerdio.com/academy/how-to-optimize-windows-virtual-desktop-wvd-azure-costs-with-
event-based-au

NEW QUESTION: 88
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. |Azure Arc
'
Azure Migrate

Azure Resource Mover

The Data Magratlon Assistant (DMA)

VM2 AZ_UTE Arc

Azure Lighthouse

Azure Resource Mover _
The Data Migration Assistant (EJAM Icrosqf

Answer:

=NiicTosoft
VM 1= |Azure Arc

Azure Migrate
Azure Resource Mover
The Data Migration Assistant [DMA)

VM2 |AZie Are

Azure Llihmouse

Azure Resource Mover
The Data Migration Assistant (DMA)

Explanation

= Microsoft

VM1: re Lighthous=

VM2 Azurefiigrate)

NEW QUESTION: 89
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Minimum number of Azure AD tenants:

Minimum number of custom domains to add:

Minimum number of conditional access policies to create:

Microsoft

Answer:

v
0
1
2
3
4
v
0
1
2
3
4
v
0
1
2
3
4




Minimum number of Azure AD tenants:

Minimum number of custom domains to add: r"'

Minimum number of conditional access policies to create: _ v
{0

1

Microsof
4

Explanation
1
1
0

NEW QUESTION: 90
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Answer: (SHOW ANSWER)

Explanation

Instead use Azure Network Watcher IP Flow Verify, which allows you to detect traffic filtering
issues at a VM level.

Note: IP flow verify checks if a packet is allowed or denied to or from a virtual machine. The
information consists of direction, protocol, local IP, remote IP, local port, and remote port. If the
packet is denied by a security group, the name of the rule that denied the packet is returned.
While any source or destination IP can be chosen, IP flow verify helps administrators quickly
diagnose connectivity issues from or to the internet and from or to the on-premises environment.

Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview
https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics

NEW QUESTION: 91
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Answer Area

{ .rrﬁggélma;:hmemnes: NC g
DS

g |

NV

Disk type: ¥ Premium SSD i
Standard 55D

|
Ultra Disk

Explanation

Answer Arca

Virtual machine series: MNC -

Disk type: Premmwum S50

AZ-305-KR 10 OO0 OOO0O0 OO DbumpTop OO OOOO OO0 AZ-305-KR OO!
DumpTop O OO AZ-305-KR OO0 OO0 OOOOOO, DumpTop AZ-305-KR OO OO0
Oooooood ooo OooOooood. oooo OO0 0000 OO DumpTop AZ-305-
KR OO0 OOO0O0. https://www.dumptop.com/Microsoft/AZ-305-KR-dump.html (345 Q&As

Dumps, 30%OFF Special Discount: KrDump)

NEW QUESTION: 92
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Answer: A (LEAVE A REPLY)

Explanation

Azure Traffic Manager performs the global load balancing of web traffic across Azure regions,

which have a regional load balancer based on Azure Application Gateway. This combination gets
you the benefits of Traffic Manager many routing rules and Application Gateway's capabilities
such as WAF, TLS termination, path-based routing, cookie-based session affinity among others.
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Reference:
https://docs.microsoft.com/en-us/azure/application-gateway/features

NEW QUESTION: 93
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Answer Area
Azure SQL product: | An Azure SQL Da
( 6 General Purpose
Hyperscale
Standard
Answer:

| General Purpose |
Hyperscale
Standard

Explanation
A screenshot of a computer Description automatically generated



Answer Area

Azure SQL product:

A single Azure SQL database

Azure SQL Managed instance

Service tier: v

Basic
Business Critical

[ General Purpose |
Hyperscale
Standard

"Serverless is a compute tier for single databases in Azure SQL Database that automatically
scales compute based on workload demand and bills for the amount of compute used per
second. The serverless compute tier is available in the General Purpose service tier and currently
in preview in the Hyperscale service tier."
https://learn.microsoft.com/en-us/azure/azure-sql/database/serverless-tier-overview

NEW QUESTION: 94
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Answer: B (LEAVE A REPLY)

NEW QUESTION: 95
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Storage account type:

Configuration:

Answer:

Premium page blobs
Premium file shares =
Standard g__eneral—purpose v2

NFSv3 =
La rge file shares

Mﬂ&_& espace

Storage account type:

-

Premium page blobs
Premium file shares
Stand'ér'a _geﬁgl%'r*pllrp"' ev2,

L O B

T

— o — — —
—

== Microgor}
|NFSV3

Large file shares
Hierarchical namespace

Explanation

Text, table Description automatically generated



Storage account type:

Premium page biobs
Premium file shares
Standard genera! nurpose v2

Configuration:

NFSv3
Large file shares
Hierarchical namespace

Box 1: Standard general-purpose v2

Standard general-purpose v2 supports Blob Storage.

Azure Storage provides data protection for Blob Storage and Azure Data Lake Storage Gen2.
Scenario:

Litware identifies the following security and compliance requirements:

* Once App1 is migrated to Azure, you must ensure that new data can be written to the app, and
the modification of new and existing data is prevented for a period of three years.

* On-premises users and services must be able to access the Azure Storage account that will
host the data in App1.

* Access to the public endpoint of the Azure Storage account that will host the App1 data must be
prevented.

* All Azure SQL databases in the production environment must have Transparent Data Encryption
(TDE) enabled.

* App1 must NOT share physical hardware with other workloads.

Box 2: NFSv3

Scenario: Plan: Migrate App1 to Azure virtual machines.

Blob storage now supports the Network File System (NFS) 3.0 protocol. This support provides
Linux file system compatibility at object storage scale and prices and enables Linux clients to
mount a container in Blob storage from an Azure Virtual Machine (VM) or a computer on-
premises.

Reference:

https://docs.microsoft.com/en-us/azure/storage/blobs/data-protection-overview

NEW QUESTION: 96
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Azure Blob storage 4 Image Morage Service
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Azure SQL Database

Azure Table storage

Answer:

Image storage: 1| Azure Blob storage

Explanation

image storage: | Azure Blob storie

Customenddctnts” | Asure SOL Database

NEW QUESTION: 97
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D. OO0 Azure SQL Database OO0 OOOO0O OO O OO Azure SQL OO OOO0O
Answer: D (LEAVE A REPLY)

Explanation

When both the database management system and client are under the same ownership (e.g.
when SQL Server is deployed to a virtual machine), transactions are available and the lock
duration can be controlled. Reference:
https://docs.particular.net/nservicebus/azure/understanding-transactionality-in-azure



https://www.krdump.com/Microsoft.AZ-305-KR.v2024-01-06.q115.html
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Answer:
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Explanation

Answer Area Iﬁ .
\Cr
% M.cmSoft
Number of Virtual WAN hubs: 3 il

Virtual WAN SKU:  Standard ™

NEW QUESTION: 99
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From Serverl:

Install an Azure File Sync agent
Install a self-hosted i mtegratlon runtime
Install the File Server Resource Manager role service

From the data factory: v
Create a pipeline

Create ar import/export job

Provision an Azure-SQL Server Integration Services (SSIS) integration runtime

Answer:
From Serverl: NMicry nco £ e\ v
install dn AzdreFileSyhcdgent_ €79
Instail a self-hosted integration runtime
Tnstall the File Server Resglifge Manager role service
Fromthedatafactory: o _ @ \ \ S v

Create @ p!Pe_ll{Le]
Greate animport/export job
Provision an Azure-SQL Server Integration Services (SSIS) integration runtime

Explanation

Graphical user interface, text, application, email Description automatically generated

£
] A\ A addal~"als

From Server1: Hx/: ‘% 1 Ol

Install an Azure File Sync agent

Install a self-hosted integration runtime
Install the File Server Resource Manager role service

From the data factory: - = v
Create a pipeline”
Creaté an import/export job

Provision an Azure- SQL Server Integration Services (SSIS) integration runtime
Box 1: Install a self-hosted integration runtime

The Integration Runtime is a customer-managed data integration infrastructure used by Azure
Data Factory to provide data integration capabilities across different network environments.

Box 2: Create a pipeline

With ADF, existing data processing services can be composed into data pipelines that are highly
available and managed in the cloud. These data pipelines can be scheduled to ingest, prepare,




transform, analyze, and publish data, and ADF manages and orchestrates the complex data and
processing dependencies References:
https://docs.microsoft.com/en-us/azure/machine-learning/team-data-science-process/move-sql-
azure-adf
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https://docs.microsoft.com/en-us/azure/storage/common/storage-sas-overview This allows for
limited-time fine grained access control to resources. So you can generate URL, specify duration
(for month of April) and disseminate URL to 10 team members. On May 1, the SAS token is
automatically invalidated, denying team members continued access.

NEW QUESTION: 103
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Answer: A (LEAVE A REPLY)
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Append
EnforceQPAConstraint

EntorceRegoPolicy

Azure Policy effect to use:

) - Modify
Azure Active Directory (Azure AD) object and RBAC role to odify

use for the remediation fasks: |A managed idéntity with the Contributor role

A managed identity with the User Access Administrator role
A service principal with the Contributor role

ATSgCF Anncipal with the User Access Administrator role

Answer:
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ErndorceliP AL Orgliram s 1
|EndorcafenoRolicy
Agure Active Directiony (Agure AD) object and RBAC role to Modify

Agure Policy offoct 1o uie:

use for the remediation tasks |

A vr-.-.-:-* pirecipad with 1".& Contributor role
B SEnace prnoipad wat h the Liser Access Admenstirator role

Explanation
Graphical user interface, text, application, chat or text message Description automatically
generated

Azure Policy effect to use:

Append
EnforceOPAConstraint

m*

EnforceRegoPoll cy

" F ol
Micro<oft L
IVIICTOS0I1 L Modiy 5 ( @ A B

Azure Active Directory (Azure AD) objectand. |
RBAC role to use for the fonmiediation tasks: 'R manage?: identity with the Contributor role

A managed identity with the User Access Administrator role
A service principal with the Contributor role
A service principal with the User Access Administrator role

Box 1: Modify

Modify is used to add, update, or remove properties or tags on a resource during creation or
update. A common example is updating tags on resources such as costCenter. Existing non-
compliant resources can be remediated with a remediation task. A single Modify rule can have
any number of operations.

Box 2: A managed identity with the Contributor role

* Managed identity

How remediation security works: When Azure Policy runs the template in the deploylfNotExists
policy definition, it does so using a managed identity. Azure Policy creates a managed identity for
each assignment, but must have details about what roles to grant the managed identity.

* Contributor role

The Contributor role grants the required access to apply tags to any entity.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects#modify
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An.Azure Storage account

Signal type to use for triggering the aletts:

Activity log
Log
Metric

Answer:

Send Azure AD logs to:

“An-Azure Storage account

Signal type to use for triggering the alerts:

_Activity log

Iadicrosoft
i e

Explanation
Graphical user interface, text, application Description automatically generated

Send Azure AD IoFs 7 v

| 1( ﬂnﬁi@@évbnt hub
% I‘|ytICS workspace

re torage account

Signal type to use fqr.triggeririg; the é"ier‘ts: v
Vs Activity log
Log |
Metric
Box 1: An Azure Log Analytics workspace
To be able to create an alert we send the Azure AD logs to An Azure Log Analytics workspace.
Note: You can forward your AAD logs and events to either an Azure Storage Account, an Azure
Event Hub, Log Analytics, or a combination of all of these.
Box 2: Log
Ensure Resource Type is an analytics source like Log Analytics or Application Insights and signal
type as Log.



Reference:
https://4sysops.com/archives/how-to-create-an-azure-ad-admin-login-alert/
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-log
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Answer: D (LEAVE A REPLY)

Explanation

Activity logs are kept for 90 days. You can query for any range of dates, as long as the starting
date isn't more than 90 days in the past.

Through activity logs, you can determine:

* what operations were taken on the resources in your subscription

* who started the operation

* when the operation occurred

* the status of the operation

* the values of other properties that might help you research the operation Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/view-activity-logs

https://docs.microsoft.com/en-us/azure/automation/change-tracking
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Answer Area "
Microsoft <

To run the containerized ap%t-%\% '
o . |Bzure Container Apps

Azure Container Registry
Azure Kubernetes Service (AKS)

Azure Container Apps
Azure Container Instances
Azure Container Registry
| Azure Service Fabric

Answer:

Answer Area

jos MUCLQgOT -

L Azure Container Apps _ _ _
l Azure Container Instances
Azure Container Registry
| Azure Kubernetes Service (AKS)

For the lifecycle management and stérage of Container images: i

| Azure Container Instances
Azure Container Registry
| Azure Service Fabric

Explanation

Answer Area | :
MiCrosoft
To run the containerized apps:  Azure Container Apps v

For the lifecycle managemenfand Storage of container images: b

NEW QUESTION: 108
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Answer: B (LEAVE A REPLY)

NEW QUESTION: 109
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Answer: C (LEAVE A REPLY)

Explanation

"Azure Front Door, which focuses on global load-balancing and site acceleration, and Azure CDN

Standard, which offers static content caching and acceleration. The new Azure Front Door brings
together security with CDN technology for a cloud-based CDN with threat protection and
additional capabilities. "

NEW QUESTION: 110
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Answer: (SHOW ANSWER)

Topic 2, Litware, Inc

Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time as

you would like to complete each case. However, there may be additional case studies and
sections on this exam. You must manage your time to ensure that you are able to complete all
questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin
a new section, you cannot return to this section.

To start the case study
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To display the first question in this case study, click the Next button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem
statements. If the case study has an All Information tab, note that the information displayed is
identical to the information displayed on the subsequent tabs. When you are ready to answer a
question, click the Question button to return to the question.

Overview. General Overview

Litware, Inc. is a medium-sized finance company.

Overview. Physical Locations

Litware has a main office in Boston.

Existing Environment. ldentity Environment

The network contains an Active Directory forest named Litware.com that is linked to an Azure
Active Directory (Azure AD) tenant named Litware.com. All users have Azure Active Directory
Premium P2 licenses.

Litware has a second Azure AD tenant named dev.Litware.com that is used as a development
environment.

The Litware.com tenant has a conditional acess policy named capolicy1. Capolicy1 requires that
when users manage the Azure subscription for a production environment by using the Azure
portal, they must connect from a hybrid Azure AD-joined device.

Existing Environment. Azure Environment

Litware has 10 Azure subscriptions that are linked to the Litware.com tenant and five Azure
subscriptions that are linked to the dev.Litware.com tenant. All the subscriptions are in an
Enterprise Agreement (EA).

The Litware.com tenant contains a custom Azure role-based access control (Azure RBAC) role
named Role1 that grants the DataActions read permission to the blobs and files in Azure Storage.
Existing Environment. On-premises Environment

The on-premises network of Litware contains the resources shown in the following table.

Name Type ___Configuration
SERVER1 Uburtu 15.04 vitual The vitual machines host a third-party
SERVER2 machines hosted on app named App1
SERVER2 Hypear\ Appl uses an extemal storage solulion

| that providesApache Hadoop-
compatible [dala 5t6ragd. The data
storage sugpirls POS B Access/chnubi
a9 list (ACL) file-level permissions
SERVER1D Server that runs The server containg a Microsoft SQL
Windows Server 2016 Server instance that hosts two
databases named DB1 and DE2

Existing Environment. Network Environment

Litware has ExpressRoute connectivity to Azure.

Planned Changes and Requirements. Planned Changes

Litware plans to implement the following changes:

* Migrate DB1 and DB2 to Azure.

* Migrate App1 to Azure virtual machines.

* Deploy the Azure virtual machines that will host App1 to Azure dedicated hosts.



Planned Changes and Requirements. Authentication and Authorization Requirements Litware
identifies the following authentication and authorization requirements:

* Users that manage the production environment by using the Azure portal must connect from a
hybrid Azure AD-joined device and authenticate by using Azure Multi-Factor Authentication
(MFA).

* The Network Contributor built-in RBAC role must be used to grant permission to all the virtual
networks in all the Azure subscriptions.

* To access the resources in Azure, App1 must use the managed identity of the virtual machines
that will host the app.

* Role1 must be used to assign permissions to the storage accounts of all the Azure
subscriptions.

* RBAC roles must be applied at the highest level possible.

Planned Changes and Requirements. Resiliency Requirements

Litware identifies the following resiliency requirements:

* Once migrated to Azure, DB1 and DB2 must meet the following requirements:

- Maintain availability if two availability zones in the local Azure region fail.

- Fail over automatically.

- Minimize 1/O latency.

* App1 must meet the following requirements:

- Be hosted in an Azure region that supports availability zones.

- Be hosted on Azure virtual machines that support automatic scaling.

- Maintain availability if two availability zones in the local Azure region fail.

Planned Changes and Requirements. Security and Compliance Requirements

Litware identifies the following security and compliance requirements:

* Once App1 is migrated to Azure, you must ensure that new data can be written to the app, and
the modification of new and existing data is prevented for a period of three years.

* On-premises users and services must be able to access the Azure Storage account that will
host the data in App1.

* Access to the public endpoint of the Azure Storage account that will host the App1 data must be
prevented.

* All Azure SQL databases in the production environment must have Transparent Data Encryption
(TDE) enabled.

* App1 must not share physical hardware with other workloads.

Planned Changes and Requirements. Business Requirements

Litware identifies the following business requirements:

* Minimize administrative effort.

* Minimize costs.
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Answer: A (LEAVE A REPLY)
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Explanation
Answer Area
Prepare for the migration by Creating an Always On availability group on VM1 w
Perform the migration by using: A distributed availability group b
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Answer: B (LEAVE A REPLY)

Explanation

API Management helps organizations publish APIs to external, partner, and internal developers to
unlock the potential of their data and services.

You can secure APl Management using the OAuth 2.0 client credentials flow.

Reference:
https://docs.microsoft.com/en-us/azure/api-management/api-management-key-concepts
https://docs.microsoft.com/en-us/azure/api-management/api-management-features
https://docs.microsoft.com/en-us/azure/api-management/api-management-howto-protect-
backend-with-aad#enab
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Answer: (SHOW ANSWER)

Explanation

Azure Resource Policy Definitions can be used which can be applied to a specific Resource
Group with the App Service instances.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
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