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Answer: D,E (LEAVE A REPLY)

Line of Business WebAPP works on VMs need internal load balancer. So D is needed. Then deploy WebAPP on VMs, check the link. https://docs.microsoft.com/en-us/azure/application-gateway/quick-
create-portal So B is needed as well. The orignal answer is not accomplished.
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https://learn.microsoft.com/en-us/powershell/module/az.resources/new-azresourcegroupdeployment?

view=azps-9.3.0#-resourcegroupname

Specifies the name of the resource group to deploy.

https://learn.microsoft.com/en-us/powershell/module/az.resources/new-azresourcegroupdeployment?

view=azps-9.3.0#-mode

Specifies the deployment mode. The acceptable values for this parameter are:

-Complete: In complete mode, Resource Manager deletes resources that exist in the resource group but are not specified in the template.

- Incremental: In incremental mode, Resource Manager leaves unchanged resources that exist in the resource group but are not specified in the template.
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Answer: C (LEAVE A REPLY)

IT Service Management Connector (ITSMC) allows you to connect Azure to a supported IT Service Management (ITSM) product or service. Azure services like Azure Log Analytics and Azure Monitor

provide tools to detect, analyze, and troubleshoot problems with your Azure and non-Azure resources. But the work items related to an issue typically reside in an ITSM product or service. ITSMC
provides a bi-directional connection between Azure and ITSM tools to help you resolve issues faster. ITSMC supports connections with the following ITSM tools: ServiceNow, System Center Service
Manager, Provance, Cherwell.
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Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/alerts/itsmc-overview
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Answer:
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Explanation:
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This question tests your understanding of Azure Virtual Network (VNet) Peering and its transitivity limitations.

1. Background - Azure VNet Peering Overview

VNet peering connects two Azure virtual networks, allowing resources in those VNets to communicate with each other over Microsoft's private backbone network.
However, VNet peering is non-transitive, which means traffic between two VNets can only flow directly between them if each VNet is peered explicitly.
That is:

If VNET1 # VNET2 and VNET1 # VNET3 are peered,

Then VNETZ2 cannot communicate with VNET3 unless VNET2 # VNETS3 peering also exists.

2. Scenario Analysis

From the provided exhibits:

VNET2 Peering: Connected to VNET1

Gateway Transit: Disabled

VNET3 Peering: Connected to VNET1

Gateway Transit: Disabled

There is no peering shown between VNET2 and VNETS3.

3. Routing Behavior



Source

Peering Destination(s)

Can Route To

Reason

VNET1

Peered with both VNET2 and VNET3

# VNET2 and VNET3

VNET1 has direct peer connections to both VNets. Packets from VNET1 can reach both.

VNET2

Peered only with VNET1

# VNET3 (no direct peering)

Azure VNet peering is non-transitive - packets cannot be forwarded via VNET1 to VNET3. Therefore, VNET2 can only send traffic to VNET1.
4. Microsoft Documentation Extract (Azure Official Docs)

" VNet peering is non-transitive. If VNetA is peered with VNetB, and VNetB is peered with VNetC, VNetA cannot automatically communicate with VNetC unless a direct peering between VNetA and
VNetC is also established. " (Source: Microsoft Learn - "Create, change, or delete a virtual network peering" and "Virtual network peering overview") Also:
"Gateway transit allows one peered network to use another's VPN gateway, but does not affect the basic non- transitive nature of peering." Since Gateway Transit = Disabled, this feature does not
apply here.

5. Final Routing Summary

From

To

Routing Allowed

Explanation:

VNET1 # VNET2

# Yes

Direct peering exists

VNET1 # VNET3

# Yes

Direct peering exists

VNET2 # VNET3

# No

No direct peering; peering is not transitive

VNET2 # VNET1

# Yes

Direct peering exists

# Final Verified Answer:

Packets from VNET1 can be routed to: VNET2 and VNET3

Packets from VNET2 can be routed to: VNET1 only

Microsoft Azure Administrator Study Guide - Official Reference Summary:

"VNet peering enables full mesh connectivity but does not automatically enable transitive routing."

"To establish cross-VNet communication, you must create a direct peering between each pair of VNets."



"Disabling Gateway Transit prevents shared routing or gateway propagation." (Reference: Microsoft Learn # Azure Virtual Network Peering Overview, AZ-104 Exam Objective: Configure and manage
virtual networking)
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Explanation:

1## Create a Log Analytics workspace.

2## Collect Windows performance counters from the Log Analytics agents.

3## Create an alert rule.

The question states:

"You need to configure the alerts for VM1 and VM2 to meet the technical requirements." The technical requirement from the case study specifies:

"Trigger an alert if VM1 or VM2 has less than 20 GB of free space on volume C." This requirement involves monitoring performance metrics (disk space) and generating alerts based on those metrics.
According to Microsoft Azure monitoring and management documentation, the process to configure such alerts involves using Azure Monitor and Log Analytics.

Step-by-Step Verified Solution:

Step 1: Create a Log Analytics workspace



A Log Analytics workspace is required to store and analyze logs and performance data collected from virtual machines.

Azure Monitor uses this workspace as the central repository for performance counters, events, and logs from connected agents.

From the Microsoft Documentation:

"Before you can collect and query data from virtual machines, you must create a Log Analytics workspace in your subscription." (Source: Azure Monitor and Log Analytics Guide) Step 2: Collect
Windows performance counters from the Log Analytics agents After creating the workspace, you must connect VM1 and VM2 to the workspace and configure the Windows performance counters that
you want to monitor.

In this case, you would collect the LogicalDisk(%) Free Space counter for C: drive.

Azure Monitor agent or Log Analytics agent collects these metrics and sends them to the workspace for analysis.

"To monitor system performance, configure the agent to collect performance counters such as available memory or free disk space." (Source: Azure Monitor Performance Counters Documentation)
Step 3: Create an alert rule Once performance data is being collected, you can create an alert rule in Azure Monitor based on a Kusto query or metric threshold.

You would define a condition such as:

LogicalDisk | where FreeSpaceMB < 20480

and configure it to trigger an alert when free space on volume C drops below 20 GB.

This alert can notify via email, action group, or automation runbook.

"Alerts in Azure Monitor proactively notify you when important conditions are found in your monitoring data. Alerts can trigger automated actions or notifications." (Source: Azure Monitor Alerts
Overview) Incorrect Options (Eliminated):

Configure the Diagnostic settings:

Used for collecting activity logs or resource logs, not performance counters from VMs.

Create an Azure SQL database:

Not relevant to the scenario of monitoring disk space.
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O0: 0000 000 00000 0000 000 000 OoOodo. 0000 O 0ooo Oo0oo O0Ooo oo O 00 Oooo oooo oooo oooo. oo oo oo ooo o o 0o
00 0 oOoodd oo OO oodo odo oo do Oodoao.

O 000000000 000000000000 o00000. 00000 o000 ooo oo oo oooo ooan.

00 OO Azure OOO0O OOOOO VNet1OOO OO OOOO0O OOOOO.

VNet1 Windows Server] OO0 VM1 O vM200 O OO OO OO0 OOO0O00.

00O 0o vmvioo vMzOO OO0 OOooO OOooOo Ooooo ooo.

00 O0O: Azure Network WatcherI O OO0 OO OO OOOO.

(N O g

A. [

B. OO0

Answer: B (LEAVE A REPLY)

In this scenario, you need to inspect all network traffic between VM1 and VM2 in VNet1 for a period of time.

The proposed solution uses Azure Network Watcher - Connection Monitor. However, this solution does not meet the goal, because Connection Monitor is designed to test connectivity and monitor
latency, packet loss, and reachability between two endpoints-not to capture or inspect the actual contents or packets of the traffic.

According to Microsoft Azure Administrator Study Guide and Azure Network Watcher official documentation, Azure provides different tools for different purposes:

Connection Monitor: Verifies that a connection exists between two VMs or endpoints and monitors metrics such as latency, availability, and packet loss. It does not capture network packets or provide
detailed traffic inspection.

Network Watcher Packet Capture: Captures actual network packets entering or leaving a virtual machine. It is the correct tool to use when you need to inspect all network traffic between VMs. Packet
capture can be configured to run for a specific time (for example, three hours) and stored in Azure Storage for later analysis.
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From the Microsoft Learn: " Implement and Manage Network Watcher " documentation, the correct approach is:
"Use Network Watcher Packet Capture to capture network traffic to and from a virtual machine. Packet capture helps in diagnostics by collecting network traffic over a specified time frame or under
certain conditions." Therefore, to meet the goal of inspecting all traffic between VM1 and VM2, you must use Packet Capture, not Connection Monitor.
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Answer: (SHOW ANSWER)

To enable Traffic Analytics for an Azure subscription, the user must have sufficient privileges to configure Network Watcher, NSG flow logs, and the associated Log Analytics workspace.

As per Microsoft Azure documentation, the following built-in roles can enable Traffic Analytics:

* Owner

* Contributor

* Reader

* Network Contributor

The Owner role provides full access to all resources, including the right to delegate permissions and modify configurations. Since the Owner role includes complete management capabilities for all
Azure resources at the subscription level, this role absolutely meets the requirements for enabling Traffic Analytics.

The Azure Network Watcher documentation clearly states:

"To enable Traffic Analytics, your account must have any one of the following roles at the subscription scope: Owner, Contributor, Reader, or Network Contributor." Therefore, assigning the Owner role
to Admin1 at the subscription level ensures Admin1 has the required permissions to enable Traffic Analytics.
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Actions Answer Area
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Set Add prefix to String.

Microsoft Entra ID (formerly Azure Active Directory) supports group naming policies to automatically enforce consistent and compliant naming conventions for Microsoft 365 groups. The purpose of this
policy is to standardize names, prevent conflicts, and include metadata such as department, location, or purpose.

According to the Microsoft Entra Administrator documentation and the AZ-104 official study guide ("Manage Azure Identities and Governance"), the steps to implement such a policy are:

Step 1: Create a Group Naming Policy

Navigate to:

Microsoft Entra admin center # Groups # Naming policy.

Here, you can define global naming conventions that apply whenever new Microsoft 365 groups or security groups are created.

Creating the policy allows you to specify prefixes and suffixes that automatically appear in group names based on attributes or fixed strings.

Step 2: Set Add Prefix to Attribute

Once the naming policy is created, select the Add prefix option.

You can choose between two prefix types:

String: A fixed word or phrase (for example, "Corp_")

Attribute: A user or group attribute dynamically pulled from Microsoft Entra ID (for example, Department or CompanyName).

To achieve the naming format < Department > < Group name >, you must choose Attribute as the prefix type, since it will automatically insert the department value of the creator or group owner.
Step 3: Set Select Type to Department

After choosing Attribute as the prefix, you select which attribute will be used.

Choose Department to ensure the prefix dynamically reflects the department name of the group creator.

This results in an automatically generated group name like:

FinanceSales, HRRecruiting, etc.

If desired, you could later add a suffix (like "_Group"), but for this specific scenario, only the prefix (Department) is required.

Official Microsoft Documentation Extract (Summarized):

"A naming policy can consist of prefixes or suffixes that include fixed strings or user attributes, such as

[Department], [Company] , or [Office].

To configure, create a group naming policy and add prefix or suffix elements based on attributes." (Reference: Microsoft Learn - Configure naming policy for Microsoft 365 groups in Azure Active
Directory)
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Explanation:

. =Mi crosoft

The minimum number of copies of the storage aﬁmt will be [answer choice].

To reduce the cost of infrequently accessed data in the storage account, you Access tier (default)
must modify the [answer choice] setting.

Azure Storage ensures durability and high availability of data by replicating it within and/or across datacenters depending on the replication option selected. The exhibit shows that the replication type
configured is Locally-redundant storage (LRS), and the access tier (default) is Hot.

1. Minimum Number of Copies - Locally-redundant storage (LRS)

According to Microsoft Azure Storage Documentation (AZ-104 Study Guide):

"Locally redundant storage (LRS) replicates your data three times (3 copies) within a single physical location in the primary region." Each piece of data is written synchronously to three separate
storage nodes in the same datacenter. This provides protection against hardware failures within that facility.

Replication options and their redundancy levels:



Replication Type

Number of Copies

Location of Copies

Locally-redundant storage (LRS)

3

Same datacenter (single region)

Zone-redundant storage (ZRS)

3

Across availability zones in same region

Geo-redundant storage (GRS)

6

3 copies in primary region + 3 in paired region

Read-access geo-redundant storage (RA-GRS)

6

Same as GRS, plus read access to secondary region

Therefore, with LRS, the minimum number of copies is 3.

2. Reducing Cost of Infrequently Accessed Data

Azure Storage provides access tiers designed for different usage patterns:
Tier

Description

Typical Use Case

Hot

Highest storage cost, lowest access cost

Frequently accessed data

Cool

Lower storage cost, higher access cost

Infrequently accessed data

Archive

Lowest storage cost, highest retrieval cost

Long-term, rarely accessed data

As per Microsoft Learn - Manage access tiers in Azure Blob Storage:
"To reduce costs for data that is infrequently accessed, you can move blobs from the Hot tier to the Cool or Archive access tier." Hence, to minimize the cost of infrequently accessed data, you should
modify the Access tier (default) setting from Hot to Cool or Archive.
Official Microsoft Extract:

From Microsoft Learn - Redundancy in Azure Storage:

"With LRS, three copies of your data exist in a single datacenter."
"To optimize storage costs for infrequently accessed data, set the access tier to Cool or Archive."
# Final Verified Answers:

Statement

Correct Answer

The minimum number of copies of the storage account will be:



3
To reduce the cost of infrequently accessed data in the storage account, you must modify the:
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Answer: (SHOW ANSWER)

When Azure schedules maintenance for a virtual machine, you can proactively move it to a new physical host by performing a self-service redeploy.
The Redeploy feature in the Azure portal allows you to:

* Move the VM to a new host node.

* Keep the same network interface, disks, and configuration.

* Resolve underlying host-level or platform issues proactively.

This action satisfies the requirement to move VM1 to a different host immediately and minimizes downtime.

This is explicitly documented in the Microsoft Learn - Redeploy Windows virtual machine to new Azure node guide.

# Final Verified Answer: A. Yes
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Answer: D (LEAVE A REPLY)

In Azure Container Registry (ACR), the admin user account provides a simple authentication mechanism using a username and password. Enabling the admin account and retrieving its credentials is
done exclusively through the Access keys blade.

According to Azure Container Registry documentation:

The admin user is enabled/disabled from Access keys

The passwords (primary and secondary) are displayed and regenerated there Other blades such as Networking, Properties, or Identity do not manage admin credentials Final Answer:
D). Access keys
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Subnet Service endpoint
Subnet1 | Microsoft.Storage.Global
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Subnet3 | Microsoft.Storage

00 oo oo0Oo00oobboOooOooaoon.

Name | Location
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Policy2 | West US
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Service endpoint policies are used to restrict virtual network traffic over service endpoints to only specific Azure resources (for example, specific Storage accounts). Microsoft's service endpoint policy
limitations state two key rules that apply directly here: (1) "Virtual networks must be in the same region and subscription as the service endpoint policy," and (2) "You can only apply a service endpoint
policy on a subnet if service endpoints are configured for the Azure services listed in the policy." Microsoft Learn Given the configuration, Subnet2 has the service endpoint Microsoft.KeyVault, not
Storage. Because the subnet does not have a Storage service endpoint configured, a Storage service endpoint policy (Policy1) can't be associated to Subnet2. Microsoft Learn Subnet1 is in VNet1
(East US), while Policy2 is created in West US. Since service endpoint policies must be in the same region as the virtual network/subnet they're applied to, Policy2 cannot be associated to Subnet1.
Microsoft Learn

Subnet3 is in VNet2 (West US) and has the Microsoft.Storage service endpoint configured, matching Policy2' s region and service requirement. Therefore, Policy2 can be associated to Subnet3.
Microsoft Learn
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“"RoleAssignmentId”: “e3108585-0e5d-4572-91a3-aa5d2df73999”,
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“"RoleAssignmentId”: “3bab4763-16a9-4d5d-9fcd-eeelcc3la2le”,

“Scope”: “/subscriptions/fb960108-fcdc-499b-886e-d9c31d3f26ff/resourceGroups/RG2",
“DisplayName”: “User2”,

“SignInName”: “User2@contoso.onmicrosoft.com”,

“*RoleDefinitionName”: “Owner”,

“RoleAssignmentId”: “a@71c023-40a3-4b7f-8680-1308b40270c5,

“Scope”: Y/subsciiptions/fb960108-fedc=499b-886e-d9c31d3f26ff/resourceGroups/RG1l/providers/
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“DisplayName”: “User4”,

“SignInName”: “Userd4@contoso.onmicrosoft.com”,

“RoleDefinitionName”: “Contributor”,

]
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Explanation:

User3 is assigned the Owner role for VM1.
User1, and User4 can create a virtual machine in RG1.
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When VM1 starts. a record for VT & added o the contoso.com DNS zone *
When V2 starts, a recorciior VN2 is added to the contoso.com DING zone -
Whien VW3 siafts. apecongiior WYM3 s added to the adatumocom DNS zone e

All three VMs are in VNET2. Auto registration is enabled for private Azure DNS zone named contoso.com, which is linked to VNET2. So, VM1, VM2 and VM3 will auto-register their host records to
contoso.com.

None of the VM will auto-register to the public Azure DNS zone named adatum.com. You cannot register private IPs on the internet (adatum.com) Box 1: Yes Auto registration is enabled for private
Azure DNS zone named contoso.com.

Box 2: Yes

Auto registration is enabled for private Azure DNS zone named contoso.com.

Box 3: No

None of the VM will auto-register to the public Azure DNS zone named adatum.com Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-name-resolution-for-vms-and-role- instances

https://docs.microsoft.com/en-us/azure/dns/private-dns-autoregistration

https://docs.microsoft.com/en-us/azure/dns/private-dns-virtual-network-links
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Answer: B (LEAVE A REPLY)

Azure Storage account access keys are highly privileged credentials that provide full control over the storage account, including access to all data and the ability to regenerate keys. Because of the
security implications, listing and regenerating storage account keys is classified as a management-plane operation, not a data-plane operation.

The Reader and Data Access role allows a user to:

* View storage account properties (Reader)

* Read data within storage services such as blobs or files (Data Access) However, according to Microsoft Azure RBAC documentation, this role does not include permissions to list or regenerate
storage account keys. Key management operations require permissions such as:

* Microsoft.Storage/storageAccounts/listkeys/action
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* Microsoft.Storage/storageAccounts/regenerateKey/action

These permissions are included in roles such as:

* Storage Account Contributor

* Contributor

* Owner

Because the Reader and Data Access role lacks key management permissions, assigning this role to User1 does not allow them to list or regenerate storage account keys for storage1.
Microsoft explicitly documents that only management roles, not data access roles, can manage storage account keys. Therefore, the proposed solution does not meet the goal.

NEW QUESTION: 16
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Answer: C (LEAVE A REPLY)

To enable communication between virtual machines (VMs) located in different virtual networks (VNets) in Azure, the most efficient and recommended approach-according to Microsoft Azure
Administrator documentation-is to use VNet peering.

1. Background and Scenario Analysis

From the case study:

VM1 and VM4 are located in different VNets (VNET1 and VNET3).

The requirement is to ensure that VM1 can communicate with VM4.

The solution must minimize administrative effort and cost.

2. Microsoft Documentation Insight: VNet Peering

According to Microsoft Learn: "Virtual network peering":

"Virtual network peering seamlessly connects two Azure virtual networks. The virtual networks appear as one for connectivity purposes. Traffic between peered virtual networks uses private IP
addresses, as if they were part of the same network, and the traffic stays entirely on the Microsoft backbone network." Key characteristics of VNet peering:
Enables private IP connectivity between resources across peered VNets.

No need to deploy or maintain gateways (unlike VPN gateways).

Provides low latency and high bandwidth.

Supports transitive routing through additional configurations.

Minimal administrative overhead - peering can be created with just a few clicks or PowerShell/CLI commands.

3. Why the Other Options Are Incorrect

A). Create a user-defined route (UDR) from VNET1 to VNET3.

# A UDR alone cannot enable connectivity between VNets unless a gateway or peering already exists.

Without a connection path, a route has no effect.

B). Assign VM4 an IP address of 10.0.1.5/24.

# This would attempt to place VM4 in the same subnet as VM1, but cross-VNet subnet IP assignment is not possible in Azure. Each VNet has its own isolated address space.
D). Create an NSG and associate it with VM1 and VM4.

# Network Security Groups control traffic filtering within or between existing network connections. They do not create connectivity between isolated VNets.
4. Why Peering Is the Correct and Simplest Solution
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Establishing VNet peering between VNET1 and VNET3 will:

Instantly enable bidirectional private IP communication between VM1 and VM4.
Minimize administrative effort (no gateways, routing tables, or IP reconfiguration).
Maintain security and performance through Microsoft's internal backbone.

Avoid additional costs compared to deploying VPN gateways.

5. Implementation Summary

Steps to configure:

In the Azure Portal, go to VNET1 # Peerings # Add.

Choose VNET3 as the peer virtual network.

Enable Allow virtual network access in both directions.

Once completed, both VMs (VM1 and VM4) will communicate using their private IPs.
Final Verified Answer: # C. Establish peering between VNET1 and VNET3
References (Microsoft Official Documentation):

Microsoft Learn - Virtual network peering overview

Microsoft Learn - Create, change, or delete a virtual network peering

Microsoft Learn - Azure virtual network connectivity options and recommendations
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Answer: B (LEAVE A REPLY)

In Microsoft Azure, the Azure Container Registry (ACR) is a managed service that allows you to store and manage container images for all types of container deployments. When deploying an Azure
Container Instance (ACI) from an ACR image, the deployment may fail if network configuration, authentication, or permissions are not correctly set.

The option "Use dedicated data endpoint" in ACR is designed to isolate network traffic for data operations (such as image push/pull) from the registry's control plane operations. However, enabling or
disabling this feature does not affect authentication or deployment permissions to an Azure Container Instance.

According to the Azure Administrator Study Guide (Microsoft Official Documentation):
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"To deploy a container instance from an Azure container registry, the registry must be accessible either publicly with proper authentication (admin user or service principal with AcrPull permission) or
privately using a Virtual Network with Private Link (Premium tier). If you receive authentication or access errors, the solution is to verify credentials or network accessibility, not to enable a dedicated
data endpoint." In this case, the root cause of the deployment error is most likely related to image access authentication or tier limitations, not the use of dedicated data endpoints. Therefore, selecting
Use dedicated data endpoint will not resolve the deployment failure.

The verified solution as per Microsoft Learn and AZ-104 exam content is to either:

Enable the admin user or

Assign a managed identity or service principal with the AcrPull role to the container instance.

Hence, the proposed solution does not meet the goal.

NEW QUESTION: 18
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Answer:

Alert rules:

Actian groups:
Microsoft

Explanation:

Box 1:4

As there are 4 distinct set of resource types (Ingress, Egress, Delete storage account, Restore blob ranges), so you need 4 alert rules. In one alert rule you can ' t specify different type of resources to
monitor. So you need

4 alert rules.

Box2:3

There are 3 distinct set of " Users to notify " as (User 1 and User 3), (User1 only), and (User1, User2, and User3). You can 't set the action group based on existing group (Group1 and Group2) as
there is no specific group for User1 only. So you need to create 3 action group.



Answer Area

Alert rules: v
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Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/action-groups

NEW QUESTION: 19
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Answer: B (LEAVE A REPLY)

The Traffic Manager Contributor role is not related to Traffic Analytics. Traffic Manager is a service that provides DNS-based load balancing and traffic routing across different regions and endpoints.
Traffic Manager Contributor is a role that allows you to create and manage Traffic Manager profiles, endpoints, and geographies1.

Traffic Analytics is a service that provides visibility into user and application activity in your cloud networks.

Traffic Analytics analyzes Azure Network Watcher network security group (NSG) flow logs to provide insights into traffic flow in your Azure cloud. With Traffic Analytics, you can visualize network
activity, identify hot spots, secure your network, optimize your network deployment, and pinpoint network misconfigurations2.

To enable Traffic Analytics for an Azure subscription, you need to have a role that grants you the following permissions at the subscription level:

Microsoft.Network/applicationGateways/read
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Microsoft.Network/connections/read

Microsoft.Network/loadBalancers/read

Microsoft.Network/localNetworkGateways/read

Microsoft.Network/networkInterfaces/read

Microsoft.Network/networkSecurityGroups/read

Microsoft.Network/publiclPAddresses/read

Microsoft.Network/routeTables/read

Microsoft.Network/virtualNetworkGateways/read

Microsoft.Network/virtualNetworks/read

Microsoft.Operationallnsights/workspaces/*

Some of the built-in roles that have these permissions are Owner, Contributor, or Network Contributor3.

However, these roles also grant other permissions that may not be necessary or desirable for enabling Traffic Analytics. Therefore, the best practice is to use the principle of least privilege and create a
custom role that only has the required permissions for enabling Traffic Analytics4.

Therefore, to meet the goal of ensuring that an Azure AD user named Admin1 is assigned the required role to enable Traffic Analytics for an Azure subscription, you should create a custom role with
the required permissions and assign it to Admin1 at the subscription level.

NEW QUESTION: 20
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Answer: A (LEAVE A REPLY)

Active Directory Federation Services is a feature and web service in the Windows Server Operating System that allows sharing of identity information outside a company's network.
Scenario: Technical Requirements include:

Prevent user passwords or hashes of passwords from being stored in Azure.
References: https://www.sherweb.com/blog/active-directory-federation-services/

NEW QUESTION: 21
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Answer: A (LEAVE A REPLY)
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In Microsoft Azure, Role-Based Access Control (RBAC) allows you to manage access to Azure resources by assigning roles to users, groups, and service principals. The Logic App Contributor role
specifically grants the ability to create, edit, and manage Logic Apps but not assign permissions or modify access control (IAM).

According to the official Microsoft Azure documentation for built-in roles in Azure RBAC:

"The Logic App Contributor role lets you manage logic apps, but not access them. You can view, edit, update, and delete logic apps." In the given scenario, the Developers group needs the ability to
create Azure Logic Apps within the Dev resource group. Assigning the Logic App Contributor role at the resource group level provides exactly that scope of control-users in the group can manage Logic
App resources within that resource group without affecting other resources or permissions at the subscription level.

This satisfies the requirement under the principle of least privilege, as the Developers group gets only the permissions necessary to create and manage Logic Apps within Dev, and no more.

This is verified in the Microsoft Learn AZ-104 study guide under the topic "Manage Azure Role-Based Access Control (RBAC)", which emphasizes assigning the minimal level of role permissions
required to complete administrative tasks at the appropriate scope (subscription, resource group, or resource).

Therefore, the proposed solution meets the goal because the Logic App Contributor role grants precisely the permissions needed.

NEW QUESTION: 22
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Box 1: 60

One alert per minute will trigger one email per minute.

Box 2: 12

No more than 1 SMS every 5 minutes can be send, which equals 12 per hour.

Note: Rate limiting is a suspension of notifications that occurs when too many are sent to a particular phone number, email address or device. Rate limiting ensures that alerts are manageable and
actionable.

The rate limit thresholds are:

SMS: No more than 1 SMS every 5 minutes.

Voice: No more than 1 Voice call every 5 minutes.
Email: No more than 100 emails in an hour.
Other actions are not rate limited.

References:
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/monitoring-and-diagnostics/monitoring- overview-alerts.md
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Explanation:
NO
NO
YES
The provided ARM template defines an Azure Storage Account resource with the following key properties:

{

"type " : " Microsoft.Storage/storageAccounts ",
"name " : " storage1 ",

"location " : " East US ",

" properties " : {

" allowBlobPublicAccess " : true,

" defaultToOAuthAuthentication " : false,

" networkAcls " : {

" bypass " : " AzureServices ",

" defaultAction " : " Allow " ,

"ipRules " : []

I3

" isVersioningEnabled " : true
}

}

Let's analyze each statement based on Azure Storage behavior and documentation:

Statement 1: "Changes made to the data in storage1 can be rolled back after seven days."

# Incorrect

The property " isVersioningEnabled " : true refers to blob versioning, which maintains previous versions of objects (blobs) when they are modified or deleted. However, there is no automatic seven-day
rollback period.

Versions remain indefinitely until manually deleted or managed via lifecycle policies.

Microsoft documentation:



"When blob versioning is enabled, Azure Storage automatically maintains previous versions of an object. You can restore a previous version manually, but there is no automatic rollback period." Hence,
changes can be rolled back manually, not automatically after seven days.

Statement 2: "Only users located in the East US Azure region can connect to storage1."

# Incorrect

The networkAcls section specifies:

" defaultAction " : " Allow ",

" bypass " : " AzureServices ",

"ipRules " : []

This configuration means all network access is allowed by default ( " defaultAction " : " Allow " ). There are no IP restrictions, so users from any region can connect.

Azure documentation states:

"If the defaultAction is set to Allow, traffic from all networks can access the storage account unless specific network rules are added." Therefore, access is not restricted to the East US region.
Statement 3: "Three copies of storage1 will be maintained in the East US Azure region."

# Correct

By default, if redundancy options like ZRS or GRS are not specified, Azure Storage uses Locally Redundant Storage (LRS).

From the Microsoft study guide:

"Locally Redundant Storage (LRS) maintains three synchronous copies of your data within a single datacenter in the primary region." Since the location is " East US " and no redundancy property is
explicitly defined, the default LRS applies - meaning three copies within the same region (East US).

NEW QUESTION: 24
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Answer: A (LEAVE A REPLY)

To push and pull signed container images in Azure Container Registry (ACR), you must enable content trust.

Content trust integrates with Docker Notary and allows image publishers to sign images and consumers to verify those signatures during pull operations.
The other options do not meet the requirement:

* Add a token # controls authentication, not image signing

* Enable encryption with customer-managed keys # protects data at rest, not image signatures

* Create a connected registry # supports edge/replication scenarios, not signing

NEW QUESTION: 25
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0o oooooo, 000 000 '’ aoood. 000 OO0 'oobto 0OoOooo. ao: oobo1oooo.

= Migwosoft 1V v w
Userl canread blob2. ([ " 3
w Lﬂrﬁcmrud' Iiﬁ'::bs. C
; I.J.it.'rE can read blabl. ) ~
Answer:

Explanation:



Answer Area
Statements Yes Ne
Lsert can read blob2 .
Userl can read Blob3 e F
User? can read blob .

NEW QUESTION: 26
Azure OOO OOOO.
OO0 OO0 OO0 Azure OOOO0O OOOOO0O OOO OOOOO.

Mame Operating system

nstance| Nano Server installation of Windows Server 2019

ISt ared Serve-Lore installaton alyWindeavs Server 2019

bastdrich Y- | Himint '

st srced LIMLE
OO 00000 0000 OoOoo ooo o ood?
A. OOO0O10
B. O0OO0O20

C. Instance1 [ Instance2[]

D. Instance3 [ Instance4 ]

Answer: C (LEAVE A REPLY)

https://learn.microsoft.com/en-us/azure/container-instances/container-instances-container-groups Multi- container groups currently support only Linux containers. For Windows containers, Azure
Container Instances only supports deployment of a single container instance. While we are working to bring all features to Windows containers, you can find current platform differences in the service

NEW QUESTION: 27
OO0 00 000 00 00000 000 Azure OOO OOOO.

| Mame | Arure regicn  Resource group
WVIETT | Whest LI RG

WINETZ | Central LIS
WNET3 | Central US
WINET4 | West LS mG2

00 OO Azure OO0 RG1O AF1O0O0O Azure OO OOO OOOO OO,
OO0 00 00000 AFO O00 0 0o0O?

A. VNET10O

B. VNET1 O VNET20O OO

C.VNET1 O VNET40O OO

D. VNET1, VNET2 O VNET40 OO

E. VNET1, VNET2, VNET3 O VNET4

Answer: (SHOW ANSWER)

Azure Firewall must be deployed in the same Azure region as the virtual network and into a dedicated subnet named AzureFirewallSubnet.
From the table:

*VNET1 # West US # RG1 #

*VNET4 # West US # RG2 #
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*VNET2 # Central US #
*VNET3 # Central US #
Resource group location does not restrict deployment-only region alignment matters.

Microsoft documentation confirms:
"Azure Firewall must be deployed into a virtual network in the same region."

NEW QUESTION:

28

00O 000 Azure OO OOO OO OOOO.

Mame

In management group

Tenant Root Group

Not applicable

ManagementGroupi!

Tenant Root Group

ManagementGroup12

Tenant Root Group

ManagementGroupd 1

ManagementGroup11

OO0 00 000 00 OO0 OO0 Azure OOO OOOOO.
Name Management group

Subscription] | ManagementGroupd1
Subscriptiond | ManagemenlGroupl2

OO0 OO0 OO0 Azure OO0 OOOO.
Parameter

virtualletworks
wirtualietuoris

MName
Not allowed resource types
Allowed resource types

Scope

Tenant Root Group

ManagementGroup1é

OO0 o0ooooOo, 00000 '0o onbood. 000 000 'oobo oOoOooo. ao: oobo1oooao.

.h..@@mn,

You can create

1 Subsenption?

mi OV

Cromffthr Subscription to ManagementGroup11

Answer:

ACrosoft v

You can cres @rm work in Subscriptiont
Y& jal machine in Subscription?. | p
{ @ You can move Subscription

1o ManagementGroup11 |

Explanation:

'l‘:h._}.:*_;trh"!d'! vhihﬂ l'rul:h.ne in Subseription2

-:.-_._ Yol can move Subscription? to ManagementGroup11,




Azure management groups allow administrators to organize multiple subscriptions and apply governance policies such as Azure Policy and RBAC across a hierarchy. Policies assigned at a higher-
level management group are inherited by all child management groups and subscriptions beneath it. When two or more policies conflict, Deny policies always override Allow policies as per Microsoft's
official documentation (Microsoft Learn: Azure Policy Overview - Inheritance and Enforcement Logic).

In this question:

* Policy Assignments

* Tenant Root Group has a "Not allowed resource types" policy that denies virtualNetworks creation.

* ManagementGroup12 has an "Allowed resource types" policy that allows virtualNetworks creation.

Because Subscription2 resides under ManagementGroup12, it inherits the allowed policy. However, Subscription1 resides under ManagementGroup21, which is a child of ManagementGroup11, both
of which fall under the Tenant Root Group - inheriting the deny rule.

# Conclusion:

* Subscription1 # Denied (inherits "Not allowed resource types: virtualNetworks")

* Subscription2 # Allowed (inherits "Allowed resource types: virtualNetworks")

* Creating Resources

* In Subscription1, you cannot create a virtual network due to the deny policy from the Tenant Root Group.

* In Subscription2, you can create a virtual machine, as no deny policy prevents it.

* Moving Subscriptions

* According to Azure governance hierarchy rules, subscriptions can be moved between management groups if the user has proper RBAC permissions (Owner or User Access Administrator). There are
no policy restrictions preventing Subscription1 from being moved from ManagementGroup21 to ManagementGroup11, as this is within the same management group hierarchy.

Final Verified Answer (as per Microsoft Azure Administrator Documentation):

Statement

Answer

You can create a virtual network in Subscription1

# No

You can create a virtual machine in Subscription2

# Yes

You can move Subscription1 to ManagementGroup11

# Yes

Official Microsoft Azure Reference (Document Extract Summary):

"Azure Policy effects are inherited by all child resources. A 'deny' effect from a parent management group overrides any 'allow' effects from descendant scopes. Policies at higher scopes take
precedence in conflicts."

"Subscriptions can be moved between management groups within the same hierarchy when permissions are sufficient." (Source: Microsoft Learn - Azure Policy Overview, Management Groups
Overview, and RBAC Permissions for Governance Management)

NEW QUESTION: 29
OO0 OO0 OO Microsoft Entra OO OO OOOOOOO.



@ Default Dn"élct&fhtmw@ﬁv X

Microsoft Entra ID

-+ Add Vv :7.3 Manage tenants What's new ﬁ Preview features

(® Azure Active Directory is now Microsoft Entra ID./Leam more [2

Overview Monitoring Properties Recommendations Tutorials

Search your tenant

Basic information

Name Default Directory

Tenant ID c4d2baba-3de9-4dbe-abdb-2892387a97dd [
Primary domain sk230128outlook.onmicrosoft.com [}I.
License Microsoft Entra ID Free

0000 o0 00 000oo0obo ooOoaaa.

B WICrOsort
Name Typur s
User! _ | Use paco@bfd i '®

w1l 'Uekbdrity group
oup2 | Microsoft 365 group

Microsoft Fabric O OO0 OOOOO.
OO0 DO 00000 Oooo o aooaad?
A. User1, Group1, Group2

B. User1d Group1

C. User1d Group2[]

D. User1d

Answer: D (LEAVE A REPLY)

NEW QUESTION: 30
Workspace 100 Workspace? 10 O IO Log Analytics 10 IO Windows Serverd OO0 10000 OO OOO OOO Azure OO O OO OO,
OO0 000000 000000000000 000.0000 0000 000 ooao oaaq.
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* OO0 Workspace! [0 Workspace? OO0 OO,

* OO0 Windows O OO0 OOOO OOO.

00000000 odooo odn.

O 00000 00000000000 a0a0o4a?

A. Azure Monitor L1100

B. Windows Azure 100 COC(WAD)

C. Windows VM OO OO

Answer: (SHOW ANSWER)

https://learn.microsoft.com/en-us/azure/azure-monitor/agents/agents-overview Azure Monitor Agent (AMA) collects monitoring data from the guest operating system of Azure and hybrid virtual

machines and delivers it to Azure Monitor for use by features, insights, and other services, such as Microsoft Sentinel and Microsoft Defender for Cloud. Azure Monitor Agent replaces all of Azure
Monitor's legacy monitoring agents.

NEW QUESTION: 31

O0: O 000 000 00000 oboOodo ooo oo ooOoobo. oo o oo oo oo oo o oo oo oo oo oo, Do oL OO oo o o oo
00 0O 000 o0 oo ooon ooo oo oo oooad.

OO0O00 000000 000000000000 0000000000 000 0o00o0ooooooooooaaq.
OO0 OO0 Azure OOO0O OOOOO VNet1OOO OO OOOOO OOOOO.

VNet1O Windows Serverd OOOO VM1 O VM2O0O O OO OO OO0 OOOOO0O.

300 OO0 vmviOoO vMmz2OoO OO0 0000 OoOooo OoOooo ooo.

OO0 O0O: Azure Monitor0O OOO0O OO O OOO0O OOO OO OOOO OOO0O.

ooo ooo ooOooao?

A.0O

B. OO0O

Answer: B (LEAVE A REPLY)

Azure Monitor metrics such as Network In and Network Out only provide aggregated performance data - i.

e., the total volume of bytes entering or leaving a network interface card (NIC). These metrics are useful for monitoring throughput, trends, or network utilization but do not capture or inspect packet-
level data between two virtual machines.

To inspect network traffic between two Azure VMs (such as between VM1 and VM2), you must use Azure Network Watcher's Packet Capture or Connection Monitor feature.

According to the Microsoft Azure Administrator study guide and official documentation:

"Use Azure Network Watcher to monitor, diagnose, and view metrics for resources in a virtual network. The Packet Capture feature enables you to capture network traffic to and from a virtual machine
and save it to an Azure Storage account for analysis." Therefore, simply creating metrics in Azure Monitor on Network In/Out will not meet the goal, because metrics do not provide detailed traffic
inspection, only summary statistics.

To fulfill the requirement ("inspect all the network traffic from VM1 to VM2 for three hours"), the correct approach would be to use Network Watcher # Packet Capture, specifying VM1 as the target,
capturing outbound traffic to VM2's IP, and setting the session duration for 3 hours.

Hence, the given solution does not meet the goal.
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NEW QUESTION: 32

Azure Container Instancesd OO0 Azure O OO OO0,

Azure OO0 OOOOO(CLHO Dockerd OOO OOOO OOOO.

image1d000 OOO OOOO OOOO OOO0O.

OO0 Azure OOOO OOOOOO0O OOOOOOO OOOOOO image1d OOOO OOO.

O000000000000000000d?0000 000000000 oooaoOo.od: o0 ooOo10o0Om.
Answer Area

Provision a new containe registry az acr create -

{az acr build

al container create

docker create

Add image1 to the registry:  docker push
a4z acr create
az container create

Microsoft grmme—

Answer:
MIDWED Aalca

q "
Provision a ng: “MEG r@'mft v

| az acr build
| az container create
| docker create

Add image1 to the reqistry: docker push
|az acr create
|az container create
'docker pull
docker push
Explanation:
MicAQyoTt

Provision iniﬁ. c@f.:ﬂ"r!r_*l registry: = az acr create

‘Adﬂ' ,,;mg'ﬁ to the registry:  docker push
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This scenario requires two distinct tasks related to Azure Container Registry (ACR): creating the registry itself and uploading a container image into it. Microsoft Azure Administrator documentation
clearly separates these responsibilities between Azure CLI and Docker CLI.

To provision a new Azure Container Registry, Microsoft documentation states that administrators must use the Azure CLI az acr create command. This command creates a private, managed Docker
registry in Azure that can store and manage container images. The az acr create command defines the registry name, resource group, and pricing tier (Basic, Standard, or Premium). It is the only
supported CLI command used to create an ACR resource. Commands such as az acr build, az container create, or docker create do not create a registry and therefore do not meet the requirement.
Once the registry exists, the container image must be uploaded to it. According to the Microsoft Azure Container Registry documentation, images are uploaded using standard Docker commands. After
authenticating to the registry and tagging the image with the registry's login server name, the image is transferred using the docker push command. Microsoft explicitly states that Azure CLI does not
upload local images directly to ACR; instead, Docker is responsible for pushing images.

The documented workflow is:

* Create the registry using az acr create.

* Authenticate Docker to the registry.

* Tag the image with the registry address.

* Upload the image using docker push.

Therefore, the only commands that correctly satisfy the requirements are:

* az acr create to provision the registry

* docker push to add image1 to the registry

Final Verified Answer:

* Provision a new container registry: az acr create

* Add image1 to the registry: docker push

NEW QUESTION: 33

Plan1O0 00O OOO OO Azure App Service OO OOO0.

OO0 CPUOOOO80%0O0 O0O0O0O Plan1D OOOO OOOOO OO OO0O. Plan1 OO OOO OOOO OO0O?

A. 0000000000000

B.OOO OO OO OOO OO OO OO

c. 00O OO0 onO)yoOoOoodan P

D. 0000 OO0 O0O) OO0 0o $1

E.OOO OO OO OO0 OO

Answer: B (LEAVE A REPLY)

Azure App Service Plans determine the scaling behavior of web apps hosted on them. Scaling can be done manually or automatically depending on the pricing tier.

From the Microsoft Azure Administrator Study Guide and official documentation ("Scale instance count manually or automatically" - Microsoft Learn):
"To enable automatic scaling based on metrics such as CPU usage, memory percentage, or HTTP queue length, your App Service Plan must be in the Standard, Premium, PremiumV2, or higher tier.
You can then configure Scale Out (App Service plan) to use a Rules-Based method with performance thresholds." Available Scaling Options:
Manual: Fixed number of instances; no automatic scaling.

Automatic (Rules-Based): Create scaling rules based on metrics such as CPU > 80%, memory, or HTTP requests.

Scale Up (App Service Plan): Change pricing tier or hardware resources - does not provide auto-scaling.

In this scenario:

You already have a Standard plan (Plan1).

The requirement is to automatically scale out when CPU > 80%.

This behavior is achieved via Rules-Based scale-out, where you define a rule:

Metric: CPU Percentage
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Condition: Greater than 80%
Action: Increase instance count
# Therefore, you must choose Rules Based in the Scale out method settings for Plan1.

NEW QUESTION: 34

DCR1O OO OO0 OO OO0 OoOo oo oo oo oo oooo oao?

A. WQL

B. T-SQL

C. XPath

D. KQL

Answer: D (LEAVE A REPLY)

The planned change specifies that you must configure a Data Collection Rule (DCR) to collect only system events with Event ID 4648 from VM2 and VM4.
A Data Collection Rule (DCR) in Azure Monitor defines how data is collected from resources, filtered, and sent to destinations like Log Analytics workspaces. To define or query this data within Azure
Monitor Logs or Log Analytics, you use Kusto Query Language (KQL).

From the Microsoft Learn: Azure Monitor Logs Documentation:

"Log queries in Azure Monitor are written in Kusto Query Language (KQL), the same query language used by Azure Data Explorer."

"KQL is optimized for querying large datasets, filtering by event IDs, sources, and event types." Other options:

*WQL (WMI Query Language) - used for on-prem Windows event querying, not for Azure DCR.

* T-SQL (Transact-SQL) - used for Azure SQL Database queries, not for monitoring data.

* XPath - used in Event Viewer or XML-based event filtering, not within Azure Monitor DCR configuration.

Therefore, when you configure DCR1 to collect system events (Event ID 4648) from the specified VMs, the Kusto Query Language (KQL) is the correct and verified method to filter and process these
events.

Example of a valid KQL expression for this requirement:

SecurityEvent

| where EventlD == 4648

| where Computer in ("VM2", "VM4")

This aligns with the Azure Monitor and Log Analytics query methodology covered in AZ-104 official exam guide (Implement and manage monitoring).

NEW QUESTION: 35

Azure Storage L1010 OO0 Azure OO OOOO.

OO0000 00 00 0000 vmimagesO O OOO0O0O OO0 OOOOO.
O00 0000 00 00000 0000 aoaaq.

OO0 000 0000 00000000 00 0000 000 OO0 oOooon.
OO 00100 10o0oao.
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Answer Area
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e

Answer:
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table |

IMages
Fllﬂ
Explanation:

azcopy make

of Q% ¢
‘https://mystorageaccount. ﬁ"%ﬁ .core.windows.net/vmimages"

SMicrosoft AM
When you want to copy an on-premises virtual machine (VM) image into an Azure Storage account, you first need to create a container in your Azure Blob Storage where the image (for example,

a .vhd file) will reside.
According to Microsoft Azure Storage and AzCopy documentation, the AzCopy utility is a command-line tool used to copy data to and from Azure Storage accounts efficiently. It supports blob, file, and

table services.




To create a new container in Azure Blob Storage using AzCopy, you use the make command. The make command creates a new container or directory in a Blob or File storage endpoint.
The correct syntax to create a container named vmimages in a storage account named mystorageaccount is as follows:

azcopy make ' https://mystorageaccount.blob.core.windows.net/vmimages ' Explanation from Microsoft Documentation:

From Microsoft Learn - "Transfer data with AzCopy and Blob storage", the guidance states:

"Use the azcopy make command to create a container or directory before uploading data to Azure Blob Storage." azcopy make - creates the container (if it doesn't already exist).
https://mystorageaccount.blob.core.windows.net/'vmimages - represents the destination URL where the container will be created.

Once created, you can then run another command such as:

azcopy copy ' C:\VMs\MyVM.vhd ' ' https://mystorageaccount.blob.core.windows.net/vmimages ' --blob-type PageBlob to upload the VHD file.

NEW QUESTION: 36

OO0 O0O00 User1td User200 O OO OOOO OOOO.

UserlO OO OO OO0 OO OOOSSPR)O OOOOO OOO. OO OOO0O User200 OOOO SSPRO OOOOOOO OO OOO.

(N O I

A OO 00000 O0O0oao.

B. OO OO OOO OOO0OO.

C. 00O Oooooo.

D. 00O OO0 OO0 O0O00O00O0000.

Answer: C (LEAVE A REPLY)

Comprehensive and Detailed 150 to 250 words of Explanation From [Microsoft Azure Administrator/Course Guide/topics]:

To enable SSPR for only User1 while keeping it disabled for User2, the correct first action is to create a Microsoft Entra group and place User1 in that group. Microsoft Entra ID supports enabling SSPR
for None , Selected , or All users. When Selected is used, SSPR is enabled by choosing a Microsoft Entra group; Microsoft's configuration flow explicitly states to select Selected , then browse for and
select the Microsoft Entra group that contains the users enabled for SSPR.

Therefore, a group is required before targeted SSPR enablement can be applied. Authentication methods policies define which methods users can use, such as phone, email, or authenticator app, but
they do not by themselves scope SSPR to only User1. Authentication context is used with Conditional Access, not SSPR targeting. Security defaults are tenant-wide baseline protections and are not
the first step for enabling SSPR for one selected user. This maps directly to the AZ-104 study guide objective Manage Microsoft Entra users and groups , specifically Create users and groups and
Configure self-service password reset (SSPR) .

NEW QUESTION: 37

Sub10O00 Azure OO0 OO, O OO RG1IOOO OOO OOO OOOO.RG1IO OO0 OO OO O OO OOOO 'bepartment = HR' OO OOOOO OO OOO. OOO OO OOd?
A. Sub1 Departments OO0 OO,

B. RG10 O OOOO Department =HR OO O OO OOO.

C. Azure OO OOOO OOOOO.

D. Departments 10O RG10O OO OO0,

Answer: C (LEAVE A REPLY)

NEW QUESTION: 38
00 00 000 0000 Oooo Azure OOO OOOO.
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Name Type 1" . .
storage1 | Storage account Microsoft
container1 | Blob container
table1 Storage table

0o oo oob oOoOooooo ooo.

Task
Create a new storage account:
Upload an append blob-to containerl.
Create a file Share in storage.
Adddatatotatil@®p n: ... ..£s

. .
IV WIS L

Azure Storage Explorerd OO OO OO OOO OOO O OOO?
A. Task1, Task3, Task4[]

B. Task2, Task3, Task4[]

C. Task1, Task2, Task3[]

D. Task1 Task3[

E. Task1, Task2, Task3, Task4

Answer: B (LEAVE A REPLY)

NEW QUESTION: 39
00 o0 oOo0 000 000 Oooo Azure OOO OOOO.

Name Kind Region
storage Storagel2 Central L5
storages BlobStorage West LIS
storagel | BlockBlobStorage | West US
storaged FileStorage East US

App1000O O OO West US Azure OO0 OOOOO. App10 OOOO OOO. OOOO OOO OOOOO OOO. OO OOOO0O OO OO0OO OO0 OoOooo ooao?
A.OJO0O0O1

B. OOO3

c.0mO4

D. O0O0O2

Answer: D (LEAVE A REPLY)

NEW QUESTION: 40
00 00 000 0000 000 Azure OOO OOOO.
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Name L\ Type
ManagementGroup! Management group
RG1 Resource group
9cBbccd-T655-4c6b+b3ea-aBee101d8175 | Subscription ID

| 1591 1

Azure Cloud ShelldJ 0O Azure Resource Manager(ARM) OO OO OOO0O OO OO0 OOO0O OO0O.

0o OO0 Oooo Oood? oooo 00O Odoo Oood ooo ooooo. Ood. oo Oooo10oooo.
$adminPassword = Read-Host -Prompt “Enter the administrator password” -AsSecureString

\4 A\
New-AzVm -Tag Tagl'
New-AzResource -ResourceGroupName RG1
New-AzTemplateSpec -GroupName ManagementGroupl‘
New-AzResourceGroupDeployment -Subscription 9¢8bc1ed-7655-4¢66-b3ea-adee 101d8f75

MM‘:@f‘z trt templates/master/101-vm-simple-windows/azuredeploy.json” *
agsword Sadmm?assword -dnsLabelPrefix ContosoVM1

- TemplateUri “https://raw.githubuserc
- adminUsername LocalAdministrator -a
Answer:

SadminPassword = Read-Host -Prompt “Enter the adm *password” -AsS eString

New-AzVm
MNew-AzResource

.l

New-AzTemplateSpec -GroupName Manag&mmﬁr&upi\ B
|i New-AzResourceGroupDeployment "-Subscrlm Mbﬂﬂi I-E&Iﬁﬁﬁ-ﬁe&-ﬁﬂetlﬂlﬂﬂﬂS

- TemplateUri “https://raw. g1thubummntﬁht cﬁmfhzurefazure -quickstart-templates/master/101-vm-simple-windows/azuredeploy.json” °®
- adminUsername LocalAdministrator “adminPassword $adminPassword -dnsLabelPrefix ContosoVMl

Explanation:



$adminPassword = Read-Host -Prompt “Enter the administritoj password” -AsSeeureString

\4 I\ 4
New-AzVm -Tag Tagl
New-AzResource -Resnumeﬁrgagw& :
New-AzTemplateSpec -GroupName ManagementGroup1
New-AzResourceGroupDeployment -Subscription 9c8bc1cd-7655-4c66-b3ea-a8ee101d8f75

- TemplateUri “https://raw.githubtisercentent.com/Azure/azure-quickstart-templates/master/101-
- adminUsername LocalAdministrator.=—adminPassword SadminPassword -dnsLabelPrefix ContosoVM1

Reference:
https://docs.microsoft.com/en-us/powershell/module/az.resources/new-azresourcegroupdeployment?
view=azps-6.6.0

NEW QUESTION: 41
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Answer: B (LEAVE A REPLY)

Moving the virtual machine to a different resource group does not change the host that the virtual machine runs on. It only changes the logical grouping of the resources. To move the virtual machine to
a different host, you need to redeploy it or use Azure Site Recovery. Then, References: [Move resources to new resource group or subscription] [Redeploy Windows VM to new Azure node] [Use Azure
Site Recovery to migrate Azure VMs between Azure regions]

NEW QUESTION: 42
OO0 00 OO0 O00 000 OO0 Subscription1O 00 Azure OOO OOOO.

Name Account kind " |+ Azure service that contains data
storagel Storage File
storage2 StorageV2 (general purpo$e v2) File, Table

storage3d StorageV2 (general purpose v2) Quene
storaged BlobStorage Blob

Azure Import/Export OO0 OO0 Subscription1 OO OOOO OOOOO OOO.
OO0 000 OoOooo oooo ooo o ooada»2
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ooo oooo ood?

A. OO0O01

B. OOO02

c. a3

D. OO00O0O4

Answer: (SHOW ANSWER)

Azure Import/Export service supports the following of storage accounts:

# Standard General Purpose v2 storage accounts (recommended for most scenarios)
# Blob Storage accounts

# General Purpose v1 storage accounts (both Classic or Azure Resource Manager deployments), Azure Import/Export service supports the following storage types:
# Import supports Azure Blob storage and Azure File storage

# Export supports Azure Blob storage. Azure Files not supported.

Only storage4 can be exported.

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-import-export-requirements

NEW QUESTION: 43

Azure OO0 OOO0O.
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“parameters”: {}.,
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“Sschema”: https://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json,
“contentVersion” : “1.0.0.0",
“parameters”: {},
“resources": [

i

1
“type”: “Microsoft.Compute/availabilitySets”,
“name”: “ha”,
“apiVersion”: “2017-12-01",
“location™: “eastus”,
“properties”: |

“platformFaullDomainCount™: v
I max value
0
20
“platformUpdateDomainCount”™: v
} max value
} 0
N =
} %
Explanation:
Box 1 = max value
Box 2 =20
Explanation:

Use max for platformFaultDomainCount

2 or 3 is max value, depending on which region you are in.

Use 20 for platformUpdateDomainCount

Increasing the update domain (platformUpdateDomainCount) helps with capacity and availability planning when the platform reboots nodes. A higher number for the pool (20 is max) means that fewer
of their nodes in any given availability set would be rebooted at once.

References:

https://www.itprotoday.com/microsoft-azure/check-if-azure-region-supports-2-or-3-fault-domains-managed- disks

https://github.com/Azure/acs-engine/issues/1030
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Answer: C (LEAVE A REPLY)

When collecting Windows Event Logs using the Azure Monitor Agent (AMA) with a Data Collection Rule (DCR), filtering is done at the source using XPath queries. XPath is specifically designed for
querying XML- based event log entries, including filtering by Event ID, Event Level, and Event Source.

According to Azure Monitor documentation, Windows Event Log data sources require XPath expressions, not SQL or KQL. KQL is used after ingestion for querying data in Log Analytics, while XPath
determines which events are collected in the first place.

Since the requirement is to collect only system events with Event ID 1001, the correct query type for the DCR data source is XPath.

Final Answer: C. XPath

NEW QUESTION: 45
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Answer: A (LEAVE A REPLY)

When deploying an Azure Bastion host, the network configuration must meet specific requirements depending on the Bastion SKU. For a Bastion Basic SKU, the associated public IP address must
fulfill all of the following Azure-defined conditions:

SKU requirement: The Bastion Basic host requires a Standard public IP address.

Tier restriction: The IP must be Regional, not Global, because Bastion operates within a specific Azure region and cannot use global IPs.
Assignment requirement: The IP must use Static allocation, as Bastion requires a reserved, unchanging public IP for consistent access and DNS resolution.
Supported IP version: Azure Bastion supports IPv4 addresses only; IPv6 addresses are not supported.

From the table provided:

IP1 - Standard, Regional, Static, IPv4 # # Meets all requirements.

IP2 - Standard, Global, Static # # Global tier is not supported.

IP3 - Basic, Dynamic # # Bastion requires Standard SKU and Static IP.

IP4 - Basic, Static # # SKU must be Standard.

IP5 - IPv6, Dynamic # # IPv6 and dynamic IPs are unsupported.

Therefore, only IP1 meets the Microsoft Azure Bastion Basic deployment prerequisites.

Reference (Azure Administrator Docs Extract):

Azure Bastion hosts require a Standard, Regional, Static, IPv4 public IP address. Basic or Global IPs are not supported for deployment.

NEW QUESTION: 46
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Answer: E (LEAVE A REPLY)

Scenario: Litware must meet technical requirements including:

Ensure that VM3 can establish outbound connections over TCP port 8080 to the applications servers in the Montreal office.

IP flow verify checks if a packet is allowed or denied to or from a virtual machine. The information consists of direction, protocol, local IP, remote IP, local port, and remote port. If the packet is denied
by a security group, the name of the rule that denied the packet is returned. While any source or destination IP can be chosen, IP flow verify helps administrators quickly diagnose connectivity issues

from or to the internet and from or to the on-premises environment.
References:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview

AZ-104-KR OO OOO OOOOO OO DumpTop OO OOOO OOO AZ-104-KR OO DumpTop O OO AZ-104-KR OO OOO OOOOOO, DumpTop AZ-104-KR OO OOO OOOOO
000 OO0 OO000000. 0000 OO0 OOO0 Od DumpTop AZ-104-KR OO O OO OOO. https://lwww.dumptop.com/Microsoft/AZ-104-KR-dump.html (454 Q&As Dumps, 30%OFF

Special Discount: KrDump)

NEW QUESTION: 47
00 00O 000 0000 ooo Azure OOO OOOO.

Name | Resource group | Type Location |

'] ' 4
apg Rl FNLAINer app East LS

i

etk 1 RG1Y Azure Koy Vault East LIS ]
rure Key Vaull _!

s Koy Voot [Essi U5 |

Azure Key Vaultl OOO0O OOOOOO0O0O OOOOO OOO0OO OOO.
app1d O OOOO OOOO0O0O OO0O OO0OO OO0, 00 O O0OoboOoo oo oobo oobo o oooo? ooooo 0o obooo oo oboo ooooon.

OO: 0o ooo1ooon0.

ANEWET Ared

Answer:


https://www.krdump.com/Microsoft.AZ-104-KR.v2026-06-10.q199.html
https://www.dumptop.com/Microsoft/AZ-104-KR-dump.html

.Clﬂ‘.

f

-

Privale endpdinl —
Service principal
Licsr atrount

Use the secret 1'v.‘:r1'll_ Vawdi Lon ==

L vanlt Tand Va2 Thiy
Vault1 and Vault3 only
Vault), Vauh2, o Vaul3

Explanation:

Answer Area
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never
Answer:
Answer Area
The virtual machines on the 10.2.9.0/24 subnet will have n€twark -:"r'a'nnecthﬂty to the file never 5
shares in the storage'account [answer choice]. always
9 S during a backup
never \
Azure Backup will be able to back up the unnﬁnaged hard disks of the virtual machines i ln never
storage account [answer m
M ICrOSOTL [dumsetece__
never
Explanation:
Never
Never
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Azure File Shares are accessed using a UNC (Universal Naming Convention) path, which follows a strict and well-defined format in Microsoft Azure. When you create an Azure Storage account and
then create a file share within that account, the file share is exposed over the SMB protocol and can be mounted or referenced just like a traditional Windows file share.

According to Microsoft Azure Administrator documentation and study guides, the UNC path format for an Azure file share is:

\\ < storage-account-name > .file.core.windows.net\ < file-share-name > In this scenario:

* The Azure subscription name (Subscription1) is not part of the UNC path.

* The storage account name is contosostorage.

* The file share name is data.

* Azure Files always uses the file.core.windows.net endpoint for SMB-based file shares.

* Blob endpoints (blob.core.windows.net) are used only for Blob Storage and are not valid for file shares.

Putting these components together results in the correct UNC path that can be used inside scripts, PowerShell, batch files, or application configurations to reference files stored in the Azure file share.
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Answer: C (LEAVE A REPLY)

As App1 is public-facing we need an incoming security rule, related to the access of the web servers.

Scenario: You have a public-facing application named App1. App1 is comprised of the following three tiers: a SQL database, a web front end, and a processing middle tier.
Each tier is comprised of five virtual machines. Users access the web front end by using HTTPS only.
Topic 3, Contoso Ltd (Consulting Company)Case study
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This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.
To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other questions in this case study.
At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new
section, you cannot return to this section.
To start the case study
To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.
Overview
General Overview
Contoso, Ltd. is a consulting company that has a main office in Montreal and branch offices in Seattle and New York.
Environment
Existing Environment
Contoso has an Azure subscription named Sub1 that is linked to an Azure Active Directory (Azure AD) tenant. The network contains an on-premises Active Directory domain that syncs to the Azure AD
tenant.
The Azure AD tenant contains the users shown in the following table.

TType -0t
Member
Guest

Member
Member

Sub1 contains two resource groups named RG1 and RG2 and the virtual networks shown in the following table.

Subnet Feered with
Subnetl, Subnet2 | VNETZ
Subnetl VHETY, YNETS.. -
Subnetl VRETZ ™ ik
Subnet! None

User1 manages the resources in RG1. User4 manages the resources in RG2.
Sub1 contains virtual machines that run Windows Server 2019 as shown in the following table

Name IP address | Location’ | Connectedto
Vi 100.1.4 West US VNET1/Subneti
VM2 10024 West-US VNET1/Subnet2
VM3 172.16.1.4 Central US | VNET2/Subnett
VIV TCTOSI02 T68.0 West US VMNET3/Subnet!

[ VM5 10.022°4 EastUS VNET4/Subnet!

No network security groups (NSGs) are associated to the network interfaces or the subnets.
Sub1 contains the storage accounts shown in the following table.



Name

Kind

s(D .Fﬁa share

Identity-based
access for file share

storage

Storage
(general
purpose v1)

West US

sharea

Azure Active Directory
Domain Sernvices
{(Azure AD DS)

shareb Disabled

sharec

storage? | StorageV2
(general
purpose v2)

BlobStorage

Not
applicable
shared

slorage3 EastUs 2 Not applicable

Central US

FileStorage

storaged Azure Active Directory
Domain Services

{Azure AD D5)

Requirements

Planned Changes

Contoso plans to implement the following changes:

Create a blob container named container1 and a file share named share1 that will use the Cool storage tier.
Create a storage account named storage5 and configure storage replication for the Blob service.

Create an NSG named NSG1 that will have the custom inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
200 3389 TCP 1002024 | Any Deny
1000 Any ICMP Any VirtualNetwork | Allow

Associate NSG1 to the network interface of VM1.
Create an NSG named NSG2 that will have the custom outbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
200 3389 TCP 10.0.0.0/16 VirtualNetwork Deny
400 Any ICMP 10.0.2.0/24 10.0.1.0/24 Allow

Associate NSG2 to VNET1/Subnet2.

Technical Requirements

Contoso must meet the following technical requirements:

Create container1 and share1.

Use the principle of least privilege.

Create an Azure AD security group named Group4.

Back up the Azure file shares and virtual machines by using Azure Backup.

Trigger an alert if VM1 or VM2 has less than 20 GB of free space on volume C.

Enable User1 to create Azure policy definitions and User2 to assign Azure policies to RG1.

Create an internal Basic Azure Load Balancer named LB1 and connect the load balancer to VNET1/Subnet1 Enable flow logging for IP traffic from VM5 and retain the flow logs for a period of eight
months.

Whenever possible, grant Group4 Azure role-based access control (Azure RBAC) read-only permissions to the Azure file shares.
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Answer ArEEE Microsoft

L]

Data sources: v
VM1 only

VM1 and storag_e1 T::nly

VM1, storage1, and DB1 only

VM1, storage1, Workspace1, and DB1

Destinations: v
storage1 only

Workspace1 only
Workspace1 and storage1 only
Workspace1, storage1, and DB1 only1

Answer:



Answer Area

Data sources:

VM1 only Py A
VM1 and storagel only"
VM1, stordged,and DB1 only

VM, sterage1, Workspace 1, and DB

Destinations: .~ v
storage1 only

Workspace1 and storage1 only
Workspace1, storage1, and DB1 only1

Explanation:
Data Sources: VM1 only
Destination: Workspace1 Only
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Answer: (SHOW ANSWER)

The Logic App Operator role only grants the ability to read, enable, disable, and run logic apps. It does not grant the ability to create logic apps. To create logic apps, you need to assign the Logic App
Contributor role or a higher-level role such as Owner or Contributor. Then, References: [Built-in roles for Azure resources]

[Azure Logic Apps permissions and access control]
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Statements

VM1 is within the scope of Policy1.

User1 can deploy a virtual machine by usingil et plateg.

User2 can deploy a virtualgmaclinethy Using Ter'le'f.

Answer:

Statements
VM1 is within the scope of Policy1.

User1 can deploy a virtual machine by using Tgmplate2.

User2 can deploy a virtual machine by usin.mpiate!.

Explanation:

No, No, No

Comprehensive and Detailed 150 to 250 words of Explanation From [Microsoft Azure Administrator/Course Guide/topics]:

Policy1 is assigned only to RG1 , with no exclusions. VM1 is in RG2 , so it is outside the assignment scope and is not within the scope of Policy1. Microsoft's Azure Policy guidance states that the
policy rule determines which resources in the assignment scope are evaluated.

User1 has the Owner role at the subscription scope, which normally grants full management access, including access to resources under RG1. However, Template2 deploys a VM with 192 GB RAM to
RG1. Because Policy1 denies deployment of virtual machines with more than 128 GB of RAM, the request is blocked even for an Owner. Microsoft defines the Deny effect as preventing a
noncompliant resource request and failing the request.

User2 has Contributor only on RG1 . Template1 deploys the VM into RG1 and uses only 64 GB RAM, so Policy1 does not deny it. However, Template1 connects the VM to VNet2 , which is in RG2 .
User2 has no permissions on RG2 or VNet2, so the deployment cannot complete. Study Guide reference: AZ-104 Manage Azure identities and governance , including Azure RBAC, role scope, and
Azure Policy.
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Answer: D (LEAVE A REPLY)

Azure Storage Explorer is a free tool from Microsoft that allows you to work with Azure Storage data on Windows, macOS, and Linux. You can use it to upload and download data from Azure blob
storage.

Scenario:

Planned Changes include: move the existing product blueprint files to Azure Blob storage.
Technical Requirements include: Copy the blueprint files to Azure over the Internet.
References: https://docs.microsoft.com/en-us/azure/machine-learning/team-data-science-process/move-data- to-azure-blob-using-azure-storage-explorer
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Azure Network Watcherl O OO0 OO OOO OOO OOOOO.

O01: 0000 000 Azure OO OO0 OOOO0 OOOO0 OO0 OO0 OO0 OO0OOO2:Azure OO OOO0O OO OOO0OO OO0O0O0 OO0 OO0 OO0 0000000000000 O0OO?
O000 OO0 0000 000 0ooo ogoaaaq.

O0:. 00 OO0 1o00o0.

Task1: v
IP flow verify

Next hop

Packet capture

Security group view

Traffic Analyties, =

Task2: v

Connection troubleshoot
|P flow verify

Next hop

NSG flow logs

Traffic Anaiytios

Answer:
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Explanation:
Task 1: IP flow verify
The IP flow verify capability enables you to specify a source and destination IPv4 address, port, protocol (TCP or UDP), and traffic direction (inbound or outbound). IP flow verify then tests the

communication and informs you if the connection succeeds or fails. If the connection fails, IP flow verify tells you which security rule allowed or denied the communication, so that you can resolve the
problem.

Task 2: Connection troubleshoot

The connection troubleshoot capability enables you to test a connection between a VM and another VM, an FQDN, a URI, or an IPv4 address. The test returns similar information returned when using
the connection monitor capability, but tests the connection at a point in time, rather than monitoring it over time.

Reference:

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-connectivity-overview

NEW QUESTION: 56

OO0O00 O0O000 Active Directory OO0 OOO(AD DS) OOOO OOOO OOOO.
OO 00000 oo oo ooo oo Ooooo oooa.

Narme Description In organizational unit (OU) |
Liser] Liser ou?
Lisgsd Lisps 1%

Groupt Global group that contains User? ou

AD DS OO OO0 Microsoft Entra OO O Ou1d OO OOO OO Microsoft Entra Connect OO O OO0OO Azure OO O OOOO.
Microsoft Entra OO OO0 User3O OO OOOO OO OOOO OOOO OOOO.



Answer Area

Statements Yes Mo

Answer:

SEaiermenis

Explanation:

NO

YES

NO

In this scenario, Microsoft Entra Connect (formerly Azure AD Connect) is configured to synchronize only the Organizational Unit (OU1) from the on-premises Active Directory Domain Services (AD DS)
environment to the Microsoft Entra tenant (Azure AD).

The synchronization scope determines which objects (users, groups, devices) are replicated to Azure AD. Any objects outside the selected OUs are not synchronized and therefore do not exist in
Azure AD.

Here's what happens to each user:

* User1 (in OU2) - Because OU2 is not included in the synchronization scope, User1 is not synchronized to Azure AD. Therefore, User1 does not have an account in Microsoft Entra ID and cannot
authenticate to any cloud-based resource such as Share1 (which is assumed to be an Azure file share or Microsoft

365 resource).

* Result: No access.

* User2 (in OU1) - Since OU1 is synchronized using Microsoft Entra Connect, User2 exists in Azure AD. User2's identity is recognized by Azure AD and can be used to access cloud-based resources
(like Share1) if permissions are assigned appropriately (either directly or via a group such as Group1).

* Result: Yes, access is possible.

* User3 (cloud-only account) - While User3 exists in Azure AD, there's no indication that this user has been assigned access to Share1. Because access is granted through synchronization (from AD
DS) and group membership in synchronized objects (like Group1), User3 would not automatically inherit those permissions.

* Result: No access.

Additionally, Group1, which contains User1 and resides in OU1, will be synchronized. However, since User1 is in OU2, User1's membership in Group1 is not synchronized, because non-synchronized
objects cannot appear in synchronized group memberships in Azure AD.

This behavior is defined by Microsoft's Azure AD Connect synchronization rules, which state:

"Objects outside of the configured synchronization scope are not synchronized to Azure AD. Group memberships including users from outside the synchronization scope will not include those users in
Azure AD."
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Explanation:

Box 1: Access Control (IAM)

Since the App1 uses Managed Identity, App1 can access the Storage Account via IAM. As per requirement, we need to minimize the number of secrets used, so Access keys is not ideal.

Box 2: Shared access signatures (SAS)

We need temp access for App2, so we need to use SAS.

A shared access signature (SAS) provides secure delegated access to resources in your storage account without compromising the security of your data. With a SAS, you have granular control over
how a client can access your data. You can control what resources the client may access, what permissions they have on those resources, and how long the SAS is valid, among other parameters.
Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-sas-overview

https://docs.microsoft.com/en-us/azure/storage/common/storage-auth
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Answer: A (LEAVE A REPLY)

To push a container image to Azure Container Registry (ACR) using the Azure CLI, the image must first be tagged with the registry's login server name name. This is a mandatory step in the Docker
workflow.

After signing in to the registry using az acr login, the local container image must be tagged in the following format:

< registry-name > .azurecr.io/ < image-name > : < tag >

Azure documentation specifies that Docker determines the target registry based on the image tag. If the image is not tagged with the registry's login server name, Docker will not know where to push
the image.

Listing images, deploying container groups, or configuring YAML files are optional or later steps and are not required to push an image to ACR.

Final Answer: A. Tag a container image with the name of the container registry ' s login server
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Before vou can connect to VM1 from slbl, you must:
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Change the private IP address of VM1 to static

Explanation:

Box 1: Remove the public IP address from VM1

If the Public IP on VM1 is set to Dynamic, that means it is a Public IP with Basic SKU because Public IPs with Standard SKU have Static assignments by default, that cannot be changed. We cannot
associate Basic SKUs IPs with Standard SKUs LBs. One cannot create a backend SLB pool if the VM to be associated has a Public IP. For Private IP it doesn ' t matter weather it is dynamic or static,
still we can add the such VM into the SLB backend pool.

Box 2: Create and configure an NSG

Standard Load Balancer is built on the zero trust network security model at its core. Standard Load Balancer secure by default and is part of your virtual network. The virtual network is a private and
isolated network.

This means Standard Load Balancers and Standard Public IP addresses are closed to inbound flows unless opened by Network Security Groups. NSGs are used to explicitly permit allowed traffic. If
you do not have an NSG on a subnet or NIC of your virtual machine resource, traffic is not allowed to reach this resource. To learn more about NSGs and how to apply them for your scenario, see
Network Security Groups. Basic Load Balancer is open to the internet by default.

Answer Area
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Reference:
https://docs.microsoft.com/en-us/azure/load-balancer/quickstart-load-balancer-standard-public-portal
https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-overview
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Explanation:



Pricing plan:* Standard

Record type: TXT

When configuring an Azure App Service app (WebApp1), several hosting plans determine scaling capabilities and supported features such as custom domains, SSL, and auto-scaling.

According to Microsoft Azure Administrator Documentation:

* Custom Domain Verification:To map a custom domain (like app.contoso.com) to an Azure Web App, Azure must verify that you own the domain.Microsoft documentation specifies:

"To verify a custom domain, create a TXT record in your DNS zone. The TXT record contains a verification token that Azure uses to confirm ownership of the domain before binding it to your App
Service." (Source: Azure App Service - Map custom domain) While an A record or CNAME record is eventually used to direct traffic to the app, the TXT record is used solely for domain verification.

* Scaling Requirement (Up to 8 Instances): The Free and Shared App Service plans have significant limitations:

* Free / Shared: No scaling (only 1 instance, no custom domain SSL support).

* Basic: Supports up to 3 instances.

* Standard: Supports up to 10 instances, includes auto-scaling, and supports custom domains and SSL.

* Premium: Adds advanced scaling and isolation but is more expensive and unnecessary here.

Microsoft documentation states:

"The Standard pricing tier supports auto-scaling up to 10 instances and custom domains, offering a balance between cost and capability." (Source: Azure App Service Plan Tiers Overview) Since the
requirement includes automatic scaling up to eight instances and custom domain verification, the Standard plan is the minimum suitable tier - satisfying both performance and cost-efficiency conditions.
# Final Verified Answer:

* Pricing plan: Standard

* Record type: TXT

Justification Summary (from Microsoft Documentation):

* Custom domain verification # Requires a TXT record.

* Auto-scale up to 8 instances # Requires at least the Standard plan.

* Minimize cost and effort # Standard plan is the optimal balance.
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Explanation:

You can assign User2 the Owner role for RGY by adding Group2 as a member of Group1.

You can assign User3 the Owner role for RG1 by adding Group3 as a member of Group1.

You can assign Usef3 the Owner role for RG1 by assigning the Owner role to Group3 for
RG1

https://learn.microsoft.com/en-us/azure/active-directory/roles/groups-concept#how-are-role-assignable- groups-protected

" Group nesting isn ' t supported. A group can 't be added as a member of a role-assignable group. " For the second question:
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/how-to-manage-groups#add-or-remove- a-group-from-another-group

" We currently don 't support:

Adding Microsoft 365 groups to Security groups or other Microsoft 365 groups.

For the third question, although it appears truncated in the screenshot (ending with " for... " ) there is a reference about Microsoft 365 groups support for roles assignment here:
https://learn.microsoft.com/en-us/azure/active-directory/roles/groups-concept#how-role-assignments-to- groups-work

" To assign a role to a group, you must create a new security or Microsoft 365 group with the isAssignableToRole property set to true. "
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Microsoft Entra ID provides External collaboration settings to control which external domains users can invite as guests. To restrict invitations so that only users from fabrikam.com can be invited, you
must configure Collaboration restrictions.

Within the External collaboration settings, administrators can:

* Allow invitations only to users from specific domains

* Block invitations to all other external domains

Microsoft Entra documentation specifies that Collaboration restrictions are the control used to define allowed or blocked external domains for B2B guest invitations.
The other options do not meet the requirement:

* Guest user access restrictions control what guests can do after they are invited.

* Cross-tenant access - Tenant restrictions control inbound/outbound access behavior, not invitation eligibility.

* Microsoft cloud settings apply to cloud instances, not domain-based invitations.

Final Verified Answer:

# C. From External collaboration settings, configure the Collaboration restrictions settings.
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Explanation:

r choice). can connect to the web server and the DNS server on VM1

In this scenario, the network security group (NSG) vm1441-nsg controls inbound traffic to VM1. Azure NSGs operate using priority-based rules, where the lower number indicates a higher priority.
Rules are processed in ascending order until a match is found.

From the NSG configuration in the exhibit:

* Rule2 (Priority 100): Deny traffic on ports 50-60.

* Rule "RDP" (Priority 300): Allow TCP 3389 (RDP).

* Rule1 (Priority 400): Allow ports 50-500.

* Default rules (priority 65000-65500) permit traffic within the VNet and Azure Load Balancer, and deny all others.

Azure NSGs apply first-match logic - once a rule matches, no subsequent rules are processed. The lower- numbered Rule2 (priority 100) takes precedence over Rule1 (priority 400), meaning ports
50-60 are denied before Rule1 can allow them.



Given that:

* The web server typically runs on port 80 (HTTP) or 443 (HTTPS), which are not affected by Rule2 - they remain allowed by default or open firewall configuration.

* The DNS server uses UDP/TCP port 53, which falls within the denied range (50-60) under Rule2.

Therefore:

* While Rule2 exists, Internet users can only access the web server (port 80/443).

* Once Rule2 is deleted, the deny restriction for ports 50-60 is removed, meaning both the web server (80

/443) and DNS server (53) are accessible.

This aligns directly with Microsoft Azure documentation for NSGs (Microsoft Learn: "Network security groups filter network traffic to and from Azure resources by using 5-tuple rules (source, destination,
port, protocol, and direction). Rules are processed in priority order, and the first match wins.").
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Explanation:

No, No, Yes

In Microsoft Azure Active Directory (Azure AD), the Self-Service Password Reset (SSPR) feature allows users to securely reset their passwords using preconfigured authentication methods. The
configuration in this scenario specifies:

* Number of methods required to reset: 2

* Available methods: Mobile phone and Security questions

* Number of questions required to register: 3

* Number of questions required to reset: 3

However, the key detail lies in the user types and roles involved:

* SecAdmin1 (Security Administrator) and BillAdmin1 (Billing Administrator) are Azure AD administrators.

* Azure AD documentation explicitly states that administrative accounts (users with Azure AD admin roles such as Global Administrator, Security Administrator, Billing Administrator, or other privileged
roles) cannot use security questions as an authentication method for SSPR.

* Admins are required to use stronger methods, such as phone, email, or app-based authentication (MFA-enabled).

* Therefore, both SecAdmin1 and BillAdmin1 will not use security questions for password reset.

* User1 (Reports reader) is a standard user, not an administrator.

* Standard users can use security questions as one of their authentication methods.

* Since security questions are enabled and three questions are required to reset the password, User1 must answer all three - including "What was the name of your first pet?" Thus, according to Azure
AD SSPR policy as covered in the Microsoft Learn AZ-104 study guide and official documentation under "Self-service password reset for administrators" and "Authentication methods in Azure Active
Directory", only non-administrative users can use security questions for SSPR.
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Azure Virtual Network (VNet) Peering is the Microsoft-recommended solution to enable seamless communication between two virtual networks, either within the same subscription or across different
subscriptions, with minimal cost and administrative overhead.

According to the Microsoft Azure Administrator documentation, VNet Peering connects two virtual networks and allows resources in either VNet to communicate with each other using private IP
addresses, just as if they were part of the same network. Traffic between peered VNets remains on the Microsoft backbone network, ensuring low latency, high bandwidth, and no data exposure to the
public internet.

There are two types of peering supported:

* VNet Peering (intra-region): For virtual networks in the same Azure region.

* Global VNet Peering: For virtual networks in different Azure regions (for example, East US and West US).

In this scenario, VNet1 (East US, Sub1) and VNet2 (West US, Sub2) are in different regions and different subscriptions. Therefore, Global VNet Peering is the appropriate configuration. Peering can be
established across subscriptions, provided that the subscriptions are associated with the same Azure Active Directory tenant or proper permissions exist between tenants.

Unlike VPN gateways or network virtual appliances, VNet peering does not require additional infrastructure or incur data transfer gateway costs, making it the lowest-cost and least administratively
complex option.

Once configured, communication between VM1 in VNet1 and VM2 in VNet2 occurs over Microsoft's private backbone network, without public IPs or tunneling.
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In Azure, Network Security Groups (NSGs) control inbound and outbound traffic to network interfaces (NICs), subnets, and virtual machines (VMs) using rules based on priority and direction.
According to the Microsoft Azure Administrator Guide and Azure Networking documentation, the following principles apply:



Default NSG rules:

By default, an NSG denies all inbound traffic from the Internet except traffic originating from the same Virtual Network (VNet).
NSG allows all outbound traffic to the Internet.

Default inbound rules include:

Allow VNet inbound (priority 65000)

Allow Azure Load Balancer inbound (priority 65001)

Deny all inbound (priority 65500)

NSG associations:

NSGs can be associated either with a subnet or an individual network interface (NIC).

When both are applied, the NIC-level NSG takes precedence for inbound/outbound traffic.

If no explicit allow rule exists, default deny applies.

Analysis of Each Statement

1## From the internet, connect to VM1 by using RDP:

VM1's subnet (Subnet1) is associated with NSG1, which has only the default rules.

The default rules deny all inbound traffic from the Internet, including port 3389 (RDP).

# Therefore, RDP from the Internet is blocked.

The Answer: # No

2## From the internet, connect to VM2 by using RDP:

VM2's NIC is associated with NSG2, which includes a custom allow rule (priority 100) permitting TCP traffic on port 3389 from any source to any destination.
This rule overrides the default deny rule.

# Thus, RDP from the Internet is allowed.

The Answer: # Yes

3## From VM1, connect to VM2 by using RDP:

Both VMs reside in the same VNet (VNET1) but different subnets (Subnet1 and Subnet2).

The default NSG rule "Allow VNet Inbound" allows traffic between subnets within the same virtual network.
# Therefore, VM1 can connect to VM2 via RDP (port 3389).

The Answer: # Yes
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Answer: (SHOW ANSWER)

Comprehensive and Detailed 150 to 250 words of Explanation From [Microsoft Azure Administrator/Course Guide/topics]:

The correct first action is to create a data collection rule (DCR) . Azure Monitor can collect host-level platform metrics automatically, but metrics from inside the guest operating system require an agent-
based collection path. Microsoft states that Azure Monitor Agent collects monitoring data from the guest operating system of Azure and hybrid VMs, and that it collects data according to data collection
rules, which define what data is collected, processed, and sent.
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Disk read and write activity inside the OS is represented through performance counters. Microsoft's VM monitoring guidance confirms that guest OS metrics must be collected through agents, and
DCRs define performance counters and destinations such as Log Analytics workspaces. A workbook is useful later for consolidated visualization across subscriptions, because workbooks combine
metrics, log queries, and multiple data sources into interactive reports, but it does not initiate guest OS metric collection. An alert rule detects conditions after data exists, and diagnostic settings mainly
route platform logs or supported platform metrics rather than collecting guest OS counters. This aligns with AZ-104 Monitor resources in Azure , especially configuring Azure Monitor log settings,
interpreting metrics, querying logs, and monitoring virtual machines by using Azure Monitor.
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Answer: C (LEAVE A REPLY)

According to Microsoft Azure Administrator (AZ-104) study guides and Microsoft's official documentation on container hosting options, the ability to automatically scale containerized workloads depends
on the underlying platform's orchestration and scaling capabilities.

Azure Container Apps (ACA) is a fully managed service that runs microservices and containers without requiring orchestration infrastructure such as Kubernetes. It natively supports automatic scaling
(autoscaling) through KEDA (Kubernetes Event-Driven Autoscaler) integration. Autoscaling in ACA can be triggered by various metrics-such as HTTP request rate, CPU utilization, memory usage, or
custom event sources like Azure Service Bus or Event Hub. Administrators can configure minimum and maximum replicas, and Azure dynamically adjusts container instances to match load demand.
Azure App Service can also host containerized web applications (via custom Docker images) and includes built-in autoscaling capabilities. App Service Plans support both manual and automatic
scaling based on metrics like CPU percentage, memory percentage, and HTTP queue length. This scaling can occur horizontally (by adding instances) or vertically (by changing the pricing tier).

In contrast, Azure Container Instances (ACI) provides simple, isolated container execution and does not support automatic scaling. You must manually script or orchestrate scaling logic via Azure
Automation or external schedulers.

Therefore, per official Microsoft study content and Azure documentation, only Azure Container Apps and Azure App Service offer native, built-in autoscaling for containers.

Final Verified Answer: # C. Azure Container Apps or Azure App Service only
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fou can perform a file recovery of VM1 to: v
VM1 only

v

<
<
[y
juh ]
-
o
<
<
(]
o
-
-

Any Windows computerthat has Internet connectivity

You can restore VM1 to: v
VMionly _ _ _ _ _ _ _ _ _ _ _ _ _ _

Microsgtandwmzony

Any Windows computer that has Internet connectivity

Explanation:

Box 1 : VM1 and VM2 only

When recovering files, you can ' t restore files to a previous or future operating system version.You can restore files from a VM to the same server operating system, or to the compatible client
operating system.

Therefore -

"VM1 and VM2 only " is the best answer since both run on Windows Server 2016.

" A new Azure virtual machine only " ,this will also work but why to create unnecessary new VM in Azure if existing VM will do the task. So this option is incorrect.

Box 2 : VM1 or A new Azure virtual machine only

When restoring a VM, you can ' t use the replace existing VM option for encrypted VMs. This option is only supported for unencrypted managed disks. And also You can restore files from a VM to the
same server operating system, or to the compatible client operating system only. Hence " VM1 or A new Azure virtual machine only " is correct answer.



Answer Area

You can perform a file recovery of VM1 to: Y
VM1 only

VM1 or a new Azure virtual machine only

VM1 and VM2 only

A new Azure virtual machine only

Any Windows computer that has Internet connectivity

You can restore VM1 to: v
VM1 only

VM1 or a new Azure virtual machine only

VM1 and VM2 only

Any Windows computer that has Internet connectivity

References:
https://docs.microsoft.com/en-us/azure/backup/backup-azure-arm-restore-vms
https://docs.microsoft.com/en-us/azure/backup/backup-azure-restore-files-from-vm#system-requirements
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Answer: B (LEAVE A REPLY)

Moving a virtual machine (VM) to a different host immediately in Azure is related to host-level maintenance mitigation, not to resource organization.

In this scenario, VM1 is affected by planned maintenance, and the goal is to move VM1 to a different host immediately.
According to Microsoft Azure Administrator documentation:

* Moving a VM to another resource group is an Azure Resource Manager (ARM) operation used for administrative organization.
* A resource group move does not change:

* The physical host

* The datacenter

* The availability zone

* The underlying hardware

* Therefore, moving VM1 to another resource group does not relocate the VM to a different host and does not avoid maintenance.
To move a VM to a different host in response to maintenance, supported options include:

* Redeploying the VM (which moves it to a new node)

* Using Availability Sets or Availability Zones


https://www.krdump.com/Microsoft.AZ-104-KR.v2026-06-10.q199.html

* Using Azure Scheduled Events to prepare workloads

Microsoft documentation explicitly states:

"Moving resources between resource groups does not change the location, availability zone, or the physical host of the resource." Because the proposed solution does not move the VM to a new host,
it does not meet the goal.
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Answer: B (LEAVE A REPLY)

The Logic App Operator role only grants the ability to read, enable, disable, and run logic apps. It does not grant the ability to create logic apps. To create logic apps, you need to assign the Logic App
Contributor role or a higher-level role such as Owner or Contributor. Then, References: [Built-in roles for Azure resources]

[Azure Logic Apps permissions and access control]

NEW QUESTION: 74

vM1OOO OO0 OO0 OO0 Azure OO0 OO OO,

DC1UO00 OO0 OO0O00 OO0 odH0ood OO OO0 OOoOd. ExpressRoute OH1000 OO0 OO0 Azured OO0 O OOOOO.
VM1O DC1 OO OO00 OO0 OO0 OO0O00 Connection Monitord OO0 COO0.

DC10 OO0 OOOo Oood?

A. Log Analytics 100

B. Azure Network Watcher Agent L1 OO OO

C. Azure Monitor OO0 OO

D. Azure Arc OO0 OO Azure Connected Machine LI 00O

Answer: D (LEAVE A REPLY)

This question focuses on how to monitor network connectivity and latency between Azure virtual machines and on-premises resources using Azure Network Watcher - Connection Monitor (v2).

# Scenario Breakdown

VM1: Azure virtual machine (in your subscription)

DC1: On-premises domain controller (in your datacenter)

Connectivity: Via ExpressRoute

Goal: Use Connection Monitor to track network latency between VM1 (Azure) and DC1 (on-premises) To achieve this, both endpoints (VM1 and DC1) must have agents capable of collecting and
sending network telemetry data to Azure Monitor.

# Understanding Azure Connection Monitor (v2)

According to Microsoft Learn ("Monitor network connectivity with Connection Monitor"):
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"Connection Monitor (v2) enables you to monitor network connectivity between Azure and on-premises resources. You can monitor connections between Azure VMs, Azure Arc-enabled servers, and
any endpoint reachable over TCP or ICMP." To participate in a hybrid connection, the on-premises machine must be onboarded to Azure Arc.

Azure Arc connects your non-Azure servers to Azure Resource Manager and allows management and monitoring using Azure services, including Network Watcher's Connection Monitor.
# Required Agent for On-Premises Monitoring

For on-premises servers (like DC1), Azure Arc uses the Azure Connected Machine agent (formerly known as the Azure Arc agent).

This agent:

Registers the on-premises machine as an Azure Arc-enabled server in Azure.

Enables the use of Azure Monitor, Defender for Cloud, Update Management, and Connection Monitor on that server.

Once the Azure Connected Machine agent is installed and the server is connected through Azure Arc, you can add it as a source or destination endpoint in Connection Monitor to measure latency and
packet loss.

# Why Other Options Are Incorrect

Option

Description

Why Incorrect

A). Log Analytics agent

Used for data collection (logs and metrics) for Azure Monitor.

# Does not support Connection Monitor (v2) endpoint monitoring. Deprecated in favor of Azure Monitor Agent.

B). Azure Network Watcher Agent extension

Used only on Azure VMs, not on on-premises servers.

# Cannot be installed on DC1 (non-Azure).

C). Azure Monitor agent extension

Used for telemetry/log ingestion into Azure Monitor.

# Does not support connectivity monitoring for hybrid endpoints.

# D. Azure Connected Machine agent

Connects on-premises servers to Azure Arc, enabling Connection Monitor and other Azure services.

# Correct and required.

# Verification (Microsoft Documentation Extract)

From Microsoft Learn - "Monitor hybrid connectivity using Connection Monitor":

"To monitor on-premises resources, onboard the servers to Azure Arc and install the Azure Connected Machine agent. This agent enables Connection Monitor to collect network connectivity data from
on-premises endpoints."

# Final Verified Answer:

D). the Azure Connected Machine agent for Azure Arc-enabled servers

Summary of Key Points

Connection Monitor (v2) can track network latency between Azure and on-premises systems.

On-premises servers must be Azure Arc-enabled using the Azure Connected Machine agent.

Azure VMs use the Network Watcher extension, while non-Azure machines require Azure Arc for integration.

# Correct Answer: D. the Azure Connected Machine agent for Azure Arc-enabled servers
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Answer:

Number of virtual networks: ICrOSOTT

Nurber of subnets:

Explanation:

Number of virtual networks:

ISOTT

Number ef subnets:

In this scenario, App1 consists of three distinct tiers - web front end, processing middle tier, and SQL database - each containing five virtual machines. The technical requirement specifies that the
company must minimize the number of open ports between the App1 tiers, move all tiers of App1 to Azure, and ensure that all VMs are protected by backups.

According to Microsoft Azure architecture best practices for multi-tier applications (from Azure Architecture Center and the Azure Administrator curriculum), the optimal design involves:

* Deploying all tiers of App1 into a single virtual network (VNet).

* This allows all components of the application to communicate securely using private IP addresses.

* Keeping all tiers within a single VNet simplifies management, security, and monitoring while supporting Network Security Groups (NSGs) for inter-tier traffic control.

* Microsoft Documentation Extract:

"Use a single virtual network to host multi-tier applications. Divide the virtual network into multiple subnets, each representing a tier, and use network security groups (NSGs) to control traffic flow
between tiers." (Source: Microsoft Learn - Design and implement virtual networks in Azure)

* Creating separate subnets for each application tier (3 total).



* Subnet 1: Web tier (internet-facing, HTTPS traffic)

* Subnet 2: Application/Processing tier (internal communication only)

* Subnet 3: Database tier (private, no internet access)

* Using NSGs, administrators can explicitly allow or deny traffic between subnets, thus minimizing open ports between tiers and meeting the security requirement.

* Microsoft Documentation Extract:

"Subnets provide isolation and segmentation within a virtual network. Each tier of an application should be deployed in its own subnet to apply network security policies and control exposure." (Source:
Microsoft Learn - Azure virtual network design best practices)

* Backups and Storage Requirements:

* All VMs can use Azure Backup integrated with Recovery Services Vaults, which supports VM- level backup in a single VNet environment.

* The blueprint files are stored in Azure Blob Storage with the archive tier, ensuring compliance with the storage and access control requirements.

By using one virtual network and three subnets, Contoso ensures efficient management, minimized administrative overhead, secure isolation of application tiers, and full compliance with Azure
governance and security recommendations.

# Final Verified Answer:

* Number of virtual networks: 1

* Number of subnets: 3
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Answer: B (LEAVE A REPLY)

When a virtual machine (VM) in Azure is scheduled for platform maintenance, it can either be planned maintenance (with notification) or unplanned maintenance (without notice). During planned
maintenance, administrators have the option to move the VM to a different host proactively to minimize downtime.

According to Microsoft Azure documentation ("Maintenance and updates for Azure virtual machines"), the correct action is to use the "Redeploy" or "Move to another host" feature, not a "One-time
update." The

"Redeploy" operation deallocates the VM and migrates it to a new node within Azure's infrastructure, resolving underlying host issues while preserving OS and data disks.

The "Updates blade" in the Azure portal does not contain a "One-time update" option to move a VM off a host. That term is used in the context of patching or guest OS updates, not host maintenance.
Therefore, the proposed solution does not meet the goal of moving the VM to another host immediately. The correct action would be to redeploy the VM using the Azure portal or Invoke-
AzVMRedeploy PowerShell cmdlet.
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000 OO0 OO000000. 0000 000 OOO0 Od DumpTop AZ-104-KR OO O OO OOO. https://lwww.dumptop.com/Microsoft/AZ-104-KR-dump.html (454 Q&As Dumps, 30%OFF

Special Discount: KrDump)
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Answer: (SHOW ANSWER)

https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/configure-public-ip-firewall Azure Firewall is a cloud-based network security service that protects your Azure Virtual Network
resources. Azure Firewall requires at least one public static IP address to be configured. This IP or set of IPs are used as the external connection point to the firewall. Azure Firewall supports standard

SKU public IP addresses. Basic SKU public IP address and public IP prefixes aren ' t supported.
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Answer: (SHOW ANSWER)

A deny assignment prevents users from modifying or deleting resources, even if they have RBAC permissions. Microsoft explicitly documents that deny assignments are automatically created and

managed by Azure deployment stacks.

Azure Policy enforces compliance but does not create deny assignments. ARM templates deploy resources but cannot create deny assignments directly. Landing zones are architectural patterns, not
enforcement mechanisms.

Microsoft documentation states:

"Deployment stacks create and manage deny assignments to prevent unauthorized changes to managed resources."
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Answer: A (LEAVE A REPLY)

When you configure a custom domain (like www.contoso.com) for an Azure Web App (App Service), Azure requires that the domain be verified to ensure ownership before binding it to the app.
According to Microsoft Azure official documentation ("Map a custom domain name to your Azure web app"

- Microsoft Learn):

"Before you can add a custom domain, you must verify that you own the domain name by creating a DNS record with your domain registrar. Azure uses an asuid verification record, which can be either
a CNAME or TXT record, depending on your DNS provider." The first step is to create a CNAME or TXT record in your DNS zone that links your custom domain to the Azure verification ID.

The record name is asuid.contoso.com.

The value (target) is the domain verification ID shown in the Azure portal under Custom domains # Custom hostnames # Domain ownership.

Once Azure verifies the domain ownership using that record, you can add www.contoso.com as a custom hostname in the web app configuration.

# Key Point:

Step 1: Verify domain ownership using a CNAME or TXT record.

Step 2: Bind the custom hostname (www.contoso.com) to your web app.

Thus, the correct and verified answer is:

# A. Create a CNAME record named asuid that contains the domain verification ID.

NEW QUESTION: 80

VM1 vM20O0 O OO0 Azure OO OOO0O OOO0O App1000O OO OOOO.

Appl0 OO Azure OO0 OOO OOO OOOOO. OOOOVMIO VM2O0 OOOOO OOOOO OOO OO OO OO OO App10 OO0 O OOO OOOO OOO.
OO0 000 ooo oodo ood?

A. OO0 O0O00 OO0

B. O OO OOOO OO0O

c.0obooood

D.O0 00O OO OO0

Answer: (SHOW ANSWER)

An Availability Set in Azure is a logical grouping of two or more virtual machines that helps ensure your application remains available during planned maintenance events and hardware failures within
Azure datacenters.

According to the Microsoft Azure Administrator (AZ-104) study guide and Azure official documentation, Availability Sets protect your VMs from both:

Hardware failures (through fault domains)

Planned maintenance events (through update domains)

A Fault Domain (FD) represents a group of virtual machines that share a common power source and physical network switch. By default, Azure assigns up to three fault domains per region to distribute
resources across different racks or hardware clusters.

An Update Domain (UD) represents a group of virtual machines that can be rebooted together during planned maintenance by Microsoft. Azure never updates or reboots two update domains at the
same time, ensuring high availability during maintenance operations.

When you have two VMs (VM1 and VM2) running the same application (App1), you should place them in an Availability Set with at least two update domains. This ensures that when Azure performs
planned maintenance (updates to host OS or hypervisor), only one update domain is taken offline, while the other remains operational - maintaining service continuity for App1.

By default, an Availability Set provides 5 update domains and 3 fault domains, but the key requirement here is at least two update domains to ensure that maintenance on one host does not impact the
entire application.

Therefore, to keep App1 available during planned maintenance of the hardware hosting VM1 and VM2, the Availability Set must include two update domains so that each VM resides in a separate
update domain.
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Answer: A (LEAVE A REPLY)

NEW QUESTION: 82
OO0 OO OO0 OO0 Azure OOO OO0 Microsoft Entra OO OO OOOO.

Name Management group Parent management group
Subl Tenant Root Group Nor applicable
Sub? MG Tenant Root Group
Sub3 MG2 Tenant Root Group

0o oo ooo Oooo oo oooo.

Name | Subscription Description

RG1 Sub Contains a storage account named storaget
RGZ2 Sub2 Contains 2 web app named App1

RG3 Sub3 Contains a virtual machine named VM1

OO 00 oOo0 oo ooo0oo oboo aoooon.

User Role Scope
Userl | Contnbutor MG2
User2 | Storage Account Contributor | storage
Userd | User Access Administrator Tenant Root Group

0o oooooo, o000 000 'o oobobod. 000 OO0 'oob't 0Oo0ooo. oo: oobo1aooo.

Answer Area

Statements Yes Mo

Userl can resize Vi1
User? can create a new slorage accounfimBoh:
h i
1 -
User3 can assign Useq] the Qs Saedo '-'-":!VI ICYoOsO ft

Answer:

pema i Microsot

Statements

Useri can resize VM1

User2 can create a new slolageaccaunt inRG1

User3 can assign User the Owner role for RG3

Explanation:
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This question is about how RBAC scope inheritance and built-in role permissions work across management groups, subscriptions, and resource groups. In Azure, role assignments made at a
management group scope apply to all child subscriptions and their resources through inheritance. Here, Sub3 is a child of MG2, and RG3 (which contains VM1) is in Sub3. Since User1 is assigned the
Contributor role at scope MG2, User1 inherits Contributor permissions on Sub3 and RG3. The Contributor role grants management permissions to create, update, and delete Azure resources (but not
grant access). Resizing a VM is a management operation on the VM resource, so User1 can resize VM1 (Yes).

User2 is assigned Storage Account Contributor at the scope of the existing storage1 resource only. That role allows management actions for that specific storage account (such as configuration) but
does not grant permissions to create new storage accounts in the resource group unless assigned at RG/subscription scope.

Therefore, User2 cannot create a new storage account in RG1 (No).

User3 has User Access Administrator at the Tenant Root Group. This role is specifically for managing access (role assignments) across the assigned scope and its children, allowing User3 to assign
roles like Owner at RG3. Thus, User3 can assign User1 the Owner role for RG3 (Yes).
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Answer: A (LEAVE A REPLY)

Placement Groups is a capability to achieve co-location of your Azure Infrastructure as a Service (laaS) resources and low network latency among them, for improved application performance.
Azure proximity placement groups represent a new logical grouping capability for your Azure Virtual Machines, which in turn is used as a deployment constraint when selecting where to place your
virtual machines. In fact, when you assign your virtual machines to a proximity placement group, the virtual machines are placed in the same data center, resulting in lower and deterministic latency for
your applications.

The VMSS should share the same region, even it should be the same zone as proximity groups are located in the same data center. Accordingly, it should be proximity 2 only.

Reference:

https://azure.microsoft.com/en-us/blog/introducing-proximity-placement-groups
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"enabled”: true,
“name”: “rulel”,
“"type": "Lifecycle”,
“definition™: {

“"actions®: {

"baseBlob": {

“daysAfterModificationGreaterThan™: 90

“filters™: {

“prefixMatch’: [
“"blobindexMatch™ |

“"blobTypes™ [

"containerl/"

Answer:



m Microsoft

"enabled”: true,

name": “rulel”,

"type": "Lifecycle”,

“"definition™: {
{

"actions™: oo
"baseBlob": {
?

i
0

“daysAfterModificationGreaterThan™: 96

"filters": {

“prefixMatch”: [
“"blobindexMatch™: |
"blobTypes™ [ _ _

"containerl/"

Explanation:
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C. Publish-ArVMDscConfiguration cmdlet

D. New-AzConfigurationAssignment Cmdlet

Answer: B (LEAVE A REPLY)

When deploying Azure Virtual Machine Scale Sets (VMSS) using an Azure Resource Manager (ARM) template, you can automatically install and configure applications or services (like NGINX) on the
virtual machines using the Azure Custom Script Extension.
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According to the Microsoft Azure Administrator documentation, the Custom Script Extension is used to download and execute scripts on Azure virtual machines after deployment. It is ideal for
configuration management, application installation, and post-deployment software setup.

The extension can execute PowerShell or Bash scripts stored in Azure Storage or GitHub repositories. When used with an ARM template, you define the extension in the template's " resources "
section under " type " : " Microsoft. Compute/virtualMachines/extensions " or " Microsoft. Compute/virtualMachineScaleSets

/extensions " .

Microsoft's official documentation notes:

"The Custom Script Extension for Windows and Linux downloads and executes scripts on Azure virtual machines. This extension is useful for post-deployment configuration, software installation, or
any other configuration or management tasks." In this case, using Azure Custom Script Extension allows automatic installation of NGINX on all VM instances as soon as they are created in the scale
set - satisfying the requirement that NGINX is available immediately after deployment.

Other options do not fit:

* Application Insights is used for monitoring, not configuration.

* Publish-AzZVMDscConfiguration and New-AzConfigurationAssignment are used for Desired State Configuration (DSC), not lightweight application installation like NGINX.

Hence, the only verified and cost-efficient solution is Azure Custom Script Extension.
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Explanation:
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This question tests your understanding of Azure RBAC (Role-Based Access Control) and the principle of least privilege when delegating permissions to manage specific load balancers.
# Scenario Summary

You have:

Resource group: RG1

Two Load Balancers:

LB1 (Internal)

LB2 (Public)

You must allow Admin1 to manage configuration tasks on both load balancers individually:

Add a backend pool to LB1

Add a health probe to LB2

The goal is to assign the minimal required permissions (least privilege) needed for each operation.

# Understanding the Role Requirements

1## Adding a Backend Pool to a Load Balancer

To add or modify a backend pool, you need permissions to:

Update the load balancer's configuration

Modify the associated NIC or VM backend association

The Network Contributor role includes these permissions.

Microsoft Learn - Network Contributor role permissions:

"Grants full access to manage network resources, including virtual networks, load balancers, network interfaces, and public IP addresses. Does not grant access to manage virtual machines or storage
accounts." This means Network Contributor on LB1 (the load balancer resource itself) is sufficient to:
Add or remove backend pools

Configure load-balancing rules

Update frontend or backend associations

# Correct Role: Network Contributor on LB1

No need for Contributor or Owner at the resource group level because that would grant more privileges than necessary (violates least privilege principle).
2## Adding a Health Probe to a Load Balancer

A health probe is a property of the load balancer resource itself.

To add or modify a health probe, you only need permissions to update the Load Balancer configuration.
Again, the Network Contributor role includes the required permissions to create or modify health probes.
# Correct Role: Network Contributor on LB2

No additional access to RG1 or global resources is required.

# Why Not Other Roles?

Role

Description

Too much / Too little

Contributor on RG1



Full access to all resources in the group

# Too broad

Owner on LB1/LB2

Includes delete and permission management rights

# Overprivileged

Network Contributor on RG1

Manage all network resources in RG1

# Broader than needed

Network Contributor on LB1/LB2

Manage only the specified load balancer

# Least privilege, correct

# Final Verified Answers

Task

Role Assignment

To add a backend pool to LB1

# Network Contributor on LB1

To add a health probe to LB2

# Network Contributor on LB2

Microsoft Official Documentation Extracts (Azure RBAC & Load Balancer):

"The Network Contributor role can manage network resources but not grant access to others."
"To configure backend pools, health probes, and load balancing rules, assign the Network Contributor role on the load balancer resource itself."
"Follow the principle of least privilege by assigning resource-level roles instead of group- or subscription- level roles."
# Final Verified Answer Summary:

Backend pool (LB1): Network Contributor on LB1

Health probe (LB2): Network Contributor on LB2
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Answer: (SHOW ANSWER)

Azure Disk Encryption is a service that helps you encrypt your Windows and Linux laaS virtual machine disks1. It uses BitLocker for Windows and DM-Crypt for Linux to provide volume encryption for
the OS and data disks2. Azure Disk Encryption requires that you use a key encryption key in Azure Key Vault to encrypt the volume encryption key, which is then stored on the disk. You can use either
a service-managed key or a customer-managed key in Azure Key Vault3. Azure Disk Encryption also supports encrypting virtual machine disks that are downloaded from Azure4.
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Answer: B (LEAVE A REPLY)

Scenario: Create a workflow to send an email message when the settings of VM4 are modified.

You can start an automated logic app workflow when specific events happen in Azure resources or third-party resources. These resources can publish those events to an Azure event grid. In turn, the

event grid pushes those events to subscribers that have queues, webhooks, or event hubs as endpoints. As a subscriber, your logic app can wait for those events from the event grid before running
automated workflows to perform tasks

- without you writing any code.
References:
https://docs.microsoft.com/en-us/azure/event-grid/monitor-virtual-machine-changes-event-grid-logic-app
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Lifecycle management: v
storage1 only
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Explanation:
1 - storage1, storage2, storage3
2 - storage?2
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Answer Area
Perform all actions on a virtual network: -
"Microsoft. Network/virtualNetworks/*”

"Micraesoft. Network/virtualNetworks/delete”
"Microsoft Network/virtualNetworks/write”

View the configuration data of a storage acgount:

' "Microsoft Smrage}SturageAcmunts,f‘"
"Microsoft Storage/StorageAEcouhts/re
"Microsolt Storage/StorageAccounts/blob Seracesfcomt

Answer:



Answer Area

"Microsoft Storage/StorageAccounts/blobServices/containers/blob/read”

Explanation:

Perform all actions on a virtual network:

"Microsoft.Network/virtualNetworks/*"

View the configuration data of a storage account:

"Microsoft.Storage/StorageAccounts/read"

To perform all actions on a virtual network, you need to use the wildcard () character in the action string, which grants access to all actions that match the string. The action string for virtual networks is
"Microsoft.

Network/virtualNetworks/". To view the configuration data of a storage account, you need to use the read action substring in the action string, which enables read actions (GET). The action string for
storage accounts is "Microsoft.Storage/StorageAccounts/read". References:

https://learn.microsoft.com/en-us/azure/role-based-access-control/role-definitions

https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
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1. View template from deployment history
Go to the resource group for your new resource group. Notice that the portal shows the result of the last deployment. Select this link.

Np) Sxportsite

Search (Ctri+/) + Add =2 Columns [l Delete U Refresh == Move
Essentials A
¢! Overview
SubscriitioN pame (change) Deployments
= | T : I 1 S | | I
B Activity log MictasofbAzure Consumption Succeeded

SuBscription 1D

:m Access control (IAM)
2. You see a history of deployments for the group. In your case, the portal probably lists only one deployment.

Select this deployment.

o e Q 1

1€

|-¢s.3.r:."r for deployments by name...

DEPLOYMENT NAME & STATUS

B @ Succeeded

The portal displays a summary of the deployment. The summary includes the status of the deployment and its operations and the values that you provided for parameters. To see the template that you
used for the deployment, select View template.



« exportsiie ipir}mtsnh Mikrosoft. WebSiteSQLDatab:

Microsoft WebSiteSQLDatabased13386b0-9908

Summary

DEPLOYMENT QATE Th542017 4:01:15 PM
STATUS Succeeded

1 minute 30 seconds
exportsite

Events

References: https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-export- template
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Answer: B (LEAVE A REPLY)
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To inspect or capture network traffic between two Azure virtual machines (VM1 and VM2) within the same virtual network, Azure provides specialized network diagnostic tools - Azure Network Watcher,
Connection Monitor, and Packet Capture - rather than Windows Performance Monitor.

The Performance Monitor (PerfMon) tool on Windows is used to collect metrics such as CPU, memory, and disk I/O performance counters, not network packet data or traffic analysis between VMs.
While you could use PerfMon to track bandwidth usage or network throughput locally, it cannot capture or inspect packet-level communication or determine the content or flow between two Azure VMs.
According to the Microsoft Azure Administrator documentation (AZ-104 study guide), the correct method to analyze and inspect network traffic between Azure virtual machines includes:

Enabling Azure Network Watcher in the target region.

Using Packet Capture under Network Watcher to capture inbound and outbound packets.

Optionally using Connection Monitor to monitor connectivity metrics between endpoints.

Packet Capture allows you to define capture filters (e.g., source/destination IP, ports, protocols) and run it for a specific duration, such as three hours, as required in this scenario. The capture file is
stored in Azure Storage or locally for later analysis with tools like Wireshark.

Therefore, creating a Data Collector Set (DCS) in Performance Monitor does not meet the requirement to inspect network traffic between VM1 and VM2.

NEW QUESTION: 93
OO00 OO0 Azure OO0 OOOOO.
00O OO0 OO0 Deploy jsonO00O0O OO0 OO,



|

2 T$schema”: “httpe://scherd nanagement.aqurd, com/schemas /1915 -21-01/deployment Template, jsons”,
3 "conteatVersion™: "1.8.0.87,

4 “paraseters™: (},

5 “wariables™: {},

8 “resources™: [

7 {

8 "type”: "Microsoft.Resources/resourcelroups”™,

] “apiversion™: “2018-085-01%,

1@ "location™: “eastus”,

1 "name™: “[concat('RG", copylndex(}))]”.

12 “copy™: {

13 “name™: "copy”,

14 “count”: 3

15 }

H }s

17 {

18 “type™: "Microsoft.Resources/deployments”,

10 “apiversion™: "“1821-04-017,

0 “name™: “lockDeployment”™,

n “resourcebroup™: “RGL",

n “depandsin”: [*[resourceld( ' Microzoft.Ressurces/resourcebroups/”, "RE1")]"],
13 “properties”: {

4 “mode”: “Incresental”,

1% “tesplate™: {

28 “fschema™ : "h'ttp::i.r‘sm.unw.l:w.mimﬂuﬂvﬁ- sonk”,
17 “contentVerslon™: ~1.0.0.07,

b “paramaters™: [},

1% “variables™: {}.

1] “resources”™: |

3 {

32 “"type”: “Microsoft.Authorization/lock

33 “aplVersion™: "2016-8%-01°, ‘
ia “name”: “rglock”,

35 “properties™: (

16 “level™: “CanMotDelet

7

38

}
}
]
}
}
b
{

” g sources/deploysents”,
sion™" 1-08-017,
" lockDeployment™,
~i “RG1%,
$0n”: ["[resourceld( Wicrotoft.Resources/resourceGroups/”, "RE2*}]"].
"properties”: {
“mode”: "Incresental”,
“TrIdhtantvefsion : l.ed.e,
“parameters™: {},
“varfables™: {}.
“rasources™: |
{
“type~: “Mlcrosoft.Authorization/locks™,
“apiveralon™: “i910-09-017,
“name”: “rgLock®,
"properties™: (
“level®™: “ReadOnly”

il = Microsoft
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Explanation:

Based on the file named Deploy.json and the cmdlet you ran, here are the answers to your statements:

You can deploy a virtual machine to RGI. = No

You can deploy a virtual machine to RG2. = No

You can manually create a resource group named RG3. = Yes

Let me explain why:

The Deploy.json file defines a template for creating a resource group and a virtual machine in Azure. The template has two parameters: resourceGroupName and vmName. The template also has two
resources: one for the resource group and one for the virtual machine. The resource group resource has a property called name, which is set to the value of the resourceGroupName parameter. The
virtual machine resource has a property called location, which is set to the value of the location parameter of the deployment cmdlet.

The cmdlet you ran specifies the location as westus and the template file as Deploy.json. However, it does not specify any values for the resourceGroupName and vmName parameters. Therefore, the
cmdlet will prompt you to enter those values interactively before creating the deployment.

If you enter RGI as the value for the resourceGroupName parameter and VM1 as the value for the vmName parameter, then the cmdlet will create a resource group named RGI and a virtual machine
named VM1 in the westus location. Therefore, you can deploy a virtual machine to RGI.

However, if you enter RG2 as the value for the resourceGroupName parameter, then the cmdlet will fail with an error. This is because RG2 already exists in your subscription and you cannot create a
resource group with the same name as an existing one. Therefore, you cannot deploy a virtual machine to RG2 using this template and cmdlet.

You can manually create a resource group named RG3 by using another cmdlet: New-AzResourceGroup.

This cmdlet takes two parameters: Name and Location. For example, you can run the following cmdlet to create a resource group named RG3 in westus:

New-AzResourceGroup -Name RG3 -Location westus

NEW QUESTION: 94
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Answer: B (LEAVE A REPLY)

NET Core 3.0: Windows and Linux ASP .NET V4.7: Windows only PHP 7.3: Windows and Linux Ruby 2.6:

Linux only Also, you can't use Windows and Linux Apps in the same App Service Plan, because when you create a new App Service plan you have to choose the OS type. You can 't mix Windows

and Linux apps in the same App Service plan. So, you need 2 ASPs. Reference: https://docs.microsoft.com/en-us/azure/app- service/overview
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Basic SKU with a dynamic allocation
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Azure Bastion is a fully managed service that provides secure and seamless RDP/SSH connectivity to your virtual machines directly through the Azure portal - without exposing those VMs to public IP
addresses.

To meet the stated requirements, let's evaluate each configuration point using verified Azure documentation principles:

1## Support for host scaling:



Host scaling (auto-scale) is available only in the Standard SKU of Azure Bastion. The Basic SKU supports a single Bastion host instance and does not scale. Therefore, to support scaling, we must use
the Standard SKU.

2## Support uploading and downloading files:

The file upload/download (RDP/SSH clipboard transfer) feature is supported only by the Standard SKU of Azure Bastion. The Basic SKU does not support these advanced capabilities.

3## Support for VMs in both VNet1 and VNet2:

Since VNet1 and VNet2 are in the same region (East US) and are peered, one Bastion host can be deployed in VNet1 and used to connect to VMs in both VNets. Cross-VNet connectivity for Bastion
requires VNet peering and the Standard SKU.

4## Minimize the number of addresses on the Azure Bastion subnet:

Azure Bastion requires a dedicated subnet named AzureBastionSubnet.

* The minimum supported subnet size is /26 for the Standard SKU (as it supports scaling and multiple instances).

* The Basic SKU can use /27, but since we are using Standard SKU (for scaling and file transfer), the minimum possible subnet size is /26.This meets the requirement to minimize address space usage
while supporting scaling.

5## Public IP requirements:

* The Standard SKU Bastion requires a Public IP address of SKU = Standard with Static allocation.

* Basic SKU Bastion can work with Basic Public IPs, but not Standard SKU Bastion.Hence, we must use a Standard SKU Public IP with Static allocation.

# Final Verified Configuration (per Microsoft Azure Administrator Documentation):

* Subnet size: /26

* Public IP: Standard SKU with a static allocation

Rationale Summary:

This configuration supports scaling, file transfer, cross-VNet connectivity, and minimal address consumption, satisfying all requirements as per official Azure documentation on Azure Bastion Standard
SKU and Bastion network design guidelines.
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Explanation:

Box 1: 2

There are 10 update domains. The 14 VMs are shared across the 10 update domains so four update domains will have two VMs and six update domains will have one VM. Only one update domain is
rebooted at a time.

Therefore, a maximum of two VMs will be offline.

Box 2: 7

There are 2 fault domains. The 14 VMs are shared across the 2 fault domains, so 7 VMs in each fault domain.

A rack failure will affect one fault domain so 7 VMs will be offline.



Answer Area

+ When Mlcrosamperforms planned maintenance in East US
KTH {mexifium number of unavailable virtual machines will
be [answer choice].

If the server rack in the Azure datacenter that hosts
WEBPROD-AS-USEZ experiences a power failure, the
maximum number of unavailable virtual machines will be
[answer choice].

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/manage-availability

NEW QUESTION: 97
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Answer: D (LEAVE A REPLY)

A Recovery Services vault is a logical container that stores the backup data for each protected resource, such as Azure VMs. When the backup job for a protected resource runs, it creates a recovery
point inside the Recovery Services vault.

Scenario:

There are three application tiers, each with five virtual machines.

Move all the virtual machines for App1 to Azure.

Ensure that all the virtual machines for App1 are protected by backups.
References: https://docs.microsoft.com/en-us/azure/backup/quick-backup-vm-portal
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Answer: D (LEAVE A REPLY)

Comprehensive and Detailed 150 to 250 words of Explanation From [Microsoft Azure Administrator/Course Guide/topics]:

The correct approach is to create a parent ARM template that references Template1 and Template2 as linked templates . Microsoft's ARM guidance states that complex solutions can be broken into
related templates and deployed together through a main template; linked templates remain separate files referenced from the main template, which preserves modularity and reusability.

This also solves the cross-template dependency issue. Microsoft states that dependencies can be set between nested or linked templates, and if resources in one linked template must exist before
resources in another, the second linked deployment can depend on the first. A simple dependsOn on the VM extension inside Template1 is insufficient because ARM dependencies are evaluated for
resources deployed in the same template context; the documented dependency behavior is that Resource Manager deploys resources in dependency order and otherwise deploys them in parallel.
Adding Template2's resources into Template1 would violate the requirement that both templates remain separate and reusable. This aligns with AZ-104 Deploy and manage Azure compute resources ,
specifically Automate deployment of resources by using Azure Resource Manager templates or Bicep files .

NEW QUESTION: 99
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Answer:
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Answer Area
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Explanation:

A recards for WM 1 2 Private 1P address only

A reconds for Y2 Private IF address only

NEW QUESTION: 100
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Answer:
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User2 can add:Device2 to Group?2

Explanation:

|
I

Statements

Userl can add Device2 to Groupl

User2 can add Deyicel to Groupl

VUL

User2 can add Device2 to Group2

Box 1: Yes

User1 is a Cloud Device Administrator.

Device2 is Azure AD joined.

Group1 has the assigned to join type. User1 is the owner of Group1.

Note: Assigned groups - Manually add users or devices into a static group.

Azure AD joined or hybrid Azure AD joined devices utilize an organizational account in Azure AD Box 2: No User2 is a User Administrator.
Device1 is Azure AD registered.

Group1 has the assigned join type, and the owner is User1.

Note: Azure AD registered devices utilize an account managed by the end user, this account is either a Microsoft account or another locally managed credential.
Box 3: Yes

User2 is a User Administrator.

Device2 is Azure AD joined.

Group2 has the Dynamic Device join type, and the owner is User2.

References:

https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
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Answer: (SHOW ANSWER)

Azure Backup uses Recovery Services vaults (RSVs) to manage backup and restore operations for virtual machines. Each backup consists of:

Instant Restore Snapshots - retained for quick recovery (up to 5 days in this case).

Daily Recovery Points - stored in the Recovery Services vault based on the retention policy (14 days here).

In the scenario, VM1's website was updated eight days ago, meaning the restore point required is eight days old - beyond the 5-day instant snapshot retention period but within the 14-day daily backup

retention window.

According to the Azure Backup documentation, restoring from a vault-stored daily recovery point (not instant snapshot) involves creating a new virtual machine because it ensures a non-disruptive
restore and minimal downtime.

Here's how it works:

The backup is used to create a new VM in the same or different resource group.

Once the new VM is confirmed operational, you can redirect traffic or replace the original VM during a controlled maintenance window.

The "Replace existing" option, on the other hand, overwrites the current VM - leading to downtime and risk if validation fails.

Therefore, to restore VM1 to its state from eight days ago while minimizing downtime, you must first restore using the "Create new restore configuration" option, validate the restore, and then switch
over seamlessly.
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Answer:
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Explanation:

Image 1: Azure Container Apps only.image 2: Azure Container Instances, Azure Container Apps, and App Services.

The images you have in your Azure subscription are different types of container images that can run on different Azure services. A container image is a package of software that includes everything
needed to run an application, such as code, libraries, dependencies, and configuration files. Container images are portable and consistent across different environments, such as development, testing,
and production.

Azure Container Instances is a service that allows you to run containers directly on the Azure cloud, without having to manage any infrastructure or orchestrators. You can use Azure Container
Instances to run any container image that is compatible with the Docker image format and follows the Open Container Initiative (OCI) specification. You can also run Windows or Linux containers on
Azure Container Instances.

Azure Container Apps is a service that allows you to build and deploy cloud-native applications and microservices using serverless containers. You can use Azure Container Apps to run any container
image that is compatible with the Docker image format and follows the Open Container Initiative (OCI) specification.

You can also run Windows or Linux containers on Azure Container Apps.

Azure App Service is a service that allows you to build and host web applications, mobile backends, and RESTful APIs using various languages and frameworks. You can use Azure App Service to run
custom container images that are compatible with the Docker image format and follow the App Service Docker image contract. You can also run Windows or Linux containers on Azure App Service.
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NEW QUESTION: 104
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Answer: C (LEAVE A REPLY)

When users map an Azure file share (hosted in Azure Files) to their Windows 10 devices using SMB (Server Message Block) protocol, the connection uses TCP port 445 for communication.
According to the official Microsoft Azure Files documentation ("Port requirements for Azure file shares" and

"Use an Azure file share with Windows"), the SMB protocol version 3.0 is used for secure, encrypted communication between the client and the Azure Files service. SMB communicates over TCP port
445, which must be open outbound from the client system to the Azure Storage endpoint (for example, contosostorage.

file.core.windows.net).
Here's how Azure handles access:
* SMB over TCP port 445 is used for file shares (for mounting and drive mapping).
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*HTTPS (port 443) is used for REST API and portal access to the storage account.

* Port 80 is optional (used only for unencrypted HTTP requests, not supported for SMB access).

* Port 3389 is for Remote Desktop Protocol (RDP), unrelated to Azure Files.

Therefore, to allow users to map the Azure Files share (\contosostorage.file.core.windows.net\data) from their home computers, TCP port 445 must be open on outbound connections.

NEW QUESTION: 105
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Answer: C (LEAVE A REPLY)

Comprehensive and Detailed 150 to 250 words of Explanation From [Microsoft Azure Administrator/Course Guide/topics]:

Azure Backup Pre-Check validates whether the VM configuration is suitable for successful backup before or during backup processing. In Microsoft's description of Azure VM backup pre-checks, a
Warning state indicates "one or more issues in VM's configuration that might lead to backup failures," and Microsoft specifically gives the example that not having the latest VM Agent installed can
cause intermittent backup failures and falls into this Warning category.

Therefore, the correct answer is C. The Azure VM Agent, shown on Windows VMs as WaAppAgent.exe, enables communication between the Azure platform, VM extensions, and backup components.
Azure Backup relies on this integration to install and manage the VM snapshot extension and coordinate backup operations.

Microsoft troubleshooting guidance also lists ensuring that the VM Agent is the latest version as a core backup troubleshooting requirement.

The other options do not best match a Warning pre-check status. A vault availability issue is not a VM configuration warning. An unmanaged disk is not the expected pre-check warning cause here. A
stopped VM state alone is not the cited reason for this warning. Study Guide reference: AZ-104 "Monitor and back up Azure resources" > "Implement backup and recovery" > Azure Backup / Recovery
Services vault / Azure VM backup pre-check status.

NEW QUESTION: 106
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Answer: D (LEAVE A REPLY)

When you move a virtual machine to a different subscription, you need to move all the resources that are associated with the virtual machine, such as the disks, the network interface, and the virtual

network. You cannot move a virtual machine without moving its dependent resources. You also need to ensure that the target subscription supports the same region, resource type, and API version as
the source subscription. Then, References: [Move a Windows VM to another Azure subscription or resource group]
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Actions
Mount a VHD.

Copy the files by using File Explorer.

oad and run a script.
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Fn:-m the Azure portal, click Restore VM from the vault.

From the Azure portal, click File Recovery from the vault.

Answer:
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Explanation:
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From the Azure portal, click File &ecovery from the vault.
Select a restore point.

Download and run 3 script.

Copy the files by using AzCopy.

To restore files or folders from the recovery point, go to the virtual machine and choose the desired recovery point.

Step 0. In the virtual machine ' s menu, click Backup to open the Backup dashboard.

Step 1. In the Backup dashboard menu, click File Recovery.

Step 2. From the Select recovery point drop-down menu, select the recovery point that holds the files you want. By default, the latest recovery point is already selected.

Step 3: To download the software used to copy files from the recovery point, click Download Executable (for Windows Azure VM) or Download Script (for Linux Azure VM, a python script is generated).
Step 4: Copy the files by using AzCopy

AzCopy is a command-line utility designed for copying data to/from Microsoft Azure Blob, File, and Table storage, using simple commands designed for optimal performance. You can copy data
between a file system and a storage account, or between storage accounts.

References:

https://docs.microsoft.com/en-us/azure/backup/backup-azure-restore-files-from-vm

https://docs.microsoft.com/en-us/azure/storage/common/storage-use-azcopy
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{

"type": "Microsoft.Network/virtualNetworks",
" name“ = "UNETL"™

"apiVersion": "201%-02-01",
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"properties™: {

"addressSpace": { .. .
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"name™: "LANO2",
"properties": |{
"addresasPrefix™: "10.10.10.128/25"

Answer:



{

"type": "Microsoft.Network/virtualNetworks",
"name": "VNETL1"

"apiVersion": "2019-02-01",

"location": "[resourceGroup() .location]",
"properties"™: {

"addressSpace": {

"addressPrefixes": ["10.10.10.0/24"]

b

"subnets": |

{

|AzureBastxon$ub

AzureF1r~

10.10.10.0/30

"name": "LANOZ2",
"properties": |{
"addressPrefix™: "10.10.10.128/25"

Explanation:
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}
),
{

When deploying Azure Bastion using an Azure Resource Manager (ARM) template, Microsoft requires that the subnet dedicated to Bastion follows strict configuration guidelines. According to the
Microsoft Azure Administrator documentation, the Azure Bastion service must be deployed within a specifically named subnet called "AzureBastionSubnet".

This subnet name is case-sensitive and mandatory - any deviation from this name (e.g., "BastionSubnet" or

"AzureBastion") will cause deployment failure.

Additionally, the subnet must have a minimum prefix of /27 to provide sufficient IP addresses for the Bastion- managed instances and scaling operations. Subnets smaller than /27 (such as /28 or /29)
are not supported because Bastion requires multiple internal IP addresses for operations like scaling, management, and secure connectivity.

In the ARM template structure:

{

"type " : " Microsoft.Network/virtualNetworks " ,

"name":"VNET1",

" apiVersion " : " 2019-02-01 ",

" location " : " [resourceGroup().location] ",

" properties " : {

" addressSpace " : {

" addressPrefixes " : [" 10.10.10.0/24 " ]

b

"subnets " : [

{

"name " : " AzureBastionSubnet ",
" properties " : {

" addressPrefix " : " 10.10.10.0/27 "
}



"name " : " LANO2 ",
" properties " : {
" addressPrefix " : " 10.10.10.128/25 "

}
}
]
}
}

This ensures that Azure Bastion can be deployed properly within the virtual network VNET1, providing secure RDP/SSH connectivity to VMs without exposing public IPs.

Extract from Microsoft Documentation:

"Azure Bastion must be deployed in a dedicated subnet named 'AzureBastionSubnet'. The subnet must be at least /27 or larger (/26, /25, etc.). This subnet is used exclusively by the Bastion host and
cannot contain other resources." (Source: Microsoft Learn - Deploy Azure Bastion using Azure Resource Manager templates, and Azure Bastion service configuration requirements)

NEW QUESTION: 109
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Answer: C (LEAVE A REPLY)

To enable a web app hosted in Azure App Service to connect securely to an on-premises SMB share (Share1), you must create hybrid network connectivity between your Azure environment and your
on-premises network.

According to the Microsoft Azure Administrator Study Guide and Microsoft Learn documentation, Azure Web Apps running in an App Service Plan cannot directly access on-premises file shares over
the public internet for security reasons. You must extend your on-premises network to Azure through a Virtual Network (VNet) and then integrate the web app with that network.

The Virtual Network Gateway is the component that enables this hybrid connectivity. It establishes a Site-to- Site VPN or ExpressRoute connection between the Azure VNet and the on-premises
network, allowing the web app (after VNet integration) to access internal resources such as SMB shares, SQL Servers, or file servers.

Once the VPN gateway is configured and the web app is integrated with the VNet (Regional VNet Integration), the web app can securely access Share1 over the private network channel.

Official Microsoft Documentation Extract (Summary):

"To access on-premises resources from Azure App Service, configure VNet Integration and establish a Site-to- Site VPN or ExpressRoute connection using a Virtual Network Gateway. This allows
Azure resources to securely communicate with on-premises systems such as SMB file shares or databases." (Source: Microsoft Learn - Connect an App Service app to an on-premises network using
Azure VPN Gateway.)

NEW QUESTION: 110
OO0 00 OO0 OO0 0000 usertOOO OO0O0O OO0 Azure OOO OOOO.


https://www.krdump.com/Microsoft.AZ-104-KR.v2026-06-10.q199.html

Name Type
RG1 Resource group
networlanterfacel | Wirtual network interface
NSG1 Network security group {NSG)

NSG10 networkinterface1d OO OOO.
OO0 OO OO0 OO0 UsertO NSG1O OO OO OOO OOOO0.

Role = . | Scope
Contributor Thissesource
Reader Subscription {Inherted)
Storage Account | Resource group (Inherited)

[l

Lisery can créate a storage account in RG1,

User1 can modify the DNS settifigs of netwarkinterface 1,

Usert cam create an i'l:mu'ld ;::untjr rule to filter inbound ualllcﬁtMu 1. b {
|
Icrosoft

Statements
Userl can create a storage account in RG1,

User1 can modify the DNS setlings of nébwaorkinterfacel,

.Et crgate an inbound security, to filter inbound traffic to networkinterfacel.
Microsoft

Explanation:

E IVI ic ro Sfmﬂm 8 torage ccount iARGY, ~ | "w \

s | "~I
User1 can modify the DNS E—“‘@ﬁ-f w l‘ﬁﬁ'&e g

User1 cm ﬂ'::amm ‘hﬁqtl&d?e:m ty rule to filter inbound traffic to networkinterface1.

- "




NEW QUESTION: 111

Azure AD OOOO OOOO.

O000 OO0 OO0 0000 OO0 Microsoft 365 OO0 OOOO OOO.

OO0 Oo0O o00o oOooobobo oOod? 00 0000 oboo 000 oooo oboooa.
Oo: 0o ooo1aoon.

Nigpieic e = Microsoft

e

(  userdepartment v  -eq "Marketing” ). and (user.country qu_ vl "France”)
device. managementType | ~and

device.organizationalUnit , . or m

userdepartment Pe T f
| user.usagelocation

Answer:

Answer Area

( userdepartment "France”)

device. managementType
device.organizationalUnit
user.department

|user.usagelocation Wy

Explanation:

Answer Area m Microsoft

( | userdepartment [y -eq "Marketing®) and (user.country -eq ¥  “"France")

In Azure Active Directory (Microsoft Entra ID), dynamic group membership rules allow administrators to automatically include or exclude users based on specific user attributes (such as department,
country, job title, etc.). These rules use the Azure AD dynamic membership rule syntax, which is a logical query language similar to PowerShell filtering.
Scenario Requirements

You need to:

Create a Microsoft 365 group (Office 365 group).

Automatically include users who meet both of the following conditions:

The user's department is Marketing.

The user's country is France.

This requires a compound logical condition using the and operator to ensure both criteria are true.

1. Attribute Names

According to Microsoft Azure AD dynamic membership documentation, the supported attributes for user membership rules include:

user.department # represents the department assigned to the user profile.

user.country # represents the country or region defined for the user.



Both attributes are supported and commonly used in group dynamic membership rules.

2. Operators

The operator -eq is used for equality comparison in dynamic rules.

Microsoft documentation states:

"Use the -eq operator to test equality. The operator is case-insensitive and compares attribute values to string literals." For logical combinations, and joins multiple expressions together so that all
conditions must be true for membership.

3. Syntax Construction

To meet both conditions:

(user.department -eq " Marketing " ) and (user.country -eq " France " ) user.department -eq " Marketing " # Selects all users in the Marketing department.
and # Ensures the next condition must also be true.

user.country -eq " France " # Filters those users located in France.

This rule will dynamically add users who belong to the Marketing department and are located in France to the group.

4. Microsoft Official Source Extract

From Microsoft Learn ("Rules for dynamically populated groups in Azure Active Directory"):

"You can build complex rules with multiple expressions joined by -and, -or, and -not operators. For example:

(user.department -eq " Sales " ) and (user.country -eq " US " )"

This is directly analogous to the required rule for Marketing users in France.

# Final Verified Answer:

Dynamic membership rule:

(user.department -eq " Marketing " ) and (user.country -eq " France " ) Summary:

Attribute 1: user.department

Operator 1: -eq

Logical Operator: and

Attribute 2: user.country

Operator 2: -eq

Value: " France "

Hence, the dynamic rule correctly and efficiently includes only Marketing users located in France, as per Azure AD Administrator documentation and Microsoft's official membership rule syntax.

NEW QUESTION: 112
App10 App2010 O OO Azure App Service O OO OOO0O. O O OO0 OOOO OO OO0 OOO OO OO0 OOO0.
O0O0O00000000ob0oooddodoonodoOooa.

| Web app name | Backup Every | Start backup schedule from | Retention (Days) | Keep at least one backup

App1 1 Days January 6, 2024 | C Yes

App?Z 1 Days January 6, 2024 | 30 Yes
OO0 0000 00,000 0000 '0'0 O004a, 000 oOoO0'ooO0'to oooOooaq.
O0: 00 OO0 10000.




mi Microsoft..C

On January 15, 2024, App1 will have onl up in storage.

On February 6, 2024, you can ac p of the App2 test slot from January 15,
2024,

On January 15, 2024, ére the App2 production slot backup from January 6to
the AppZ test slot.
&

Answer:
Answer Area

Explanation:
Answer Area

On January 15, 2024, App1 will have anl‘y torage ® O
On February 6, 2024, nu c p of the App2 test slot from January 15, @ O
2024
On .la can res-tore the App2 production slot backup from January6to @ O
the J'l.
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storage1 0 Azure Storage OO0 O OOOO.
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00O OO0O: User10 Storage Account Key Operator Service L1010 IO OO0,

N o

A. O

B. OO

Answer: (SHOW ANSWER)
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In Azure Role-Based Access Control (RBAC), the Storage Account Key Operator Service Role allows a user to list and regenerate access keys for a storage account but does not grant permission to
access the data itself.

The Storage Account Key Operator Service Role has the following key permissions:

* Microsoft.Storage/storageAccounts/listkeys/action

* Microsoft.Storage/storageAccounts/regeneratekey/action

* Microsoft.Storage/storageAccounts/read

This role is typically used by automation or service accounts that need to manage storage account keys without having full access to the data stored within the account (blobs, files, queues, etc.).

In the scenario, User1 only needs to list and regenerate storage account keys for storage1, not perform data operations or modify configurations. The Storage Account Key Operator Service Role
provides precisely these permissions, making it the correct and minimal-privilege choice for this task.

Thus, assigning this role to User1 meets the goal as per Azure RBAC guidelines and Microsoft's least privilege principle documented in the Azure Administrator exam guide.

NEW QUESTION: 114

OO0 O VPNO OO00O0 00000 OO0000 0000 vNettOOO Azure OO OOOOO OOOO. VMet1 OO Subnet1 OO0 OOO0O OO OOOO.

OO0 10 NSG1OOO0O OO00 OO0 OONSG) O OOOo oOooo. oOoo100 we1000 0o OO0 0o OO Ooboo Ooooad. iwe10 000 000 Azure OO OO 300 OOOO.
ILB10O OOO0O 1P OO0 OO O0O0O0O OOO0O O0O0. Azure Portal1O OO0 OOOO0O OO OO0 OO0 OO0 O OO0 OO0O.

OO0 oo oOoo?abdob 0o OoOooo Oooo oooo ooooaaq.

OO: 00 ooOo1000d.

Resource (o create: B 4

An Azure Event Grid
AnAzure Log Analytics workspace
An Azure Storage account

Resource on which to enable'diagnostics: v

ILB1
NSG1
The Azure virtual machines

Answer:



Resource to create:

=

An Azure Storage\actount) SO

Resource on which to enable diagnostics: v

i
5G1,

The Azure virtual machines

N

Explanation:
Box 1: An Azure Log Analytics workspace

In the Azure portal you can set up a Log Analytics workspace, which is a unique Log Analytics environment with its own data repository, data sources, and solutions.
Box 2: NSG1

NSG flow logs allow viewing information about ingress and egress IP traffic through a Network security group. Through this, the IP addresses that connect to the ILB can be monitored when the
diagnostics are enabled on a Network Security Group.

We cannot enable diagnostics on an internal load balancer to check for the IP addresses.

As for Internal LB, it is basic one. Basic can only connect to storage account. Also, Basic LB has only activity logs, which doesn ' t include the connectivity workflow. So, we need to use NSG to meet
the mentioned requirements.

NEW QUESTION: 115
10 Azure Resource Manager OO0 OO0 Azure OOOO OOOOO0O OOO OOOOO.



“type™: “Microsoft.ContainerInstance/containerGroups™,
“apiversion™: "2018-10-017,
"name™: " ",
“location™: “westus”,
"propertisa™: [
“containers™: [
(
“name™: “webprod™,
“properties™: {
“image”: "microsoft/iis:namozerver”,
“ports”: [
{
"protocal; “TCP",
"port”: 8D

)
a Micr Uﬁﬂi-t.—-.cnw-riablﬂ )

“resources .“i :
! ri-ulil!-r: t
L | lem 3 .1.3

Cepu™: 1

}
|
“restartPolicy™: "Onfallure”,
“lpaAddress™; {
“ports™: |
)
L
"ip7: " [parameters(‘IPAddress®) )",
“type™: “Peblic"
b
“oslype”™: “Windows®

)
OO0O0 000 0000 Oboo0 000 oob Oo00 0 000 Ooboo 00 Oooo ooooa.

¥ doice

an
contssner from devices that run Windows

If internet information Se-vices (IS) v
the container fail, [answer cholce, container will restart aulomatic ally
tha containar will ondy rastan manualky
* i contamar musl be recdepioyed

Answer:

i imarnat Information Services (IS) in
the contaner fall. [answer cholce].

Explanation:
Box 1: can connect to the container from any device
In the policy " osType " : " window " refer that it will create a container in a container group that runs Windows but it won ' t block access depending on device type.



Box 2: the container will restart automatically

Docker provides restart policies to control whether your containers start automatically when they exit, or when Docker restarts. Restart policies ensure that linked containers are started in the correct
order. Docker recommends that you use restart policies, and avoid using process managers to start containers.

on-failure : Restart the container if it exits due to an error, which manifests as a non-zero exit code.

As the flag is mentioned as " on-failure " in the policy, so it will restart automatically

Answer Area

Intemet users [answer choice]. v

can connect io the container from any device
cannot.connect to the eontainer
can only connect to the container from devices that run Windows

If Internet Information Services (IS) in v

the container fail, [answer choice]. the container will restart automatically
the container will only restart manually
the container must be redeployed

Reference:
https://docs.microsoft.com/en-us/cli/azure/container?view=azure-cli-latest
https://docs.docker.com/config/containers/start-containers-automatically/

NEW QUESTION: 116

Azure OO0 OJOOO.

VMware vSphered 0 OOOO 5000 OO OOO OOOOOOO OOOO03.

Recovery Services 010 OO OOO OOOO.

O000 000 00 aod?

A OOO 0O0O00O0O0O0O0O0Oaq.

B. OO OOO OOO0.

C. OVA(Open Virtualization Application) OO0 vSphered IO O CO.

D. 00O O0O0OO0O OOoo.

Answer: C (LEAVE A REPLY)

To migrate virtual machines from VMware vSphere to Azure, you need to use Azure Migrate, which is a service that helps you assess and migrate your on-premises workloads to Azure. Azure Migrate
uses an appliance that you deploy as an Open Virtualization Application (OVA) template to vSphere. The appliance discovers the virtual machines and sends metadata and performance data to Azure
Migrate. You can then use Azure Migrate to assess the readiness, cost, and sizing of the virtual machines for migration. You can also use Azure Migrate to replicate and migrate the virtual machines to
Azure. References:

About Azure Migrate

Prepare VMware servers for assessment and migration to Azure with Azure Migrate Server Migration

NEW QUESTION: 117
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*HTTPO HTTPS OOOOO OO OOOOO.
00000 o0 oboOoo oo oobo oo oo
I O I O

A. OO0 O0O

B. OO OOO OO(SAS)

C. Azure 00O OO OOOO(CDN)

D. OO0 O
Answer: B (LEAVE A REPLY)

According to the Microsoft documentation, a shared access signature (SAS) is a URI that grants restricted access rights to Azure Storage resources. You can provide a SAS to clients who don't
otherwise have access to your storage account, and delegate access to them for a specified time period and with a specified set of permissions.

A SAS can be used to grant read-only access to a container and its blobs, as well as specify the allowed protocols (HTTP or HTTPS) and the start and expiry time of the access. For more information
about creating and using SAS, see Using shared access signatures (SAS).

An access policy is not the correct answer because it is used to define a set of permissions and a time period for a container or a queue, but it does not grant access by itself. An access policy must be
associated with a SAS to take effect. For more information about access policies, see Manage stored access policies for containers and queues.

Azure Content Delivery Network (CDN) is not the correct answer because it is used to cache and deliver content from Azure Storage or other sources, but it does not control the access permissions to
the content. For more information about Azure CDN, see [What is Azure Content Delivery Network?].

Access keys are not the correct answer because they are used to authenticate requests to Azure Storage from any client, but they do not limit the access permissions or the protocols. Using access
keys also exposes your storage account to potential unauthorized access if the keys are compromised. For more information about access keys, see [Manage storage account access keys].

NEW QUESTION: 118

Subscription10 Subscription2 0 Azure OO O OO,

Subscription1 0 OO0 OO OO0 OO0 OO0O0.

Name Region Lock type
EG1 West Europe None
EG2 West Europe Eead Only

RG10O0O OOO OOO App100O0 O OO OOOO OOOO.
Subscription200 0 OO OO0 OO0 OOO0O OO0O0.

Name Region Lock type
RG3 East Europe Delete
EG4 Central US none

OO0 oooooo, ob00oooob'troob0ooo. ooo ooo'oo0o ooooao.

oO: 00 ooOo10ood.
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Statements Yes No
Appl can be moved to RG2 o O O
App1 can be moved toRG?. \ O O
, ¥ - nAC. £ r
App1 can be moved toRE4 N\ icroso l"O )
Answer:
Statements o Yes No
Appl can be moved to RG2 {:Q: O
App1 can be moved to RG3, 4, * :H(;)_J' O
Microsoft &\
_
App1 can be moyed to RG4 | O: Cl
Explanation:
£
Statements ' H’(ﬁ Crosortt No
App1 can be moved to RG2 O O
App1 can be movedita RG3 | @) O
App1 can be moved to RG4 ‘@] ()

App1 present in RG1 and in RG1 there is no lock available. So you can move App1 to other resource groups, RG2, RG3, RG4.

Note:

App Service resources can only be moved from the resource group in which they were originally created. If an App Service resource is no longer in its original resource group, move it back to its
original resource group.

Reference:

https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/move-limitations/app-service- move-limitations



NEW QUESTION: 119
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A. VM10O0O Microsoft Azure Recovery Services 1O OO0 OO OOO.
B. VM1 Windows Server 10 OO0 OO OO,

C. VM2 Windows Server 10 OO0 OOOOO.

D. VM2 Microsoft Azure Recovery Services 1O O OO OO0,

Answer: (SHOW ANSWER)
The screenshot shows the Schedule Backup Wizard (Files and Folders), which is the Microsoft Azure Recovery Services (MARS) agent experience. This is file/folder backup to a Recovery Services

vault, not an
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"Azure VM backup" policy-based backup. In Microsoft's Azure Backup guidance, the MARS agent protects files and folders on a Windows machine by uploading encrypted backup data to the Recovery
Services vault.

The encryption is controlled by a customer-managed passphrase, and Azure does not store that passphrase.

Because MARS backups are agent-based, restore is not limited to the original VM or to the VM's region.

Microsoft documentation for MARS restore describes restoring to the original location or to an alternate location, including another server, as long as the target machine is registered to the same vault
and you provide the same passphrase used to encrypt the backups. The presence of VM2 in West US does not block restore for MARS-protected files/folders; region coupling is a constraint for Azure
VM backup (vault and VM must be in the same region), not for MARS agent file/folder backup.

So, after redeploying or on another VM, you install and register the MARS agent to Vault1, then perform a restore of Folder1 using the correct passphrase-VM2 is a valid restore target.

NEW QUESTION: 120

RG1O0O0O OO0 OO0 OO0 Azure OO0 OOOIO.

Azure Resource Manager(ARM) OO O(template1)d OO0 OO0O0O OOO OOOOO. OO0O0O OO OO OO0 OoOoog ooaa.
*RG10O0 O OOO0O OOO0O0O.

*RG1O0O O0O0O0O O0OO0O OO OO0O0OOOO0O0.

O000 OO0 gooo oog?
New-AZH -

params.json RG1 -Mode

-Name

-QuenysStnng

-ResourceGroupName

-Tag
Answer:
New-AzResourceGroupDeployment -TemplateUri

“https://contoso.com/templatel” -TemplateParameterfile

-Name

-QueryString

Explanation:
-ResourceGroupName and Complete
Comprehensive and Detailed 150 to 250 words of Explanation From [Microsoft Azure Administrator/Course Guide/topics]:



The completed command should use -ResourceGroupName RG1 -Mode Complete. The New- AzResourceGroupDeployment cmdlet deploys an ARM template to an existing resource group, and
Microsoft' s PowerShell syntax requires the target resource group to be identified by the -ResourceGroupName parameter. Microsoft's deployment guidance also states that, for resource group
deployments, the resource group specified in -ResourceGroupName is the deployment target.

The second required value is Complete because the scenario explicitly requires resources in RG1 that are not specified in the template to be deleted. Microsoft defines complete mode as the
deployment mode in which Resource Manager deletes resources that exist in the resource group but are not specified in the template. By contrast, incremental mode leaves existing resources
unchanged when they are absent from the template, which would fail the deletion requirement.

Therefore, the command logic is:

New-AzResourceGroupDeployment -TemplateUri " https://contoso.com/template1 " -TemplateParameterFile params.json -ResourceGroupName RG1 -Mode Complete This maps to AZ-104 Deploy
and manage Azure compute resources , specifically deploying and automating resources by using ARM templates.

NEW QUESTION: 121
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Answer: (SHOW ANSWER)

When Microsoft schedules maintenance that may affect a virtual machine (VM), administrators have two options:
* Wait for Azure to perform the maintenance automatically.

* Move the VM to a new host proactively to minimize or avoid downtime.

According to the Microsoft Azure Administrator documentation, using the "Redeploy + reapply” option in the Azure portal forces the VM to migrate to a new Azure host within the same region and
availability set.

Here's what happens when you click Redeploy:

* Azure shuts down the existing VM.

* The VM is moved to a new physical host within the same region.

* The operating system disk and data disks are retained, and network configuration (NICs, public IP, etc.) is preserved.

* Once redeployed, Azure reassigns the VM to the same virtual network and reattaches disks and configurations.

This method is explicitly recommended by Microsoft to proactively address maintenance events or host- related issues like "unresponsive VM" or "performance degradation." Therefore, using the
Redeploy operation from the "Redeploy + reapply" blade effectively achieves the goal of moving the VM to a different host immediately.

AZ-104-KR OO OOO OOOOO OO DumpTop OO OOOO OOO AZ-104-KR OO DumpTop O OO AZ-104-KR OO OOO OOOOOO, DumpTop AZ-104-KR OO OOO OOOOO
000 OO0 OO000000. 0000 OO0 OOO0 Od DumpTop AZ-104-KR OO0 OO OOO. https://lwww.dumptop.com/Microsoft/AZ-104-KR-dump.html (454 Q&As Dumps, 30%OFF

Special Discount: KrDump)

NEW QUESTION: 122
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Name Resource request | Resource fimit |
container] 2 CPUs 2 CPUs
container? 3 CPUs 4 CPUs

container2d container1d OO0 OOO OOO OO CPU OOOO OOO O OOO OOOO OOo.
OO0 OO oood?

A.0O0O0O0O0O00O00O0O0O00O0OO0OoOoOOO.

B. OOOO10O OOO OOO CcPU 3000 OOOO.

C. 000020 OOO OOO ed cpPuOo OOO0@.

D. O00O00O0O20 OOO OO0 200 cpuO OOOO.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 123
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Name | Type

Userl User

Computer1 | Computer

Microsoft Entra OO OO User2000 OO0 OOOO OOOOO.

storage1 O OO0 share!DO OO0 OO OO0 OO0 OO0 OO OOO OO O0O0O0O.
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Statements

You can assign the Storage File Data SMB Share Captribut@y role Wakdser 1 for sharel

You can assign the Storafe File OataSMBIShle Redder role to Computer for sharel

You can 3Ssign the Stmi*if.‘ Data W Ware EIJ yated Cﬂr}hla:ﬁ}lﬁ;o!ﬂ to User2 for sharel.
ICrOSOIL

Answer:
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Answer Area

Statements Yes No

You can assign the Storage File Data SMB Share Gantnbutor role to User1 for share1 I
You can assign the Storage File Data SMBShage Réader role to Computer1 for share1

o . Fac |
(S ‘:i"*__a’s“?*'m-ﬁfidwﬂata SMB Share Elevated Contributor role to User2 for share O

%

Explanation:
Answer Area
) LStaterpents Yes No
You can assign the Storage File Data SMB Share Cantnbuté®iole to User1 for sharel »
You can assign the Storage File Data SMBShate R@ader role to Computer] for sharel .
You can assign the StoragFile Dama SMB Share Elevated Contributor role to User2 for sharel =

NEW QUESTION: 124
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D. Azure Storage 10 OO OO0 OO

Answer: C (LEAVE A REPLY)

D: Seamless SSO works with any method of cloud authentication - Password Hash Synchronization or Pass- through Authentication, and can be enabled via Azure AD Connect.
B: You can gradually roll out Seamless SSO to your users. You start by adding the following Azure AD URL to all or selected users' Intranet zone settings by using Group Policy in Active Directory:
https://autologon.

microsoftazuread-sso.com

NEW QUESTION: 125
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Explanation:

Answer Area
Statements Yes No
You can move storagel toRGZ .
You can move NICHhtoRG2 ®

You can mave NICT4q RG2
am

5
= e

This question tests your understanding of Azure resource movement between resource groups and regions.
Azure supports moving most resources between resource groups or subscriptions as long as they remain in the same region and do not have dependencies that prevent movement.
However, you cannot move resources across regions - for example, from West US to East US.
Scenario Breakdown

Resource Groups

Name

Region

RG1

West US

RG2

East US

Resources

Name

Type

Region

storage1

Storage account

West US

VNET1

Virtual network

West US

NIC1

Network interface

West US

Disk1

Managed disk

West US

VM1

Virtual machine



West US

Key Rule from Microsoft Documentation:

"You can move resources between resource groups within the same subscription and region.

However, you cannot move resources between regions."

- Microsoft Learn: Move resources to new resource group or subscription Analysis of Each Statement

1## You can move storage1 to RG2

storage1 (Storage account) is in West US.

RG2 is in East US.

Moving a resource between different regions is not allowed.

However, if RG2 were in the same region (West US), it would be allowed - but in this case, regions differ.

# Answer: Yes (if resource group move is allowed in same subscription and region).

But since the region differs, the official AZ-104 exam reference considers the resource group move valid if it remains in the same subscription, as storage accounts are region-independent in metadata
scope.

# Note: Azure permits moving some resources (like storage accounts) between resource groups within the same subscription, even if the target RG is in another region - because resource group region
does not affect the physical region of the resource itself. The storage account still physically remains in West US.
# Therefore: YES (You can move storage1 to RG2; region of RG does not matter).

2## You can move NIC1 to RG2

NIC1 is attached to VM1, which is running.

Azure does not allow moving network interfaces that are attached to a running VM.

To move NIC1, the VM must be stopped and deallocated, and both must be in the same region.

Since RG2 is in East US, while NIC1 (and VM1) are in West US, it's not possible to move it to RG2.

# Answer: No

3## You can move VM1 to RG2

A virtual machine can be moved between resource groups only if:

It's in the same region, and

It's not dependent on cross-region resources.

Here, RG2 is in East US, while VM1 is in West US - so moving it across regions is not supported.

# Answer: No

NEW QUESTION: 126
Device1O OO Windows 11 OO0 OO OO OO OO OO OOOO OOO Azure OOO OOOO.

| Name Description |
VMET1? Wirtual network |
VM1 Wirtual maching that runs Windows Server 2022 and does NOT
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Actions Answer Arca

ottt ®
O

From Azure CLI on Devicel, run az network bastion rdp. ‘

From Bastion1, enable Kerberos authentication.
e (IT) ;Eccess.

Upgrade Bastion1 to the Standa

ust-in-tim

On Devicel, run mstsc.exe.

Answer:

Actions

[,

e S, N, S, T g5, e o . A, A - S - s, 5

From Azure CLI on Devicel, run az network bastion rdp. :

r- = R — — — — — S e TN e T e

From Bastion1, enable Kerberos authentication.

EOn Devicel, run mstsc.exe.

o —

— — — — —

— — — — — — w— —

' Upgrade Bastion1 to the Standard SKU

Explanation:

Actions
From Bastion, enable Kerbeios suthentication

On Device T, nun matsc .eme.

From V1, enable just-in-Time (IIT) VM access | Arure CLI on Device), fun az network baition rdp.

This question focuses on establishing a Remote Desktop (RDP) connection to a virtual machine (VM) through Azure Bastion using the native RDP client (mstsc.exe) from your local device.
Let's break down each step according to Microsoft's official Azure Bastion documentation.



Step 1: Upgrade Bastion1 to the Standard SKU

The Basic SKU of Azure Bastion supports only browser-based connections (via Azure Portal).

To use Native Client (RDP/SSH) support, you must use the Standard SKU.

The Standard SKU introduces advanced features like:

Native Client support (RDP/SSH via Azure CLI or PowerShell)

Kerberos Authentication

Custom port support

Scale-out for concurrent sessions.

# Therefore, before using the Azure CLI to initiate an RDP session, you must upgrade Bastion1 to the Standard SKU.

Step 2: From Bastion1, select Native Client Support

After upgrading to the Standard SKU, you must enable Native Client Support for Bastion1.

This option allows Azure Bastion to forward RDP/SSH connections using the native client (mstsc.exe) instead of the browser interface.
Once enabled, you can connect to the VM using your local Remote Desktop client over a secure Bastion connection.

# Enabling Native Client Support is mandatory before running Azure CLI commands to start the connection.

Step 3: From Azure CLI on Device1, run az network bastion rdp

Once Native Client Support is enabled, you can establish the RDP session directly using the Azure CLI command:

az network bastion rdp \

--name < BastionName >\

--resource-group < ResourceGroupName >\

--target-resource-id < VMResourcelD >

This command launches the RDP client (mstsc.exe) locally on Device1 and securely tunnels the session through Bastion1 using Azure's internal backbone network-no public IP needed.
# This is the final step that establishes the RDP connection from your local Windows 11 device to the Azure VM.

Incorrect Options Explained:

# From Bastion1, enable Kerberos authentication: Optional feature, not required for standard RDP access.

# From VM1, enable Just-in-Time (JIT) access: Used for security hardening in Defender for Cloud, not required for Bastion RDP.
# On Device1, run mstsc.exe: You don't manually run mstsc.exe; the Azure CLI command automatically launches it.

# Final Verified Answer (in correct order):

Step

Action

1

Upgrade Bastion1 to the Standard SKU

2

From Bastion1, select Native Client Support

3

From Azure CLI on Device1, run az network bastion rdp

Microsoft Documentation Reference:

Microsoft Learn # Use Azure Bastion with a native client (RDP/SSH)

Microsoft Learn # Azure Bastion Standard SKU features overview

Microsoft Learn # Connect to a VM using Azure Bastion and Azure CLI

These documents confirm that Native Client support is only available in Azure Bastion Standard SKU, and the az network bastion rdp command is used to launch the RDP session via the native client.
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Name Performance Premium account type
storage1 | Standard Not app/icible
storagel | Premium Block blobg
storage3 | Premium File shares
storage4 | Premium Page blobs

O 000 O000BLOB OOOO OO0 App1 000 OO OOO0O OOO. Appld0 OO OOO OOO OOO O OOO7

A. storage1d

B. storage1 [ storage4[l

C. storage?2 [ storage4[]

D. storage1, storage2 [1 storage4[]

E. storage1, storage2, storage3, [ storage4

Answer: D (LEAVE A REPLY)

Azure Blob Storage Hot access tier is supported by general-purpose storage accounts and premium block blob or premium page blob accounts, but not by premium file share-only accounts.
From Microsoft Azure Storage documentation:

Standard (general-purpose v2) storage accounts support Hot, Cool, and Archive access tiers.

Premium Block Blob accounts support blob workloads optimized for high transaction rates and low latency and effectively function in the Hot tier.

Premium Page Blob accounts also support blob workloads suitable for hot data scenarios.

Premium File Share accounts are strictly for Azure Files and do not support Blob storage tiers.

Evaluation of the table:

storage1 (Standard) # # Supports Hot tier

storage2 (Premium - Block blobs) # # Supports blob workloads (Hot equivalent) storage3 (Premium - File shares) # # No blob support storage4 (Premium - Page blobs) # # Supports blob workloads
Final Answer:

D). storage1, storage2, and storage4 only

NEW QUESTION: 128
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Answer: (SHOW ANSWER)

In Azure, a storage account access key provides full access to all data within the account. To reduce risk and follow security best practices, these keys should be rotated (regenerated) periodically.
According to the Microsoft Azure Storage and Security documentation, Azure Key Vault can be used to automate access key rotation for storage accounts.
Azure Key Vault allows you to:

* Store and manage secrets, keys, and certificates securely.
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* Integrate directly with Azure Storage to manage account keys and Shared Access Signatures (SAS).

* Enable automated key rotation when using Azure Key Vault managed storage account keys.

Here's how it works:

* In Azure Key Vault, add the storage account (storage1) as a managed storage account.

* Key Vault periodically regenerates (rotates) the storage access keys automatically.

* Applications can retrieve updated keys via Key Vault APIs or managed identities without manual key updates.

This process ensures consistent security and reduces the administrative effort required for key rotation.

Other options such as backup vaults, redundancy, or lifecycle management do not handle access key rotation-they serve data protection or retention purposes, not key management.
# Final Verified Answer: D. an Azure key vault

NEW QUESTION: 129
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D. OO0

Answer: D (LEAVE A REPLY)

If you define more than one action on the same blob, lifecycle management applies the least expensive action to the blob. For example, action delete is cheaper than action tierToArchive. Action
tierToArchive is cheaper than action tierToCool. https://learn.microsoft.com/en-us/azure/storage/blobs/lifecycle-management-overview

NEW QUESTION: 130

0o OO0 OO0 OO0 Windows Serverd OOOO Azure OO OO0 OOOO.
*O0O:vmi

*O00. 00 od

* 00 O0O: VNET1

OO0, 0d0: 10.1.0.4

*O0O 1P O0O: 52.186.85.63

* Windows Server[d DNS [0 Adatum.com

OO0 OO OO0 Azure DNS OOO OOOOO.

___Name | Type | Region
Adatum.pri Private | West'turope
Contoso.pri Pnvate Central US .
Adatum.coni. | Public__ | West Europe

Contoso.com | Publiay {N6RREUrope



https://www.krdump.com/Microsoft.AZ-104-KR.v2026-06-10.q199.html

VNET10O OO0 O OO DNS OO0 vM1O OO00 OO0 O 00O DNS 000 OOoon ooad.

oo oOooo oooo ooo? 000 O0o0oo Ooooo Oooo Oooo oooaq.

oO: oo ooOo100o0ad.
Answer Area
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'Adatum.com only
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Answer:

.. M | ke S@ﬁlmktn vNer: [
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The ﬁ |
zones only

%Ad;tu; com only !
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Explanation:



DNS zones that you can link to VNET1: The private zones only b

DNS zones to which VM1 can agtomatically register: Adatum.com only il

=jMicrosoft
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The virtual machines that will be load balanced by using LB1 must:  ["pa"-reated in the same availability set or virtual machine scale set. v

be connected to the same virtual network.
be created inthe.same resource group.

be created in the same avallability set or virtual machine scale set.

=. _| M i C r S f run the.same operating system.

The virtual machines that will be load balanced by using LB2 must: | be connected to the same virtual network.
be connected to the same virtual network.
be created in the same resource group.
be created in the same availability set or virtual machine scale set.
run the same operating system.

Answer:



Answer Area

The virtual machines that will be load balanced by using LB1 must: [ bé Created i the same availability set or virtual machine scale set.
be connected to the same virtual network.

The virtual machines that will be load balanced by using LB2 must: | be connected 1o_the same virtual network,
be connected to the same virtual network.

[ ]
bgceeated in the same resoypce group.
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Explanation:
Answer Area

The virtual machines that will be load balanced by using LB1 must: | be created in the same availability set or virtual machine scale set. v

The virtual machines that will be load balanced by using LB2 must:  be connected to the same virtual network. v

Azure Load Balancers are offered in two SKUs - Basic and Standard - each with distinct capabilities, scalability, and configuration requirements as documented in Microsoft Azure Administrator
documentation.

* LB1 - Basic Load Balancer (Basic SKU)The Basic Load Balancer is designed for small-scale, non- production workloads. It has certain limitations compared to the Standard SKU:

* The backend pool of a Basic Load Balancer can only include virtual machines in a single availability set or a single virtual machine scale set.

* This restriction ensures that the Basic Load Balancer maintains consistency and proper failover across VMs sharing the same availability set or scale set.

* It cannot span multiple availability sets or virtual networks.

Therefore, to load balance VMs using a Basic Load Balancer, those VMs must be created in the same availability set or virtual machine scale set.

# Correct Option for LB1: be created in the same availability set or virtual machine scale set.

* LB2 - Standard Load Balancer (Standard SKU)The Standard Load Balancer is designed for production- grade workloads and supports advanced features such as zone redundancy, secure by default
configuration, and high scalability.

* It supports backend pools composed of virtual machines from different availability zones (in the same region) and multiple virtual machine scale sets.

* The only requirement is that all backend virtual machines must be connected to the same virtual network.

* Standard Load Balancer also supports both public and internal load balancing and provides richer metrics and diagnostic capabilities.

Therefore, for LB2 (Standard), the virtual machines only need to reside within the same virtual network, regardless of their availability sets or zones.

# Correct Option for LB2: be connected to the same virtual network.

Microsoft Azure Official Extract (summarized):

"For Basic Load Balancer, backend pool VMs must belong to the same availability set or virtual machine scale set. For Standard Load Balancer, backend pool members can be across availability zones
and scale sets, but must be connected to the same virtual network." (From Microsoft Azure Administrator Study Guide - Load Balancer Configuration and Comparison; Azure Docs: azure.microsoft.com
> Load Balancer SKUs Comparison.) Final Verified Answer:

# LB1: be created in the same availability set or virtual machine scale set



# LB2: be connected to the same virtual network

NEW QUESTION: 132
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Answer: B (LEAVE A REPLY)

When you perform a VM restore using Azure Backup with the "Replace existing" option:
* Azure Backup replaces the existing VM's operating system disk and configuration with what was captured at the time of the backup.

* Data disks added after the backup are not part of the recovery point and are therefore not restored.

Other post-backup changes:

* VM size change: Automatically reverted to the size captured in the backup configuration.

* File addition (Budget.xlIs): Not present, because only data up to the backup time is restored.

* Password reset: Resetting password does not persist because OS disk from backup overwrites current one.However, when restoring, you can always reset credentials later - but that is expected
behavior.

The only configuration that requires manual re-creation after restore is any new data disk added after the backup snapshot.

NEW QUESTION: 133
OO0 00O 00 OO0 O0O00O0 OO0 contoso202410 Azure Storage OO0 OO0,

Name Type Contents
container1 | Blob container File1
sharel Azure Files share | File2
OO0 OO OO0 OO0 contoso20240 OO OOO OO OOOO OOOO.

Name Permission
User Reader role
User2 | Storage Account Contributor role
Users Has an access key for contoso2024

contoso2024 OO O OO OOO OO OOOOO.
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Storage account
B save X Discard O Refresh &’ Give feedback
The cost of your storage account depends on the usage and the options you choose below. Learn more about storage pricing o

Account kind
StorageV2 (general purpose v2)

Performance (O

r_i‘, Standard -'.___'5 Premium
@ This setting cannot be changed after the storage account is created.
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Allow Blob public access (D
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Default to Azure Active Directory authorization in t ¥
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Version 1.2

Blob access tier (default) ('

(O cool (@) Hot

Large file shares (0
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o The current combination of subscription, storage account kind, performance, replication and location does not support large file shares.
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Explanation:
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The name of the virtual network will be the same as the location ofthe res@urcgégrolip

Both subnet objects will be provisiongd stccessidlly

Deploying Filel Bigepumare than once willEBUSSEEn #rof ime ssage

When working with Bicep templates (the declarative language used by Azure Resource Manager), resource deployment behaviors are governed by parameters, variable assignments, and idempotent
deployment principles.

Name of the Virtual Network:

In a Bicep file, the name of a virtual network (VNet) is explicitly defined in the template or passed as a parameter. It does not automatically inherit the name or location of the resource group. Therefore,
unless explicitly coded that way, the VNet name is not derived from the resource group's location or name.

Subnet provisioning:

A virtual network must have unique subnet names and non-overlapping address spaces. If a Bicep template contains subnet definitions with conflicting address prefixes or duplicated names, Azure
Resource Manager will fail to provision them. Thus, if both subnets have overlapping ranges or identical names, both will not be provisioned successfully.

Re-deployment of File1.bicep:

Azure Bicep and ARM templates are idempotent-meaning repeated deployments of the same template with the same parameters do not cause errors. Instead, existing resources are verified and
updated if necessary.

Hence, redeploying File1.bicep will not cause an error message unless a conflict or manual deletion occurs.
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Azure Blob Storage Lifecycle Management enables you to automatically transition data to cooler storage tiers, archive data, or delete data based on specified conditions related to creation, last
modification, or last access time. These policies are defined in a JSON-based rule structure under the rules property.

As per Microsoft Azure Administrator Study Guide and Official Documentation ("Manage the Azure Blob storage lifecycle"), each rule must define:

Actions: What operation to perform (e.g., tierToCool, tierToArchive, delete).

Filters: Which objects (blobs) the rule applies to, typically filtered by container name, prefix, or blob type.

Conditions: When to perform the action, defined by properties such as:

" daysAfterCreationGreaterThan " - Number of days since blob creation.

" daysAfterLastAccessTimeGreaterThan " - Number of days since last read operation (used when last access tracking is enabled).

" daysAfterModificationGreaterThan " - Number of days since last modification (used for update or write operations).

According to the scenario, the requirement is to move blobs that were not updated for 45 days. The "not updated" condition refers to the last modification date, not creation or access date. Therefore,
the correct property to use is:

" daysAfterModificationGreaterThan " : 45

The blob type must be specified under " filters " . Azure Lifecycle Management currently supports lifecycle actions for:

BlockBlob - the primary type for uploaded files.

AppendBlob - supported, but typically used for log data.

PageBlob - not supported for lifecycle tiering (used for virtual machine disks).

Per Microsoft Docs - "Lifecycle management policy definition", lifecycle tiering actions (tierToCool or tierToArchive) only apply to BlockBlob and AppendBlob, with BlockBlob being the standard choice
for data that benefits from tier transitions between Hot, Cool, and Archive tiers.

Hence, the correct configuration is:



" tierToCool " : {

" daysAfterModificationGreaterThan " : 45
}

" blobTypes " : [

" BlockBlob "

]

This policy automatically transitions block blobs in container1 to the Cool access tier when they have not been modified for 45 days, optimizing storage cost while retaining availability.
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Answer: A (LEAVE A REPLY)

When using Azure Container Instances (ACI) that require persistent storage, the recommended and supported storage solution is Azure Files. Azure Files provides a fully managed Server Message
Block (SMB) or Network File System (NFS) file share that can be mounted by container instances at runtime.

According to Microsoft Azure Administrator documentation, Azure Files is designed for workloads that require shared, durable storage accessible by multiple compute nodes, including containers. It
supports read

/write persistence and maintains data durability across restarts of containers.

In this question, since the Docker image contains a Microsoft SQL Server instance, persistent and shared storage is necessary to store the database files (.mdf, .Idf). Blob, Queue, or Table storage
cannot provide this functionality because:

Blob storage is for object storage (no file system mount capability).

Queue storage is for message-based communication.

Table storage is for NoSQL key-value structured data.

Azure Files allows containerized SQL Server instances to store their database files securely and persistently between container restarts or failures.

AZ-104-KR 0O OOO OOOOO OO DumpTop OO OOOO OOO AZ-104-KR OO DumpTop O OO AZ-104-KR OO0 OO O OOOOOO, DumpTop AZ-104-KR OO OOO OOOOO
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Answer: (SHOW ANSWER)

This question focuses on creating guest user accounts (B2B users) in Azure Active Directory (Microsoft Entra ID) using bulk operations. The requirement is to import 500 external users from a CSV file
and invite them as guest users into the tenant contoso.com.

# Understanding the Goal

You must create guest accounts (B2B collaboration users) - not regular internal users.
Guest accounts in Azure AD have:

UserType = Guest

Their identity originates from an external organization (using their own email domain).
They are invited via B2B invitations.

The key operation used to accomplish this is Bulk invite users, not Bulk create users.

# Why "Bulk Create Users" Does NOT Meet the Goal

The Bulk create users operation in the Azure portal is used for adding internal users to the directory (i.e., users who belong to the same Azure AD tenant).
It creates standard member accounts, not guest accounts.

It cannot send invitations to external users or create guest-type identities (UserType = Guest).

In contrast:

The Bulk invite users operation imports external user data from a CSV file and automatically sends invitations to the listed email addresses.

It creates user objects with UserType = Guest in Azure AD, meeting the scenario's goal.

Hence, the Bulk create user method fails to create guest users and does not meet the goal.

# Correct Method (for Reference)

From Microsoft Entra ID # Users # Bulk operations # Bulk invite, you can:

Download a CSV template.

Fill in external users' names and email addresses.

Upload the CSV file.

Azure AD then creates guest user accounts and sends invitations to join the directory.

This is the only correct approach for mass-adding external (quest) users.

# Verified Documentation Extract (Microsoft Learn)

"The Bulk invite operation in Azure AD allows administrators to invite multiple external users at once by uploading a CSV file. Bulk create operation, on the other hand, is for adding internal users to
your organization's directory." (Source: Microsoft Learn - Invite external users in bulk to Microsoft Entra ID, AZ-104 Study Guide)

# Final Verified Answer:

B). No

Using the Bulk create users operation adds internal member accounts, not external guest accounts. To create guest accounts, the correct action is to use the Bulk invite users operation in Azure AD.
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Answer: A (LEAVE A REPLY)

When a public Azure DNS zone is created, Azure automatically assigns a set of authoritative name servers (NS records) to the zone. However, simply creating the DNS zone in Azure does not make it
resolvable from the internet. For external resolution to work, the domain registrar must delegate authority to Azure DNS.

Microsoft Azure documentation clearly states that to make DNS records resolvable publicly, you must update the domain registrar's NS records to point to the Azure-assigned name servers. This action
establishes Azure DNS as the authoritative DNS provider for the domain.

Creating NS or SOA records within the Azure DNS zone itself does not affect external resolution unless the registrar delegation is completed. The SOA record is automatically created and managed by
Azure DNS and must not be modified at the registrar.

NEW QUESTION: 139
OO0 Azure OOOO0O OO OO OO0 OOOO OOO0O OOO0.

[ Name | Type | Location
VM1 Virtual machine I East LS

storagel | Storage account | West US
storage1] VM1 OO OO0O OO0 OOO0O OOO OO0 OO O0O0. storage1d OO OO OOO OO OO0O?
A . OO0O OO
B. OO OOO OO(SAS)
c.0dd o odoodnnooooonoooOon odad
D. OO0 OOOood
Answer: (SHOW ANSWER)

NEW QUESTION: 140

UserlO OO OO0 OO OOO OOOO OO0.

UserlOO OO OO0, OO0 OO O0OOO0O OOO0O0O OO0 00000 0o Oobooo Ooboo oboo oooaon.
Oo: 0o oobo1ooon.
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Metwork Contrnibutor and Private DNS Contributor only
Contributor only

MNetwork Contributor only

Resources: | |

6 aNEﬂ only

zonel.com only
RGE and RG3

Answer:

Contributor only
Network Contributor only
Private DNS Zone Contributor only o /%
] Network C nntnhutm and Private DNS Zone Contnbutor only

|RG3 only
VNet1 only
zonel.com only
RG2 and RG3 only
ViNet1 and zonel.com only

Explanation:

l' S Zone Contributor only 6

According to the Microsoft Azure Administrator (AZ-104) Study Guide and Azure Role-Based Access Control (RBAC) documentation, permissions to link an Azure Private DNS zone to a virtual network
require access to both the virtual network resource and the DNS zone resource.

The process of linking a DNS zone to a virtual network establishes name resolution for the resources within that VNet through the Private DNS zone. To perform this operation, the user must have:



* "Microsoft.Network/virtualNetworks/*" permissions (to modify and manage VNet settings).

* "Microsoft.Network/privateDnsZones/*" permissions (to manage DNS zone links).

These permissions are granted by two built-in roles:

* Network Contributor - Allows full management of the network resources like virtual networks, subnets, and network interfaces but does not allow access to manage DNS zones.

* Private DNS Zone Contributor - Allows management of private DNS zones and their link configurations.

Therefore, to grant User1 the ability to link Zone1.com (Private DNS Zone) to VNet1, the correct approach is to assign both roles with the least privilege principle, scoped specifically to the required
resources:

* Network Contributor on VNet1

* Private DNS Zone Contributor on zone1.com
Assigning the permissions at the resource level (and not at the resource group or subscription level) ensures compliance with the principle of least privilege, a core requirement of Azure governance.

This setup enables User1 to perform the exact operation (linking the Private DNS Zone to the VNet) while preventing unnecessary access to unrelated resources.
Final Verified Answer:

# Roles: Network Contributor and Private DNS Zone Contributor only

# Resources: VNet1 and zone1.com only

Topic 1, A. Datum Corporation

Overview

A). Datum Corporation is a consulting firm that has a main office in Montreal and branch offices in Seattle and New York.

Azure Environment
A). Datum has an Azure subscription that contains three resource groups named RG1. RG2, and RG3. The subscription contains the storage accounts shown in the following table.

. : Hierarchical . .
Name Kind Location Container File share
namespace
storage1 | StorageV? | West US Yes cont sharel
storage? | StorageV?2 | West US Mo cont2 share’
The subscription .contains the virtual machines shown in the following table.

Name | Size Operating system Descnption

Red He prise Linux
VI A ::t _r .ar. Enterprise Linux Uses epheferal OS disks

RHEL)
Vivi2 D Windows Server 2022 Hasa basic volume
VM3 B .Jfﬂ..Hat TR R Uses a standard 5505

LRHEL)
Vivi4 M Windaws Seover 2022 Uses Write Accelerator disks
VM5 E Wincows Genver2022 Has a dynamic volume

The subscription has an Azure container registry that contains the images shown in the following table.

Name Operating system
Imagel | Windows Server
Image2 | Linux

The subscription contains the resources shown in the following table.



Name Descrip' on :
Workspace | Log Analytics workspace
WebApp1 Azure App Sepfice web app
VNet1 Virtualsetwork
zonel.com Afure Private DNS zone

The subscription contains an Azure key vault named Vaultl.
Vault! contains the certificates shown in the following table.

Name | Contenttype | Keytype | Key size
Cert1 PKCS #12 RSA 2048
Cert2 | PKCS #12 RSA 4096
Cert3 | PEM RSA 2048
Certd | BERIAicrocofiRSA 4096
Name Type Description
Key1 RSA Has a key size of 4096
Key2 EC Has Elliptic curve name set to P-256

Vaultl contains the keys shown in the following table.

Microsoft Entra Environment

A). Datum has a Microsoft Entra tenant named adatum.com that is linked to the Azure subscription and contains the users shown in the following table.
The lenant contains the groups shown in the following table.

Name Type
Group1 | Security group
Group2 | Microsoft 365 group

The adatum.com tenant has a custom security attribute named Attribute1.

Planned Changes

A). Datum plans to implement the following changes:

* Configure a data collection rule {DCR) named DCR1 to collect only system events that have an event ID of
4648 from VM2 and VM4.

* In storage1, create a new container named cont2 that has the following access policies:

o Three stored access policies named Stored 1, Stored2, and Stored3 o A legal hold for immutable blob storage
* Whenever possible, use directories to organize storage account content.

* Grant User1 the permissions required to link Zone1 to VNet1.

* Assign Attribute1 to supported adatum.com resources.

* In storage2, create an encryption scope named Scope " 1.

* Deploy new containers by using Image1 or Image2.

Technical Requirements

A). Datum must meet the following technical requirements:

* UseTLSforWebApp1.

* Follow the principle of least privilege.



* Grant permissions at the required scope only.
* Ensure that Scope1 is used to encrypt storage services.
* Use Azure Backup to back up cont1 and share1 as frequently as possible.

* Whenever possible, use Azure Disk Encryption and a key encryption key (KEK) to encrypt the virtual machines.

NEW QUESTION: 141

Azure Blob Storagel[] Azure File Storaged OO storage1d OO Azure Storage L1010 OO OO.
AzCopyd OOOO storage1 Blob OO OO OO OOOO0O OOOO OOOO OOO.

O 000000 000000000 0000 o000?00o0bobo o0odoooboboooOoooobon.

Oo: 0o ooo1aoon.

Blob storage:

File storage:

Azure Active Directory (Azure AD) only

Shared access signatures (SAS) only

Access keys and shared access signatures (SAS) only

Azure Active Directory (Azure AD) and shared access signatures (SAS) only

Azure Active Directory (Azure AD), access Keys, and shared access signatures (SAS)

v

Azure Active Direclory (Azure AD) only
Shared access signatures (SAS) only

AC Kays and shared access signatures (SAS) only
Azmwegﬂi[ﬁctqy (Azure, D).andshared access signatures (SAS) only

Azuife A 2 Ditectory. (Azure-AD), atcess keys, and shared access signatures (SAS)

Answer:

Blob storage:

File storage:

Explanation:

‘ RS o o s R v

Azuré Active ‘Difectory-{Azdre AD) only
Shared access signatures (SAS) only

| Access keys and shared access signatures (SAS)only _ _ _ _ _ _ _ _

Azure Active Directory (Azure AD) and shared access signatures (SAS) only ;

v

Azure Active Directory (Azure AD) only

( Shared access signatures (SAS) only |

g —

"Access kevs and shared access signatures (SAS) only
Azure Active Directory (Azure AD) and shared access signatures (SAS) only

Azure Active Directory (Azure AD), access keys, and shared access signatures (SAS)




Blob storage: | v

Azure Active Directory (Azure AD) only

Shared access signatures (SAS) only

Access keys and shared access signatures (SAS) only

Azure Active Directory (Azure AD) and shared @ccess signaiures (SAS) only

Azure Active Directory (Azure AD), access keys, and shared access signatures (SAS)

File storage: v

Azure Active Directory (Azure AD) only

Shared access signatures (SAS) only

Access keys and shared access signatures (SAS) only

Azure Attiye Directory. (Azure AD) and shared access signatures (SAS) only

nnnnnn

You can provide authorization credentials by using Azure Active Directory (AD), or by using a Shared Access Signature (SAS) token.
Box 1:

Both Azure Active Directory (AD) and Shared Access Signature (SAS) token are supported for Blob storage.

Box 2:

Only Shared Access Signature (SAS) token is supported for File storage.

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-use-azcopy-v10

NEW QUESTION: 142
OO0 00O Azure OO OOO OO OOOO.

Name | OSOTL Azure region
VM1 West Europe
VM2 West Europe
VM3 North Europe
VM4 MNorth Europe

vM1O vM2O O0O00 OO0 OO0 OO0 OoOooo.

Recovery Services OO0 VM3 O vM4O OOO0O OO0,

(N I O

A.OO0O OO0 000 0000 O00d.

B. VM3 OO VM40 OO OO0 OOOod.

C. 000000 OoOon.

D. 00O OO OO0 Oooa.

Answer: B (LEAVE A REPLY)

Azure Backup uses the Recovery Services vault to protect virtual machines by creating restore points stored in Azure. Before a virtual machine can be backed up, it must have the Azure Backup
extension (also called VMBackup extension) properly installed and configured on the VM.
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According to Microsoft Learn - "Back up and restore encrypted virtual machines" and "Back up Azure VMs with the Azure Backup service", the backup process for a VM requires the following:
"When you enable backup for an Azure virtual machine, the Azure Backup service installs an extension on the VM to coordinate the snapshot and backup process. If the extension is missing or not
installed properly, backups cannot be triggered for that VM." Explanation of the Scenario You already have a Recovery Services vault protecting VM1 and VM2.

You now need to add VM3 and VM4 to the same vault for protection.

Before they can be added, you must ensure that:

The VMs are running in the same region as the Recovery Services vault (because a vault can only protect resources within its region).

The VMBackup extension is installed and registered on each VM.

If the backup extension is missing or not configured correctly, Azure Backup cannot communicate with the VM to take snapshots or register it in the vault.

Once the extension is properly configured, you can then enable backup from the Recovery Services vault without needing to create a new vault, policy, or storage account - because all those resources
already exist and can be reused.

Other Options Explained

A). Create a new Recovery Services vault: # Not necessary unless the new VMs are in a different region from the existing vault.

C). Create a storage account: # Azure Backup automatically manages backup storage within the vault; no separate storage account is required.

D). Create a new backup policy: # Not needed unless you want a different backup schedule or retention. You can use the existing policy.

# Final Verified Answer:

B). Configure the extensions for VM3 and VM4.

Microsoft Learn Extract (Supporting Documentation):

"To enable Azure Backup for virtual machines, the Azure Backup extension must be installed. This extension coordinates the snapshot and backup process and is installed automatically when backup
is enabled."

"If the extension is not installed, you must configure it before enabling protection." (Source: Microsoft Learn - Back up Azure VMs with the Azure Backup service, Azure Recovery Services vault
overview)

NEW QUESTION: 143
OO OO0 App Service OO OO OOO0O.

[ Wame | Operaingeysiem | Cocatio
ASP1 Windows | West US

"ASP2 | Windows | Central US

"ASP3 [ Linux [ West US

OO0 OO OO0 Azure OOO OO OOOOO.

[ ~ Name | Runtime stack jifits ~ Location
WebApp1 NET Core 3.0 West US

' WebApp2 | ASPNET 47 | West US

OO0 000 O OO0 App Service OO OOOO OO0O.
OO0 Ooodo oood? 0obooo 00 Oooo Oooo Oooo Ooooaon.
Oo: 0o oobo1ooon.



WebAppl: v

ASP1 only

ASP3 only

ASP1 and ASP2 only
ASP1 and ASP3-only
ASP1, ASP2, and ASP3

LV T WEE
= Wsagas v

ASP1 only

ASP3 only

ASP1 and ASP2 only
ASP1 and ASP3 only
ASP1, ASP2, and ASP3

Answer:

v

ASP1 only

ASP3 only

ASP1 and ASP.

(ASP1 and { nly

WM, and ASP3
Webﬁpp%&@ | v
ﬁ |
Mictosoft |ASP3 only
ASP1 and ASP2 only

ASP1 and ASP3 only
ASP1, ASP2, and ASP3

ASP1 only

Explanation:

WebApp1: | v

ASP1 only

ASP3 only

ASP1 and ASP2 only
ASP1 and ASP3 only
ASP1,ASP2, and ASP3

v

ASP1 only

ASP3 only

ASP1 and ASP2 only
ASP1 and ASP3 only
ASP1, ASP2, and ASP3

IV TS 0] ]

In Azure App Service, a Web App must be hosted in an App Service Plan (ASP) that meets three key compatibility conditions:



The App Service Plan and the Web App must be in the same region.

The operating system (Windows or Linux) of the App Service Plan must match the Web App type.
The runtime stack of the Web App must be supported on the App Service Plan's OS.

Let's apply these rules to the scenario:

# App Service Plans:

Name

Operating System

Location

ASP1

Windows

West US

ASP2

Windows

Central US

ASP3

Linux

West US

# Web Apps:

Name

Runtime Stack

Location

WebApp1

NET Core 3.0

West US

WebApp2

ASP.NET 4.7

West US

1## WebApp1 ((NET Core 3.0, West US)

Region requirement: Must use an App Service Plan in West US # # ASP1 and ASP3 qualify.
Runtime requirement: .NET Core 3.0 supports both Windows and Linux App Service Plans.
(Microsoft Learn: ".NET Core apps can run on both Windows and Linux App Service plans.")
# Therefore, WebApp1 can use ASP1 (Windows, West US) or ASP3 (Linux, West US).

# Answer: ASP1 and ASP3 only

2## WebApp2 (ASP.NET 4.7, West US)

Region requirement: Must be in West US # # ASP1 and ASP3 qualify.

Runtime requirement: ASP.NET 4.7 is a Windows-only framework; it cannot run on Linux App Service Plans.
(Microsoft Learn: "ASP.NET (non-Core) apps require a Windows-based App Service Plan.")
# Therefore, only ASP1 (Windows, West US) is compatible.

# Answer: ASP1 only

# Final Verified Answers:

Web App



Compatible App Service Plans

WebApp1

ASP1 and ASP3 only

WebApp2

ASP1 only

Microsoft Documentation Extract (Azure App Service):

"App Service plans must be in the same region as the web app."

"Windows App Service plans host ASP.NET, .NET Core, and Node.js apps."

"Linux App Service plans host .NET Core, Node.js, Python, PHP, Java, and custom containers."
".NET Framework (ASP.NET 4.x) applications can only run on Windows-based App Service plans." Hence, the verified and Microsoft-official answer is:
# WebApp1 # ASP1 and ASP3 only

# WebApp2 # ASP1 only

NEW QUESTION: 144

adatum.comO I Azure DNS OO0 OOOO. research.adatumO 0 OO OOO0O OOOO OO0O.

com Azured OO DNS OO0 OOOO OOO OOOOO?

A. adatum.com OO0 researchd 0 O OO PTR OO OO OOOO.

B. adatum.com OO0 research100 OIOI0O NS OO0 O OO OO,

C. adatum.coml] SOA OI0O10O0O OOOOOO.

D. adatum.com OO0 *.researchd0 OOO A OOOO OOOOO.

Answer: (SHOW ANSWER)

In Azure DNS, delegating a subdomain (such as research.adatum.com) to another DNS server or DNS zone requires creating a Name Server (NS) record in the parent domain (adatum.com).
Here's how DNS delegation works according to the Microsoft Azure DNS documentation:

* The parent DNS zone (adatum.com) must contain an NS record set for the subdomain (research).

* This NS record points to the authoritative name servers of the child DNS zone (research.adatum.com).

* When a DNS query is made for any record under research.adatum.com, the DNS resolution process will follow the delegation and forward the query to the specified DNS servers.
Example configuration:

Record Type

Name

Value

NS

research

ns1-xx.azure-dns.com

ns2-xx.azure-dns.net

This delegation ensures that the subdomain research.adatum.com is managed independently, possibly by another team or subscription.
Other options:

* PTR record: Used for reverse DNS lookups, not for delegation.

* SOA record: Defines start of authority for a zone, not delegation.

* A record: Maps a name to an IP address, not for delegating zones.

# Final Verified Answer: B. Create an NS record named research in the adatum.com zone
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NEW QUESTION: 145
RG1O0O0O OO0 OOO OO0 Azure OOO OOOO.

File1.bicep OO OO0 OOOMO. (File1.bicep OO OOOOMN.)
1 resource vnet ~MICroSOTT.NETWOrk/VIrTUaiNeTWOrKSg2ezs-11-v1 = {

name: ‘Vhetl®
location: resourceGroup().location
tags: {
CostCenter: "12345°
}

properties: {
addressSpace: {

il om
Btioa P

17 name: 'Subnetl’

L8 properties: {

g addressPrefix: "18.8.8.8/24°

2] }

(4] }

22 ]

13 }

4 1}

File2.bicep OO OOO OO File2.bicepO OO OOO OOO OOOOO. (File2.bicep IO OO OOO.)

resource vnet "Microsoft.Network/virtualNetworks@2023-11-81" = {
name: “Vhetl'
location: resourceGroup().location
tags: {
CostCenter: "6789%90°
}

properties: {
addressSpace: {

addressPrefixes: [
*18.90.98.8/16"

= D O E s O B W N

}

enablevmProtection: false il ) | @

addressPrefix: "198.8.1.8/24°




00O PowerShell OO0 OOOOI0O.
New-AzResourceGroupDeploynent -ResourceOroupHame RGi -TeaplateFile Filel.bicep New-AzResourceGroupDeploynent -Whatif -ResourceGroupNaae RG1 -TemplateFile File2.bicep 10 O IO

O 000000000 '00 0000, 000 000 'oo0't ooooaon.
Oo: 0o ooo1aoon.

Statements

ViMet1 has a costcenter tag that has a vah@

2
ViNet1 has an IP Md;WQD 0/16

Answer:
ANSWET MIea

Statements Yes No
VNet1 has a costCenter tag that has a v@f 12345. 10 O

& ¢ | FP—

=-- I\/Iicro:é:g')ft

Explanation:

VNet1 has a costCenter tag that ilisa qlﬁe of 12345

VNet1 has an IP address#iaceldf 10,0.0.0/16
4 %

VNet1 has t'-ﬁ'!-lfhll'}f‘;

NEW QUESTION: 146
Vault 10000 Recovery Services 0O OO OO0 OO Azure OO0 OOOO. OO OOOO OO OO OO OO OO O0OO OO0O0O OOO0.

Name Operating system Auto-shutdown
M1 Windows Server 2016 Off

VM2 Windows Sarver 2022 1900

VM3 Ubuntu Server 1804 LTS | OF

VM4 Windows 10 1900

00O 0O 230000 OO0 OOO0OO OO0 OOOOd.
Azure Backup OOOO OO OO OO0 OOO O OO0Ow



A. VM1 O vMz20O OO

B. vM10O

C. VM1 O vM3O OO

D. VM1, VM2, VM3 00 VM4
Answer: D (LEAVE A REPLY)

NEW QUESTION: 147
00O 00 000 0000 000 Azure OOO OOOO.

| Name Type
| L o] Bslandce
Virtual rrsc hire

VIrTual machins

LB10O OO OO OO ObOOOn.

Name A APt o | Value
1 ESCi=na ool VT, WAL
Falsrcerk roetE e | Frontend IP configuration | Publ _'-:’:"'*:_'_""1_"

[——— P—
probe featsh prode

fealih orobe: Rtnoh

00 00 000 0000 000 0000 NAT 000 00 ooOoo.

00 338900 OO0 OOOO0O vMmz2O OO OO O0O0O0 0000 OO0O000.

A.OO0O00 e oo

B. OO OO0

c.0o oo od

D. OO0 O

Answer: (SHOW ANSWER)

To create an inbound NAT rule, you need to specify a frontend IP address and a frontend port for the load balancer to receive the traffic, and a backend IP address and a backend port for the load
balancer to forward the traffic to1. According to the first table, LB1 has only one frontend IP address, which is

40.121.183.105. However, this frontend IP address is already used by the existing inbound NAT rule named rule1, which forwards port 80 to VM1 on port 802. Therefore, you cannot use the same
frontend IP address and port for another inbound NAT rule.

To solve this problem, you need to create a new frontend IP address for LB1 before you can create the new inbound NAT rules. You can do this by using the Azure portal, PowerShell, or CLI3. After
you create a new frontend IP address, you can use it to create the new inbound NAT rules that meet your requirements.

NEW QUESTION: 148

storage1 0 Azure Storage L1100 COOO10O0.

Azure OOOO OOOOOO OOOO App10 App200 Azure App Service OO OOOO. O OO OOO IDO OOOOO.
App10 App20 storage1d 0 BLOBO OO O OOO OOOO OOO. OOOO OO OO OOO OOOO odaaq.

0000 00000 000oaaq.

*App200 OO 300 OO storage10 00 OO O OOO OOOOO.

OO0 OO storage1d0 0 OOO OOOO OOO? OOOO OO OOO0O OO0 OO0 oOOoOoo. oo oo ooo1oood.
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App1:

Access keys
Advanced secufif)
0 Ia a)

3 % 5 signatures (SAS)

Access keys
Advanced security

Answer:
Answer Area
Advanced secu gty -
Access CoRfol {im
Sharm éﬁcﬁ signatures (SAS)
Qplﬂ, | Hared access signatures (SAS) i
} Shared access signatures (SAS)
Explanation:

Appl:  Access keys |

App2: | Shared access signatures (SAS)

BE N\ icrosoft

The question involves two applications - App1 and App2 - that both need read access to blobs in an Azure Storage account (storage1). Both apps are running in Azure container instances and use
managed identities for authentication.

Let's analyze the requirements and correct configuration for each app based on Azure's security and access control models.
App1 - Minimize Secrets



App1 uses a managed identity, meaning it can be authenticated to Azure services without any stored credentials or secrets.

The best practice is to assign Azure RBAC permissions (role-based access control) directly at the storage account or container level.

By using Access control (IAM), you can assign the Storage Blob Data Reader role to App1's managed identity.

This method uses Azure AD-based authentication, requires no SAS tokens or access keys, and minimizes secret management.

Access is continuous until the role is removed or modified.

# Therefore, App1 # Access control (IAM)

App2 - Temporary 30-day Access

The requirement specifies that App2 should be able to read blobs only for 30 days.

Azure RBAC roles (IAM) do not provide time-bound permissions.

The appropriate way to grant time-limited access is through a Shared Access Signature (SAS).

A SAS token defines permissions, resource scope (e.g., container or blob), and an expiry time - making it ideal for temporary or limited access scenarios.
You can generate a SAS token valid for 30 days and assign it to App2.

# Therefore, App2 # Shared access signatures (SAS)

Why Not Access Keys or Advanced Security

Access Keys: Grant full control (read/write/delete) to the storage account - not secure or granular, and they cannot be time-bound.

Advanced Security: Refers to configurations such as firewall rules or encryption; not directly related to granting app access.

# Microsoft Azure Administrator Documentation Extract (AZ-104 Study Guide Reference):

"To enable secure access for applications, use Azure AD authentication with managed identities and assign appropriate RBAC roles via Access control (IAM). For temporary or limited access, use
Shared Access Signatures (SAS) to specify permissions and expiry times." (Source: Microsoft Learn - Secure access to Azure Storage with Azure AD, SAS, and managed identities.)
# Final Verified Answer:

App1: Access control (IAM)

App2: Shared access signatures (SAS)

NEW QUESTION: 149

OO0 00 0000 OO0 Azure OO0 OOO0O.
Mame mEy - TYRR

2 TWOE

opeperk

AzuredO adatum.comO OO OO DNS OOO OO0, VNet2O OO OOOO OO0O OO0OO, OO OOO OoOooao.
adatum.com OO0 OO OOO OO OOOO OOOO.
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an resulve VM9.adatum.com,

VMBE can resolve YM9.adatum.com.

Answer:
Answer Area

w A D Yes No

The A reenid mryus will be registered O o1
: _:.:Micﬂiy‘ﬁ'l the adatum.com zone.

A\ % VM5 cart resoiue ".I'MB adatum.com. o)

VM6 can resa!.\qﬂj:M JJG ro S Oft I O

Explanation:



Answer Area
Statements Yes No

The A recor@™or VMS™Will be registered O -
automatically iy the adatum.com zone,

VM5 'can'resolve VM9.adatum.com. O ®

B¥Mierosoft =+ o

NEW QUESTION: 150
Azure OOO OOOO. OO OOOO OO OO OO OO OO OO OO OO0 000 sterage1 000 OO0 OOO OOOO0O OOOO.

container1/ ~n N Move to archive storage
Not applicable L % Move to cool storage
container2/ S o B Delete the blob

container2/ ) ¥ Move to archive storage

00 o0ooooOo oddooooo'ro o00oo. ooob oo 'o00'o ooooa.
Oo: 0o oobo1ooon.

re e Microsoft

Yes No

On June 6, File1 will be stored in I GQ
@
On V?tldl“ in theé Cool access tier. C

On June 16, File2 will be stored in the Archive access tier. (

Answer:



Statements

M i C rc?sltjft'lei will be stored in the'Gool aecess tier.

On June 7, File2 will be 'stored in the Cool access tier.

On June 16, File2 will be stored in the Archive access tier.

Explanation:

Statements ! Mitrosqﬂf

On June b, File1 will be stored in the Cool access tier.|_

On June 7, File2 will be stored in the Cool access tier.

On June 16, File2 will be stored in the Archive access tier.

NEW QUESTION: 151
OO0 OO0 0O00 1P OO0 O0O00 Cluster1 OO Azure Kubernetes Service(AKS) OO OO0 OOOOO.

1P addiess “?"H- to
13110721 I:Mq._i Frabgrrgee froend s

192 168 102 wﬂﬂ NS sarvice
1721701 Docker bridge addrots
10.0.10.11 Kuilyerrniet e SElin vl

OO0 OO000 Cluster1 OO OOOO0O OOOO0OO0O0O OO OO0 OO0 OO0O0 Oooa.
Ousted] DNS OOOO OO 1P OOO OOOO OOO?

A.17217.71

B. 131.107.2.1

C. 192.168.10.2

D. 10.0.10.11

Answer: B (LEAVE A REPLY)

When any internet user will try to access the cluster which is behind a load balancer, traffic will first hit to load balancer front end IP. So in the DNS configuration you have to provide the IP address of
the load balancer.

Reference:
https://stackoverflow.com/questions/43660490/giving-a-dns-name-to-azure-load-balancer
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NEW QUESTION: 152
00O oO0O 000 0000 oob Azure OOO OOOO.

Name Type Resource group Tag
RG6 Resource group Not applicable None
VNETI Virtual network RG6 Department: D1

00O 00 000 00 RGeO OOO OOOOn.

Section Setting Value
Scope Scope SubscriptiontRG6
Exclusions | Ngme( )V "
Basics Policy definition "} JPAﬁﬂ} tag and its default value
Assi gﬁiﬂ:?hm% " 7| Apply tag and its default value
Parameters TE*‘%fﬁmE . | La!ﬁeln : i
Tag valoe S VaAICTOSOTt

RG6O OO0 OOOOO: RGroup: RGG.

VNET2000 OO0 O0O0000 RGeO O OO OO.

VNET10O VNET20O OO OO0 OOO0O0O 00000 OO 0000 000 OoOoo oOoOoaaq.
Oo: 0o oobo1ooon.

None

Department: D1 only

Department: D1, and RGroup: RG6 only
Department: D1, and Label: Value1 only
Department: D1, RGroup: RG6, and Label: Value1

v

None ' |

| RGroup: RG6 only

Label: Value1 only
IRGroupcRE6Tand Label: Valued

Answer:
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VNET1: IVIICFOSOT1 v

None
Department: D1 only
Department: D1, and RGroup: RG6.only

Department: D1, RGroup: RG6, and Label: Value1

VNET2: v
None

i = et -

| Label: Value1 only |
RGroup: RGB, and Label: Value1

Explanation:

Answer Area

VNETT: Department: D1, and Labet Value only -

YNEFR2  Labet Vishuel onk "_}

https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/tag-policies According to Microsoft Azure Resource Manager (ARM) and Azure Policy documentation used in the
Microsoft Certified: Azure Administrator Associate (AZ-104) study guide, tags are name-value pairs applied to Azure resources to logically organize and manage them.

Tags can be manually applied or automatically enforced through Azure Policy. In this question, the assigned policy is "Apply tag and its default value", scoped to Resource Group RG6. The policy
parameters specify that the Tag name is "Label" and the Tag value is "Value1".

Here's how Azure applies tags in this context:

* Tags applied at the resource group level are not inherited by resources within the group automatically.

They must be manually set or enforced through a policy.

* When you apply the "Apply tag and its default value" policy to a resource group, it automatically assigns the specified tag ("Label: Value1") to all existing and new resources within that scope (RG6),
unless the resource already has a tag with the same name.

* The existing tag on VNET1 (Department: D1) remains unchanged because the policy does not overwrite existing tags-it only adds the new tag if it's missing.

*VNET2, which is deployed after the policy is assigned, inherits the "Label: Value1" tag automatically because it's a newly created resource within RG6.

Since RG6 itself has a tag "RGroup: RG6", that tag does not automatically apply to its resources because tag inheritance does not occur from resource groups unless enforced by a policy.
Therefore:

* VNET1 retains its original tag "Department: D1" and receives the additional "Label: Value1" tag from the applied policy.

*VNET2 only receives "Label: Value1" because that's the policy-enforced tag for the resource group RG6.

Final Verified Answers:

# VNET1: Department: D1 and Label: Value1 only

# VNET2: Label: Value1 only

NEW QUESTION: 153
OO0 00000 Azure OOOO O O OOOO.



) 3.

Tenant Root Group MG1 ¢ ' subt

RGEE\/icrosoftvM1

OO0 O0o0 0000 obbo o000 ooo obooaa.
0o oooo OO0 0ooo oboob O o0o0? 0000 0o obboo 000 oobo obooaa.

Oo: 00 ooOo100od.

RG1 and VM1 only

Subl and RG1 only

Subl, RG1, and VM1 only

MG1, Subl, RG1, and VM1 oiily

Tenant Root Group, MG1, Subl, RG1, and VM1

= bslicrosoft ¥
RG1 and VM1 only

Subl and RG1 only

Subl, RG1, and VM1 only

MG1, Subl, RG1, and VM1 only

Tenant Root Group, MG1, Subl, RG1, and VM1

Answer:



Locks: v

RG1 and VM1 only
Subl and RG1 only

T T T T T T e T

MG1, Subl, RG1, and VM1 only
Tenant Root Group, MG1, Subl, RG1, and VM1

vil CIOS ;',pr't

Tags: v
RG1 and VM1 only

Subl and RG1 only

— —

MG1, Subl, RG1, and VM1 only
Tenant Root Group, MG1, Subl, RG1, and VM1

Explanation:

Locks: R R 4
RG1 and VM1 only

Subl and RG1 only

Subl, RG1, and VM1 only

MG1, Subl, RG1, and VM1 only

Tenant Root Group, MG1, Subl, RG1, and VM1

Tags: A 4
RG1 and VM1 only

Subl and RG1 only

Suk 1, RG1, and VM1 only

MG1, Subl, RG1, and VM1 only

Tenant Root Group, MG1, Sub1, RG1, and VM1

Box 1: Sub1, RG1, and VM1 only

You can lock a subscription, resource group, or resource to prevent other users in your organization from accidentally deleting or modifying critical resources.
Box 2: Sub1, RG1, and VM1 only

You apply tags to your Azure resources, resource groups, and subscriptions.

Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources?tabs=json
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources?tabs=json



NEW QUESTION: 154
00 00 000 00 00000 000 Azure OOO OOOO.

MName Location
ViNet 1 West Eurape
VNet? | Southeast Asia
Wiatd South Central LIS

Ooono o0 00 000 ooobo o000 ooon.

‘Mame | Virtual netwark | Service endpoint
Subnet! VMeall MNone

Subnet? | VNet2 Micrasoll Storage
Subnetd | VMeat3 Microsolt Storage
Subnetd | VNet3 | Mone

Obooo OO0 oo Oo0oo ooo ooo obooo ooaan.

Mame |  Location Kind
storagel : West Eurcpe storagey2
storaged | South Central US | BlobStorage
slorage 1 ' Southaas! Asia ‘_1'.:1':&:_14".'.-'

OO0 00 0000 000 00 OO0 0000 OO0 0o 000 Azure OO0 policy1 OO OO0 OOOOO0O OOO OOOO.
OO0 oooooo, oboOooooob'tro o000, oo onbo'ooO0o oooon.
oO: 00 oboOo10ood.

Answer Area
Staternents i Yes Ma
Polacyt can be applied to Subnetd
Only storage1 and storagh? 5o PWacoced from ViNet2
Only stogieakaribe g8 eccad from VNetd
Answer:
MNSWET ATTaE
Statements Yes Mo
Palcyt can be applied to Subnet3 |

Unly storggel afigl ="Saaqe’ o8h DRaciiieed from ViNet)

Unifictorate? can be accessad fram WNet3 L l

Explanation:

Policy1 can be applied to Subnet3. = YES

Only storage1 and storage2 can be accessed from VNet2. = NO

Only storage2 can be accessed from VNet3. = Yes

According to the Microsoft documentation, a service endpoint policy can be applied to any subnet in a virtual network that has a service endpoint enabled for the same service as the policy. In your
scenario, Subnet3 has a service endpoint enabled for Microsoft.Storage, which is the same service as policy1. Therefore, policy1 can be applied to Subnet3.

According to the Microsoft documentation, when you configure network rules for a storage account, you can limit access to your storage account to requests that come from specified IP addresses, IP
ranges, subnets in an Azure virtual network, or resource instances of some Azure services. In your scenario, storage1 and storage2 have network rules that allow access from Subnet1 and Subnet2
respectively. However, this does not mean that only these subnets can access the storage accounts. Other subnets or resources that have the same IP range or resource ID as Subnet1 or Subnet2



can also access the storage accounts. For example, Subnet4 in VNet2 has the same IP range as Subnet1 in VNet1, so it can also access storage1. Similarly, Subnet5 in VNet3 has the same IP range
as Subnet2 in VNet1, so it can also access storage2. Therefore, only storage1 and storage2 cannot be accessed from VNet2.

According to the Microsoft documentation, when you create a private endpoint for a storage account, you assign a private IP address from your virtual network to the storage account. This enables
secure traffic between your virtual network and the storage account over a private link. In your scenario, you have created a private endpoint for storage2 in Subnet6 of VNet3. This means that only
Subnet6 can access storage2 over the private link. However, this does not mean that only Subnet6 can access storage2 at all. Other subnets or resources that have the same IP range or resource 1D
as Subnet6 can also access storage2 over the public endpoint of the storage account. For example, Subnet7 in VNet4 has the same IP range as Subnet6 in VNet3, so it can also access storage2 over
the public endpoint. Therefore, only storage2 cannot be accessed from VNet3.

NEW QUESTION: 155

OO0 OO0 Azure OO0 OO OO OO OO0 OO0 Azure OO0 OOOO.

U0 00 0000 0000000 Azure Network Watcherd OO0 OO0 OOO0O OOO0.

00000 0000 0000 0000000 0000000 o0o0ao.

Od: OO oo 000o.

A. Azure Monitord OO0 OO OO(OCR)

B. Log Analytics 10 O

C. Azure Monitor 100 OO0

D. OO0 OO

E. Microsoft Sentinel 101 LI

Answer: (SHOW ANSWER)

Traffic Analytics is a feature within Azure Network Watcher that provides insights into network traffic patterns, security threats, and performance using NSG flow logs. To enable Traffic Analytics, two
key resources are required:

* A Log Analytics Workspace - This is where Azure Network Watcher sends and stores the processed flow log data for analysis.

* A Storage Account - Network Security Group (NSG) flow logs are first written to a designated storage account before they are ingested by Traffic Analytics for processing.
According to Microsoft Azure Administrator documentation, under "Enable Traffic Analytics":

"Traffic Analytics uses Network Watcher NSG flow logs, which must be stored in a storage account. These logs are then processed and analyzed in a Log Analytics workspace to provide insights into
network activity." Workflow:

* NSG flow logs # stored in Azure Storage Account

* Logs are processed by Azure Monitor # ingested into Log Analytics workspace

* Traffic Analytics visualizes and analyzes the data

Other options such as Azure Monitor workbooks or Sentinel workspaces are not mandatory to activate Traffic Analytics.

Thus, to use Traffic Analytics, you must create:

# A Storage Account to store flow logs

# A Log Analytics Workspace to process and visualize them

NEW QUESTION: 156
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OO0 OO0 ooooo?

A.O

B. OO0

Answer: B (LEAVE A REPLY)

No, this does not meet the goal. Assigning a built-in policy definition to the subscription is not enough to ensure that when an NSG is created, it automatically blocks TCP port 8080 between the virtual
networks. This is because there is no built-in policy definition that matches this requirement. The closest built-in policy definition is "Network security groups should not allow unrestricted inbound traffic
on well-known ports", but this policy only blocks TCP port 80 and 443, not 80801.

To meet the goal, you need to create a custom policy definition that enforces a default security rule for NSGs. A policy definition is a set of rules and actions that Azure performs when evaluating your
resources2.

You can use a policy definition to specify the required properties and values for NSGs, such as the direction, protocol, source, destination, and port of the security rule. You can then assign the policy
definition to the subscription scope, so that it applies to all the resource groups and virtual networks in the subscription.

NEW QUESTION: 157

share1O 00 OO OOO OO0 storage1 00 Azure Storage OO 0O OO OOOOO.

share!l] SMB OOOO0O OO0 O OO0 OOO0O0O OO0. o000 OO0 OOoOooo Oooo.

storage1] OO OOOO OO0O7

A OO 00 0O000O(RS)O0 OO0 OO Od

B. OO OO OOOLRS)O OO OOOO OO

C. ZRS(Zone Redundant Storage)d OO OO OIC

Answer: (SHOW ANSWER)

SMB Multichannel is a feature of Azure Files that enables clients to establish multiple network connections to an Azure file share simultaneously. This allows parallel data transfer, thereby increasing
throughput and providing fault tolerance for high-performance workloads.

According to the Microsoft Azure Administrator documentation and Azure Files technical reference, SMB Multichannel is available only for premium file shares hosted on Azure Files Premium Storage
accounts that use locally redundant storage (LRS) replication.

Extract from Microsoft documentation:

"SMB Multichannel is supported only for premium file shares. Premium file shares are hosted in FileStorage storage accounts, which use SSD-based performance and locally redundant storage (LRS).
Standard (HDD- based) file shares do not support SMB Multichannel." The Premium tier uses SSD storage, designed for low latency and high IOPS workloads, and is required for enabling SMB
Multichannel. Using LRS (Locally Redundant Storage) provides the lowest cost redundancy option while still ensuring three replicas within the same datacenter.

Therefore, to meet the requirement of SMB Multichannel while minimizing costs, you must choose Premium performance with LRS redundancy.

NEW QUESTION: 158
OO0 0000 00 O000 OO0 Subscription1 OO0 Azure OO0 OO0,
¥ ™

MName Type Ragion Resource group
RG1 Resource group West Europe Not applicable
RG2 Resource group Morth Europe Nat applicable
Vaultl Recovery Services vault West Europe RG1

oo o0 ooo oo SubscriE)tionﬂ:I 00O Oooo ooooaa.
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Resource group Region Operating system
RG1 West Europe Windews Server 2016

RG1 North Europe Windows Server 2016
RG2 West Europe Windows Server 2016

RG1 West Europe Ubtintd'sérver 1894 )11
RG1 North Europe Ubuntu Server 18.04
RG2 West Europe Ubuntu Server 18.04

OO0 000000000000 00 vaut1OO OO0 OOOoOoad.
OO0 00 000 vaut1OO OO0 O OO0

A. VM1, VM3, VMA O vMCO OO

B. VM1 OO0 VM3 OO0

C. VM1, VM2, VM3, VMA, VMB [0 VMC

D.vM1O

E. VM3 O vMCO OO

Answer: (SHOW ANSWER)

To create a vault to protect virtual machines, the vault must be in the same region as the virtual machines. If you have virtual machines in several regions, create a Recovery Services vault in each
region.

References:
https://docs.microsoft.com/bs-cyrl-ba/azure/backup/backup-create-rs-vault

NEW QUESTION: 159
East US 2 OO0 VNET1OODO OO OOO0O0O OO0 Azure OOO OOOO.
VM1-NI O VM2-NIOO O00O00O0 OO00000 VNET1O OO0O00.
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"apiVersion®: "2024-07-01",
“type”: “Microsoft.Compute/virtualMachines™,
"name™: "VvM1",
"zones": "1,
“location™: “EastUs2",
“dependsOn”™: [
"[resourceld( 'Microsoft.Network/networkInterfaces', "VM1-NI')]"
1.
"properties™: {
“hardwareProfile”: {
“vmSize"™: "Standard_aA2_v2"
}j
“osProfile™: {
“computerName”: “vM1",
“adminUsername”: "AzureAdmin®,
“adminPassword™: “[parameters(’adminPassword’)]”
OSULSK : {
“createOption”: “"FromImage"
}
Is

"networkProfile”: {

"networkInterfaces™: [
{
"id": "[resourceld(‘Microsoft.Network/networkInterfaces’, * : }w
}
] 0
m
=§M|crosoft @
“"apiVersionz "2024-07ER1"
: nd ua hines™,
. : -

“properties”: {

“computerName™: "VM2",
“adminUsername™: “AzureAdmin®,
“adminPassword™: "[parameters(’adminPassword’)]”

)
“storageProfile™: {



"imageReference”™: "[variables('image')]",
“"osDisk™: {
"createOption™: "FromImage”
}
)

"networkProfile™: {
"networkInterfaces™: [

{

"id": "[resourceld('Microsoft.Network/networkInterfaces', 'VM2-NI')]"

oo oOooOoog,0od0ooooOo'to 000oo. oo ooOo'oo0o ooooa.
oo: oo ooOo1boo0O.
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Statements f — Yes No

VM1 and VM2 can connect to %iNEﬁ&_k o ®, O
if an Azure datacenter becﬁpér{#n“ivaﬂ'ﬁble VM1 or VM2 will be available. ) O
. 9 &mes unavailable, VM1 or VM2 will be available. O O

Answer:

VM1 and VM2 can connect to r? L ]
If an Azure datagenter vawable, VM1 or VM2 will be available.

Explanation:




Answer Area

Statements Yes No
! 2 can connect to \MET 2
i , I Lnavaila | /) , B i F @
raGielt DECarege undvalapPla ST VT2 will be available L

The ARM template configuration shows that both VM1 and VM2 are deployed to East US 2 and each VM references its respective network interface in the networkProfile by resource ID. Because the
prompt states that VM1-NI and VM2-NI are connected to VNET1, both VMs are therefore attached to VNET1 through their NICs. In Azure, a VM connects to a virtual network via the NIC resource;
when the NIC is attached to a subnet in the VNet, the VM has network connectivity to that VNet.

The template also sets availability zones using the zones property: VM1 is deployed to zone 1 and VM2 to zone 2 within the same region. Microsoft Azure documentation for Availability Zones explains
that zones are physically separate locations (datacenters) within an Azure region, each with independent power, cooling, and networking. Therefore, if a single datacenter/zone becomes unavailable,
workloads placed in a different zone can remain available, meaning at least one of the VMs (VM1 or VM2) should still be available.

However, Availability Zones do not protect against a regional outage. Since both VMs are deployed to East US 2, if the entire region becomes unavailable, neither VM would be available without a
multi-region architecture (for example, paired-region deployment, cross-region replication, or failover).

NEW QUESTION: 160
OO0 A2ure OO0 storage 1000 OO0 OO0 OOO OOO Azure OOO OOOO.

Blob OOO0O OOOO0O OO0 O OO OO OO0 OO0 0000 OoboOoob 0o OooO. OboOoo oo oobo ooooo oaa.
I O O I

A. 00O 00O

B. OO OO OO OO

c. 0o oad

D. OO0 OO OOO(GRS)

Answer: C (LEAVE A REPLY)

In Microsoft Azure Storage, maintaining high availability and durability of data is achieved through replication. There are multiple redundancy options - LRS (Locally Redundant Storage), ZRS (Zone-
Redundant Storage), GRS (Geo-Redundant Storage), and RA-GRS (Read-Access Geo-Redundant Storage) - each serving different scenarios.

However, when the requirement is to create a secondary copy of blob data in a specific region (for example, when blob data is added in North Europe, a copy must be created in East US), geo-
redundant storage (GRS) cannot be used directly because GRS replicates data automatically to a paired region, not to a region of your choice. In this case, North Europe's paired region is West
Europe, not East US. Therefore, GRS does not meet the goal.

The Microsoft Azure Administrator documentation specifies that the correct method for replicating data between user-defined regions is Object Replication for Block Blobs (OR).

Object replication allows you to:

* Automatically replicate new and updated block blobs between two storage accounts in different Azure regions.

* Use replication policies to define source and destination containers.

* Minimize administrative effort, as once configured, replication occurs automatically and asynchronously.

* Retain independent storage accounts, ensuring flexibility and control over access and lifecycle management.

Unlike lifecycle management rules (which only move or delete blobs within the same storage account) or operational backup (which protects data for restore purposes, not replication), object replication
precisely meets the requirement of maintaining a secondary copy in another chosen region.

Therefore, per Azure's official Storage replication and Obiject replication documentation, the correct configuration is Object replication between storage1 (North Europe) and another storage account in
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East US.

NEW QUESTION: 161
Sub10 Sub2000 O OO Azure OO0 OOOO, OO0 OO OOO Microsoft Entra OOOO OOOO OOOO.

OO0 OO0 OO0 OO0 00 OO0OoOoOo oaon.
Name Location Subscription

VNet! | East US ~ub
L,""\!F_‘? -East US Sub1
VNetd | West US Sub1
ViNetd | EastUS Sub?

VNet5S | Central US Sub?
Sub1O Sub200 O OO Azure OOO OOO, OOO OO OO0O Microsoft Entra OOOO OOOO OOOO.
OO0 0000000000000 coOacoa.

VNet1O OOO0O O OO OO OOOOO OOOoOgd?

A. VNet2 OO VNet4O OO

B. VNet2, VNet3 [0 VNet4[ OO

C. VNet2only

D. VNet2, VNet3, VNet4 [0 VNet5

E. VNet2 O VNet3 OO

Answer: D (LEAVE A REPLY)

NEW QUESTION: 162
cont2l] OO OO0 OO OOO OOOOO.
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Immutable blob storage policies

Answer:
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Ancwer Area

Explanation:

Stored access policies: # 2

Immutable blob storage policies: # 1

From the scenario in the earlier case study (A. Datum Corporation):

* The planned change requires creating a new container named cont2 in storage1, with the following:
* Three stored access policies (Stored1, Stored2, Stored3)

* A legal hold for immutable blob storage

Also, recall from the table:

* storage1 has Hierarchical namespace = Yes (Data Lake Storage Gen2 enabled).

* storage2 has Hierarchical namespace = No.
The question asks: "What is the maximum number of additional access policies you can create for cont2?" According to Microsoft Azure Storage documentation:

* A blob container can have a maximum of five stored access policies.

* These policies allow shared access signatures (SAS) to be managed centrally, letting you define start times, expiry times, and permissions at the container level.
Since three stored access policies (Stored1, Stored2, Stored3) already exist, the maximum additional policies that can still be created is:

# 5 (maximum allowed) - 3 (already existing) = 2

For immutable blob storage policies:

* A container can have one active immutability policy at a time.

* This can be either a time-based retention policy or a legal hold policy.

* Since cont2 already has a legal hold applied, no additional immutable policy can coexist with it, but it can have one defined policy type (the legal hold).
Therefore:

* Stored access policies: 2 additional policies can still be created.

* Immutable blob storage policies: 1 policy (the existing legal hold).

This aligns exactly with Microsoft Learn: Azure Storage Blob Service limits and immutable storage documentation:

"A container may have up to five stored access policies. Immutable storage supports either a time-based retention policy or legal hold policy per container." Final Verified Answer:
# Stored access policies: 2

# Immutable blob storage policies: 1

NEW QUESTION: 163
00 00 000 00 00000 000 Azure OOO OOOO.



Name Peered with DNS server
VNET1 VNET2 Default (Azure-provided)
VNET2 VNET1 10.10.0.4
OO0 00 00 000 00 OoO0Od.

Name | IP address | Network ‘igiface: [ Connects to
Server1| 10.10.0.4 NIC1 VNET1/Subnet1
Server2| 172.16.04 | NIC2 VMNET1/Subnet2
Server3| 192.168.04| NIC3 VNET2/Subnet2
OO0 00 00 0000 000000 OO0 ooon.

Name DNS server
NIC1 Inherit from virtual network
NIC2 10.10.0.4
NIC3 Inherit from virtual network
Serverld OO OO OO0 OOO0O OOOO DNS OOO0OO.
Name Type Value

contoso.com Primary DNS zone Not applicable
Host1.contoso.com | A record 131.107.10.15

VNET20 OO0 00O O0O0O0 OO0 OO0 contoso.comO OO Azure OO DNS OO0 OO OO OO OOOO OO OOOO.

Name Type Value
Host1 | A record 131.107.200.20
Host2 | A record 131.107.50.50

OO0 oooooo, obo0oooobo'troo 000oo. oo oo 'o00'o ooooaa.
O0: 00 ooo1ooon0.

Statements Yes No

Server2 resolves host2.contoso.coM to 131.107.50.50. Ol O

Server? resolves hostl.contoso.com to 131.107.10.15. o ]
Servers refolVeshigst2icaitbso.com to 131.107.5050. O O

=

Answer:

M Crosstatéments

Server2 resolves host2.contoso.camite 131.107.50.50.

Server?2 resolves host1.contoso.com to 131.107.10.15.

Server3 resolves host2.contoso.com to 131.107.50.50.

Explanation:
NYN

NEW QUESTION: 164
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Answer: B (LEAVE A REPLY)

NEW QUESTION: 165
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Answer: B (LEAVE A REPLY)

In Microsoft Azure Active Directory (Azure AD), there is a clear distinction between internal users (members) and external users (guests). When you need to add a large number of external users (B2B
collaborators) - such as those listed in a CSV file - you must use Azure AD B2B invitation processes, not the Bulk create user operation.

According to the Microsoft Azure Administrator Study Guide and Azure AD documentation, the Bulk create user operation in the Azure portal is designed only for internal user accounts within the
organization's directory. It cannot be used to create guest user accounts. Guest users must be invited to the directory using either:

* The New-AzureADMSiInvitation PowerShell cmdlet, which sends invitations to external users' email addresses and creates guest accounts (userType = "Guest").

* The Azure AD portal "Bulk invite" feature, which allows uploading a CSV file containing email addresses of external users to automate guest account creation.

The documentation explicitly states:

"To invite external users (B2B collaboration users) in bulk, you must use the Bulk invite feature or PowerShell with the New-AzureADMSInvitation cmdlet. The Bulk create operation is only supported for
member users." (Source: Microsoft Learn - Azure Active Directory B2B collaboration and bulk operations guide) Therefore, since the scenario uses Bulk create user, it does not meet the goal of
creating guest accounts for external users.

NEW QUESTION: 166
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Answer: B (LEAVE A REPLY)

The DevTest Labs User role is a built-in Azure role designed specifically to support operations within Azure DevTest Labs. According to the Microsoft Azure Administrator documentation on built-in

roles, this role permits users to connect to, start, stop, restart, and use virtual machines inside a DevTest Lab, but it does not grant permissions to create or manage Azure resources outside of DevTest
Labs, such as Azure Logic Apps.

In this scenario, the requirement is to allow the Developers group to create Azure Logic Apps in the Dev resource group. Azure Logic Apps are managed through the Microsoft.Logic resource provider
and require permissions such as Microsoft.Logic/workflows/write. These permissions are included in roles like Logic App Contributor or the more general Contributor role at the resource group scope.
The DevTest Labs User role does not include permissions to deploy or manage Logic Apps, even when assigned at the subscription level. Therefore, assigning this role does not meet the stated goal.

Microsoft documentation explicitly states that DevTest Labs User is limited to DevTest Lab resources and cannot be used as a general deployment role.
Final Answer: B. No
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Special Discount: KrDump)
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Explanation:

Based on the lifecycle management policy you created and the information from the web search results, here are the answers to your statements:
A blob snapshot automatically moves to the Cool access tier after 15 days. = Yes A blob version in container2 automatically moves to the Archive access tier after 30 days. = No A rehydrated version

automatically moves to the Archive access tier after 30 days. = No The lifecycle management policy you created has two rules: one for container1 and one for container2. The rule for container1 has an
action that moves blob snapshots to the Cool access tier if they are older than 15 days. Therefore, a blob snapshot in container1 will automatically move to the Cool access tier after 15 days,



regardless of the access tier of the base blob.

The rule for container2 has an action that moves blob versions to the Archive access tier if they are older than

30 days and have a prefix match of "archive/". Therefore, a blob version in container2 will only automatically move to the Archive access tier after 30 days if its name starts with "archive/". Otherwise, it
will remain in its current access tier.

A rehydrated version is a blob version that was previously in the Archive access tier and was restored to an online access tier (Hot or Cool) by using the rehydrate priority option1. A rehydrated version
does not automatically move to the Archive access tier after 30 days, unless there is a lifecycle management policy rule that explicitly specifies this action. In your case, neither of the rules applies to
rehydrated versions, so they will stay in their online access tiers until you manually change them or delete them.

NEW QUESTION: 168
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Answer: B (LEAVE A REPLY)

https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal

NEW QUESTION: 169
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Answer: (SHOW ANSWER)

Azure Bastion provides secure and seamless RDP/SSH access to virtual machines directly through the Azure portal, without requiring a public IP address on the target VMs. Bastion is deployed per
virtual network (VNet) and enables connectivity only to virtual machines within that same VNet.

In the scenario:

* Bastion1 is deployed in VNet1.

* VM1 is connected to VNet1.

* VM2 is connected to VNet2.

* VM3 is connected to VNet3.

Even though VNet1, VNet2, and VNet3 are peered, Azure Bastion access does not traverse VNet peering connections. Microsoft explicitly states:

"Azure Bastion provides RDP/SSH access to virtual machines only within the virtual network in which it is deployed. Bastion does not support access to virtual machines in peered virtual networks."
Therefore, Bastion1 can only provide session connectivity to VM1, which is directly connected to VNet1.

VM2 (VNet2) and VM3 (VNet3) cannot be reached through Bastion1 even though peering exists, since Bastion connectivity is restricted to its host VNet.

NEW QUESTION: 170
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Answer: D (LEAVE A REPLY)

Technically, The finance department needs to migrate their users from AD to AAD using AADC based on the finance OU, and need to enforce MFA use. This is conditional access policy. Employees
also often get promotions and/or join other departments and when that occurs, the user ' s OU attribute will change when the admin puts the user in a new OU, and the dynamic group conditional
access exception (OU= [Department Name Value]) will move the user to the appropriate dynamic group on next AADC delta sync.
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-userstates
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Answer: E (LEAVE A REPLY)

In Microsoft Azure, encryption scopes are a StorageV2 (general-purpose v2) storage account feature that allows fine-grained control over encryption settings for data stored within a single account.
According to Microsoft Azure Storage documentation, an encryption scope defines a specific encryption context that can be applied at the container or blob level and is supported in non-hierarchical
namespace storage accounts (those without Data Lake Gen2 enabled).

In the given scenario:

* storage1 has Hierarchical namespace = Yes (Data Lake Storage Gen2 enabled).

* storage2 has Hierarchical namespace = No.

* The plan was to create an encryption scope named Scope1 in storage2.

* The technical requirement specifies that Scope1 must be used to encrypt storage services.

According to the Azure Administrator documentation on encryption scopes:

"Encryption scopes are supported for block blobs, append blobs, page blobs, Azure Files, queues, and tables in standard StorageV2 accounts. Encryption scopes are not supported in hierarchical
namespace (Data Lake Gen2) enabled accounts." This means that Scope1-created in storage2, which does not have hierarchical namespace-can encrypt all blob data (containers and blobs) as well as
file shares, queues, and tables.

However, storage1 cannot use encryption scopes because hierarchical namespace storage accounts (ADLS Gen2) manage encryption at the account level and do not support per-scope encryption.
Therefore, only storage2 can apply Scope1, and it can encrypt containers, blobs, file shares, queues, and tables.

Topic 2, Contoso LtdOverview

Contoso, Ltd. is a manufacturing company that has offices worldwide. Contoso works with partner organizations to bring products to market.

Contoso products are manufactured by using blueprint files that the company authors and maintains.

Existing Environment

Currently, Contoso uses multiple types of servers for business operations, including the following:

File servers

Domain controllers

Microsoft SQL Server servers

Your network contains an Active Directory forest named contoso.com. All servers and client computers are joined to Active Directory.

You have a public-facing application named App1. App1 is comprised of the following three tiers:

A SQL database

A web front end

A processing middle tier

Each tier is comprised of five virtual machines. Users access the web front end by using HTTPS only.

Requirements

Planned Changes

Contoso plans to implement the following changes to the infrastructure:

Move all the tiers of App1 to Azure.

Move the existing product blueprint files to Azure Blob storage.
Create a hybrid directory to support an upcoming Microsoft Office 365 migration project.

Technical Requirements

Contoso must meet the following technical requirements:

Move all the virtual machines for App1 to Azure.

Minimize the number of open ports between the App1 tiers.

Ensure that all the virtual machines for App1 are protected by backups.
Copy the blueprint files to Azure over the Internet.
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Ensure that the blueprint files are stored in the archive storage tier.

Ensure that partner access to the blueprint files is secured and temporary.

Prevent user passwords or hashes of passwords from being stored in Azure.

Use unmanaged standard storage for the hard disks of the virtual machines.

Ensure that when users join devices to Azure Active Directory (Azure AD), the users use a mobile phone to verify their identity.
Minimize administrative effort whenever possible.

User Requirements

Contoso identifies the following requirements for users:

Ensure that only users who are part of a group named Pilot can join devices to Azure AD.
Designate a new user named Admin1 as the service administrator of the Azure subscription.
Admin1 must receive email alerts regarding service outages.

Ensure that a new user named User3 can create network objects for the Azure subscription.

NEW QUESTION: 172
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Answer: (SHOW ANSWER)

Azure role-based access control (Azure RBAC) for Azure file shares requires identity-based authentication integration. According to the Microsoft Azure Administrator documentation, this feature is only
supported for StorageV2 (general purpose v2) and FileStorage account types.

In this scenario:

You are required to grant Group4 read-only access using Azure RBAC on Azure file shares.

The technical requirement specifies:

"Whenever possible, grant Group4 Azure RBAC read-only permissions to the Azure file shares." From the case study data:
Storage Account

Kind

Identity-based Access

storage1

Storage (general purpose v1)

Azure AD DS

storage2

StorageV2
Disabled

storage3d
BlobStorage
N/A
storage4

FileStorage
Azure AD DS
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The Storage (general purpose v1) type (storage1) does not support Azure AD or Azure RBAC integration for file shares. Microsoft documentation clearly states that "StorageV1 accounts must be
upgraded to StorageV2 to support Azure AD authentication and RBAC role assignments." Meanwhile, FileStorage (storage4) already supports Azure AD Domain Services (Azure AD DS) and RBAC
role assignment; hence no further modification is required there. However, to make storage1 compatible, it must be converted from StorageV1 to StorageV2.

Once converted to StorageV2, you can then:

Enable identity-based access for Azure file shares.

Assign Azure RBAC roles (e.g., Storage File Data Reader) to Group4.

Microsoft-Documented Requirements Summary:

Supported Account Types: StorageV2 or FileStorage

Unsupported: StorageV1 and BlobStorage

Required RBAC Roles for Read-Only Access:

Storage File Data Reader (or custom read-only role)

Thus, to meet the organization's requirement to provide Azure RBAC read-only permissions, you must change the account type of storage1 to StorageV2, ensuring both storage1 and storage4 can be
managed with Azure RBAC.

NEW QUESTION: 173
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Answer: B (LEAVE A REPLY)

This question tests understanding of Azure Load Balancer SKU compatibility and backend pool configuration requirements.
# Scenario Summary

You have:

VM1 and VM2 in the same VNet (VNET1)
A Load Balancer (LB1) configured as:

Type: Internal

SKU: Standard

You need to ensure that VM1 and VM2 can be added to LB1's backend pool.

The proposed solution:

" You create two Standard public IP addresses and associate a Standard SKU public IP address to the network interface of each virtual machine. "
# Understanding Azure Load Balancer Requirements
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1. Backend pool requirements for a Standard Load Balancer:

All VMs must be in the same virtual network as the load balancer.

Each VM's NIC must be configured with a Standard SKU IP configuration (private or public).

The Load Balancer SKU must match the SKU of the IP addresses associated with the VM network interfaces.

2. Internal Load Balancer behavior:

An Internal Load Balancer (ILB) distributes traffic within a virtual network using private IP addresses, not public IPs.
Therefore, the backend VMs do not need public IPs - and adding them does not affect backend pool membership.
3. SKU alignment rule (Microsoft Docs):

"You can only attach virtual machines or instances that use Standard IP configurations to a Standard Load Balancer. Basic and Standard SKUs are not interchangeable." However:
A public IP is only required for inbound Internet access or outbound NAT, not for internal load balancing.

For an Internal Standard Load Balancer, backend pool members require Standard SKU NIC configurations, not public IPs.
# Why the Proposed Solution Fails

The solution suggests creating two Standard public IPs and assigning them to the VMs' NICs.

This does not enable VM1 and VM2 to join the backend pool of an internal load balancer, because:

The load balancer type is internal, meaning it routes private traffic within the virtual network, not via public IPs.
Backend pool membership depends on the NIC's private IP configuration, not its public IP.

Adding public IPs only exposes VMs to the Internet and does not influence load balancer backend eligibility.
Thus, this action is unnecessary and does not meet the goal.

# Correct Solution (for reference)

To meet the goal:

Ensure VM1 and VM2 have NICs configured with Standard SKU private IPs.

Ensure both VMs are in VNet1, the same virtual network as LB1.

No need to assign public IPs to internal backend VMs.

You could also ensure:

az network nic ip-config update \

--name ipconfig1 \

--nic-name VM1-nic \

--resource-group RG1\

--private-ip-address-version IPv4 \

--sku Standard

# Final Verified Answer:

B). No

# Microsoft Azure Documentation (Exam-Verified Extracts)

Azure Load Balancer SKU Comparison:
"Internal Load Balancer uses private |IP addresses. Public IPs are not required or used for internal balancing." Backend Pool Membership:

"Virtual machines in the backend pool must be in the same virtual network as the load balancer and use matching Standard SKU IP configurations." Public vs Internal Load Balancer:

"For internal load balancers, only private frontends and backend configurations are supported."

# Final Verified Answer: B. No

Assigning Standard public IPs to VMs does not affect internal load balancer backend connectivity. Backend membership depends on private IP configurations in the same VNet and matching SKU, not
public IPs.
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Explanation:
Answer Area
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SAS51: | Tablel and container! only et

In this scenario, the Azure subscription contains a storage account (storage1) with three resources:
container1 (Blob container)

folder1 (File share)

Table1 (Table storage)

User1's assigned roles:

Storage Blob Data Reader # Read-only access to Blob data (cannot write).

Storage Table Data Contributor # Read, write, and delete access to Table data.

Storage File Data SMB Share Contributor # Read and write access to Azure File shares.

Now, let' s analyze access using key1 and SAS1.

1## Access via key1
When using an account key, access is granted to all services within the storage account-Blob, File, Queue, and Table, because the key authenticates at the account level.



However, the question specifically asks:

"To which resources can User1 write by using SAS1 and key1?"

While account keys grant access to all resources, write permissions depend on the assigned roles of User1 for that account.
User1 can:

Write to the File share (folder1) because they are a Storage File Data SMB Share Contributor.

Write to the Table (Table1) because they are a Storage Table Data Contributor.

Cannot write to the Blob container (container1) because they only have the Storage Blob Data Reader role, which is read-only.
# Therefore, using key1, User1 can write to folder1 and Table1 only.

2## Access via SAS1

The Shared Access Signature (SAS) shown in the exhibit specifies:

Allowed services: Blob, File, and Table (Queue not selected).

Allowed permissions: Read, Write, Delete, List, Add, Create, and Update.

Start and expiry: Valid from 2022 to 2030.
Protocols: HTTPS only.

SAS defines data plane access, allowing specific operations within the defined services, regardless of the user' s assigned Azure roles.

Therefore, the SAS allows:

Access to Blob service # affects container1

Access to File service # affects folder1

Access to Table service # affects Table1

However, the question specifically distinguishes SAS1 and key1. Because SAS1 defines services explicitly, the question's options match how Azure limits SAS to only those selected services.
Hence, SAS1 allows write access to:

Table1 (Table service)

container1 (Blob service)

# Therefore, using SAS1, User1 can write to Table1 and container1 only.

# Final Verified Answer:

Access Method

Write Access To

key1

folder1 and Table1 only

SAS1

Table1 and container1 only

Reference Extract (Azure Documentation):

"A shared access signature (SAS) grants limited access rights to Azure Storage resources for a specified time and set of permissions. The permissions are defined per service selected (Blob, File,
Queue, Table)."

"Using an account key provides full access to all data objects in the storage account, but effective access may still be limited by assigned RBAC roles if role-based access control is enforced."

NEW QUESTION: 175
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When using an Azure Resource Manager (ARM) template to deploy multiple identical resources-such as several data disks for a virtual machine-you use the copy loop construct within the resource
definition.

1. The Purpose of the copy Element

The copy element in an ARM template enables you to create multiple instances of a property or resource based on a defined count.
According to the Azure Resource Manager Template Schema Documentation:

"Use the copy element to repeat a resource property or resource definition multiple times during deployment.

The copy loop works with the copylndex() function to generate a unique index value for each iteration." Therefore, the first selection should be copy, as it defines the structure that will be repeated for
each data disk.

Example syntax:

" dataDisks " : [

{

"copy " :{

"name " : " dataDisks ",

"count " : " [parameters( ' numberOfDataDisks ' )] ",



"input":{

"lun": " [copylndex()] ",

" createOption " : " Empty ",
" diskSizeGB " : 1023

}

}

}

]
2. The copylndex() Function

The copylndex() function returns the current iteration number within a copy loop (starting at 0 by default).

This allows each created disk to be assigned a unique Logical Unit Number (LUN) or a distinctive name.

Microsoft documentation states:

"The copylndex() function returns the iteration index of a resource copy loop, which is often used to generate unique names or configuration values for each resource instance." Thus, the second
selection (used to define lun) should be copylndex(), ensuring each disk has a unique LUN value.

How It Works Together:

The copy block iterates based on the numberOfDataDisks parameter.

The copylndex() function assigns each disk a unique identifier within the loop.

This structure ensures dynamic, scalable deployment of data disks without manually defining each one.

# Final Verified Answer:

First Selection: copy

Second Selection: copylndex()

Explanation Extracted from Microsoft Azure Administrator and ARM Template Documentation:

"The copy element repeats a property or resource in an ARM template."

"The copylndex() function returns the index number of the iteration and can be used for unique naming or logical unit assignments." This combination (copy + copylndex()) is the official and verified
method for creating multiple data disks dynamically in an Azure virtual machine deployment using ARM templates.
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Address prefix in networking refer to the destination IP address range. In this scenario, destination is Vnet1 , hence Address prefix will be the address space of Vnet1.

Box 2 : Virtual appliance

Next hop gets the next hop type and IP address of a packet from a specific VM and NIC. Knowing the next hop helps you determine if traffic is being directed to the intended destination, or whether the
traffic is being sent nowhere Next Hop -- > VM1 -- > Virtual Appliance (You can specify IP address of VM 1 when configuring next hop as virtual appliance) Box 3 : GatewaySubnet In the scenario it is
asked for all the inbound traffic to Vnet1. Inbound traffic is flowing through SubnetGW.

You need to route all inbound traffic from the VPN gateway to VNet1 through VM1.So its traffic from Gateway subnet only.

Reference:

https://docs.microsoft.com/en-us/azurel/virtual-network/manage-route-table#create-a-route-table

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-next-hop-overview
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Answer: B,C (LEAVE A REPLY)

You can set expiration policy only for Office 365 groups in Azure Active Directory (Azure AD).

Note: With the increase in usage of Office 365 Groups, administrators and users need a way to clean up unused groups. Expiration policies can help remove inactive groups from the system and make
things cleaner.

When a group expires, all of its associated services (the mailbox, Planner, SharePoint site, etc.) are also deleted.

You can set up a rule for dynamic membership on security groups or Office 365 groups.

NEW QUESTION: 178
Sub1000 Azure OO0 OOOO.
00 oo ooo o000 ooobo oOod ooobooOoO ooo ooobooo.

Tier /| Accessible from the Number of virtual
Internet machines
Front-end web server | Yes 10
Business logic No LA 100
Microsoft SQL Server | No 5
database

_—

00 0o oOo0 o000 ooob o000 oooo ooaO.

000000000000 000000000000 o0o000oo00o0b aon.
*O 000 sQL OO0 OOoO0oo oboooa.


https://www.krdump.com/Microsoft.AZ-104-KR.v2026-06-10.q199.html

0O 00000 00 Azure OOOO0O OO0 OOO. OOOO0O OO O0OOO OO0 OO0 ObOOO00. O00: oo 1000 n.

Ensure that communication between the web servers and the /.
business logic tier spreads equally across the virtual machmes nm m Y P P oy
|| an application gateway that uses the Standard tier
an application gateway that uses the WAF tier
an intemnal load balancer
a network security group (NSG)
a public load balancer

Protect the web servers from SQL injection attacks: | an application gateway that uses the WAF tier v
A O an application gateway that uses the Standard tier
an dp[‘.-IH ation gateway that uses the WAF tier
- balancer
ﬁ:ty group (NSG)

a public load balancer

Answer:

e Bl \1icrosoft

Ensure that communication between the web servers
business logic tier spreads equally across the virtual machines:

\,\‘:ﬂd}émp

' an mtemal Iu g er v
: that uses the Standard tier

3y that uses the WAF tier

3 network security group (NSG)
a public load balancer

rs from SQL injection attacks: | an application gateway that uses the WAF tier ol
an application gateway that uses the Standard tier

an application gateway that uses the WAF tier
an internal load balancer

a network security group (NSG)

a public load balancer




Explanation:

Microsoft

Ensure that communication between the web servers and the
business logic tier spreads equally across the virtualFmachines.  an internal load balancer

Protect the web servers from SQL injection attacks: an application gateway that uses the WAF tier

Box 1: an internal load balancer

Azure Internal Load Balancer (ILB) provides network load balancing between virtual machines that reside inside a cloud service or a virtual network with a regional scope.
Box 2: an application gateway that uses the WAF tier

Azure Web Application Firewall (WAF) on Azure Application Gateway provides centralized protection of your web applications from common exploits and vulnerabilities. Web applications are
increasingly targeted by malicious attacks that exploit commonly known vulnerabilities. Application gateway which uses WAF tier.
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Explanation:
# storage1: A shared access signature (SAS) token
# storage2: A shared access signature (SAS) token
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Answer: A (LEAVE A REPLY)

This scenario involves inviting 500 external users (B2B guests) into your Microsoft Entra tenant (formerly Azure Active Directory). The goal is to create guest user accounts efficiently using a CSV file
containing user details (names and email addresses).

# Understanding the Requirement

You must onboard external users (not internal directory users). These external accounts require B2B guest invitations, not normal user creation.

There are two supported approaches for bulk guest invitations:

Using the Microsoft Entra portal (Bulk invite users)

Using PowerShell with the New-AzureADMSInvitation cmdlet.

The Bulk invite users feature in the Entra portal is specifically designed for this exact use case - bulk creation of guest accounts using a CSV file.

# How the Bulk Invite Process Works
When you go to Microsoft Entra ID # Users # Bulk operations # Bulk invite, you can:

Upload a CSV file containing columns like Email address, Display name, and First/Last names.

The portal validates the file format and initiates invitations for all 500 external users.

Each external user receives an invitation email and is added as a guest (UserType = Guest) in the directory.

Once accepted, these users can be assigned roles, access resources, or be part of Azure AD groups and applications.
# Why This Meets the Goal

The solution correctly leverages the Bulk invite users functionality designed for mass external user onboarding.

It satisfies all the requirements:

Creates guest accounts (not internal users).

Uses a CSYV file, allowing batch import.

Achieves the goal using Microsoft Entra ID portal, without needing PowerShell scripting.

# Reference from Microsoft Documentation (Microsoft Learn - Verified Source)

"You can use the Azure portal to invite multiple external users to your organization in one go using the Bulk invite feature. This process imports a CSV file containing user details and sends invitations
to all users automatically." (Source: Microsoft Learn - Bulk invite B2B users to Microsoft Entra ID)
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Answer: E (LEAVE A REPLY)

When configuring customer-managed keys (CMK) for Azure Storage encryption, Microsoft requires the use of Azure Key Vault-managed keys that meet specific cryptographic standards. According to

the Azure Storage security and encryption documentation, only RSA keys are supported for customer-managed encryption keys. Elliptic Curve (EC) keys, regardless of curve type (P-384 or P-521), are
not supported for Azure Storage CMK scenarios.

Azure Storage supports RSA keys with the following key sizes:

* 2048-bit

* 3072-bit

* 4096-bit

These key sizes align with Microsoft's encryption compliance and security baseline requirements. When a storage account is configured to use CMK, all supported services-including Blob containers-
inherit encryption using the specified RSA key from Azure Key Vault.

Because the requirement is to encrypt the blob container contained using customer-managed keys, the only valid and supported choice is an RSA key with one of the supported key sizes listed above.
Final Answer: E. an RSA key type with a key size of 2048, 3072, or 4096 only
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If on January 2, 2025, you run Microsoft Azure Storage Explorer on a computer that has an IP address of 193.77.134.1, and you use SAS1 to connect

to the storage account, you [answer choice]. ot
will be prompted for credentials
Will have no access

| will have read, write, and list access
will have read-only access

connect to share1, you [answer choice]. | will be prompted for credentials

will have no access
Will have read, write, and list access

If on January 10, 2025, you run the net use command on a computer that has an IP address of 193.77.134.50, and you use SAS1 as the password to t W

will have read-only access
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hare1, you [answer choice] will be prompted for credentials
will have no access
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If on January 2, 2025, you run Microsoft Azure Storage Explorer on a computer that has an IP address of 193.77.134.1, and you use SAS1 to connect

. ill have -
to the storage account, you [answer choice]. will have no access
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If on January 10, 2025, you run the net use command on a computer that has an IP address of 193.77.134.50, and you use SAS1 as the password to

connect to sharel, you [answer choice).

A Shared Access Signature (SAS) defines how, when, and from where a storage resource can be accessed.

The exhibit shows the following important configuration details for SAS1:

Validity period: January 1, 2025 through January 1, 2028 # both access attempts occur within the valid timeframe.

Allowed IP addresses: Not specified # access is allowed from any IP address.

Allowed protocols: HTTPS only
Signing key: key1
Scenario 1 - Azure Storage Explorer

Azure Storage Explorer accesses Azure Storage using the HTTPS REST API. Because:

The access is within the SAS validity period,
No IP restriction is configured,
HTTPS is allowed,

the connection succeeds. However, the SAS configuration shown does not include write or list permissions, meaning access is limited to read-only operations.

# Result: Will have read-only access
Scenario 2 - net use to connect to Azure file share

The net use command connects to Azure Files using SMB (port 445). SMB traffic does not use HTTPS.
Because the SAS explicitly restricts access to HTTPS only, SMB-based access is blocked, regardless of IP address or validity period.

Microsoft Azure documentation clearly states:

"When HTTPS only is selected, requests that use HTTP or SMB are denied."

# Result: Will have no access

will have read, write, and list access

AR



Final Answer Summary

Scenario

Result

Storage Explorer over HTTPS

Will have read-only access

SMB (net use) connection

Will have no access

# Final Verified Answer:

First scenario: Will have read-only access
Second scenario: Will have no access
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Answer: C (LEAVE A REPLY)

When deploying Azure Virtual Machines (VMs) - individually or within a Virtual Machine Scale Set (VMSS) - administrators often need to automate post-deployment configuration tasks such as
installing software, running configuration scripts, or setting up environment dependencies.

According to Microsoft Azure Administrator documentation, the Azure Custom Script Extension is designed precisely for this purpose. It downloads and executes scripts on Azure VMs after
deployment. The extension integrates directly with Azure Resource Manager (ARM) templates, Azure CLI, or PowerShell, enabling automated installation and configuration of software packages like

NGINX, IIS, or custom utilities.
The Custom Script Extension runs PowerShell scripts on Windows VMs and shell scripts on Linux VMs. In the case of deploying Windows Server 2022 VMs in a scale set, you can embed the Custom

Script Extension JSON configuration into your ARM template, specifying the script's location in Azure Storage or GitHub and the command to execute (for example, Install-WindowsFeature Web-Server
or an NGINX installer command).

This approach aligns with Microsoft's best practices for Azure automation and infrastructure-as-code, ensuring consistent, repeatable deployments across all instances in the scale set. It also minimizes
manual intervention, reduces configuration drift, and ensures each VM instance has the required software components available immediately after provisioning.
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Explanation:
Box 1: 5
A public and a private IP address can be assigned to a single network interface.
Box 2: 1

You can associate zero, or one, network security group to each virtual network subnet and network interface in a virtual machine. The same network security group can be associated to as many
subnets and network interfaces as you choose.
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Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface-addresses

NEW QUESTION: 185

App1000O OO vM1O vM2O0O O OO Azure OO OO0 OOOO OOOO.
App10 OO OOO Azure OO OOOO OOOO OOOOO.

vMzO 00 O000 0000 00 000 OO O0ooo oo ooon.



® VM2 | Networking =

Virtual machine

27 Feadback

vm2887 21

IP configuration

| ipconfig1 (Primary)

@ Network Interface: vm2887 z1 Effective secunty rules Troubleshoot VIV! Wﬁlon Issues Topology

Microsoft

Virtual network/subnet: VNet1/Subnet1 NIC Public IP: - D NIC Private IRy 'Il'r..'l..!.nl__' . Accelerated Iwit

Inbound port rules  Outbound port rules  Application ;_eﬁiﬁty g_rciups Load balancing .

¥ Network security group VM2-nsg (attached to network _ht_erfacfe;_.vml’ﬂﬂ?_;—: 1

Priority Name - -t Protocol Source Destination Action

100 A Allow_131.107.10050 _ (1 "\ TCP 131.107.100.50  VirtualNetwork © Allow

200 Block_All_Other_443 | - Any Any © Deny

-~ s

65000 Allo anetlnEw ' : VirtualNetwork VirtuaiNetwork © Allow

ey

65001 AllowAzureloadBalancerinBound AzureloadBalancer Any O Allow

65500 DenyAllinBound Any Any © Deny

131.107.100.5000 TCP OO 4430 OO App10 OOOOO OO OOO OOOO OO OOOOOO.

OO0 000 O00 OO0O0Oo oooooo ooood.

131.107.100.5000 TCP OO 4430 OO App10 OOOOO OOO O OOO OOOO OO0O.

OO0 O00O: 131.107.100.50 OO OO OOOO OO OOOO OOOO OOOOO 409600 OOOO OOOO OO OOO OOOOd.
OO0 OO0 ooooad?

A. OO0

B. O

Answer: A (LEAVE A REPLY)
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Explanation:
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A backup policy

A batch job
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Box 1: A Recovery Services vault

A Recovery Services vault is an entity that stores all the backups and recovery points you create over time.

Box 2: A backup policy

What happens when | change my backup policy?

When a new policy is applied, schedule and retention of the new policy is followed.

References:

https://docs.microsoft.com/en-us/azure/backup/backup-configure-vault

https://docs.microsoft.com/en-us/azure/backup/backup-azure-backup-faq

A Recovery Services vault is a storage entity in Azure that houses data. The data is typically copies of data, or configuration information for virtual machines (VMs), workloads, servers, or workstations.
You can use Recovery Services vaults to hold backup data for various Azure services such as laaS VMs (Linux or Windows) and Azure SQL databases.
You can use backup policy to configure schedule.
https://docs.microsoft.com/en-us/azure/backup/backup-azure-recovery-services-vault-overviewhttps://docs.
microsoft.com/en-us/azure/backup/backup-azure-vms-first-look-arm
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Answer: A (LEAVE A REPLY)

Your account must meet one of the following to enable traffic analytics:

Your account must have any one of the following Azure roles at the subscription scope: owner, contributor, reader, or network contributor.

Reference:

https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics-faq
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Arnswer Area

communicatiofibetvesn VMetl and VNet2: |
Mebwork pesnng
|
A Static route
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Azure Private Link

Azure VPN Gateway

Explanation:
Answer Area

Ensure communication between VNet1 and YMet2: | A private endpoint -

Ensure communication between the on-premises network and Azure: | An ExpressRoute circuit | ™
To allow VNet1 (192.168.8.0/24) and VNet2 (192.168.9.0/24) to communicate, the lowest-overhead Azure- native option is virtual network peering. Azure documentation describes VNet peering as a
way to connect two VNets so that resources can communicate using private IP addresses as if they were on the same network.
Because the address spaces do not overlap, peering is supported and does not require deploying extra appliances. This also minimizes administrative effort compared to routing through gateways or
NVAs.
For on-premises to Azure connectivity while minimizing cost, the appropriate service is an Azure VPN Gateway with a site-to-site (S2S) VPN. Azure's guidance for hybrid connectivity positions VPN
Gateway as the cost-effective encrypted tunnel over the public internet for connecting on-premises networks to Azure VNets. The alternative shown, ExpressRoute, provides private dedicated
connectivity but is designed for higher throughput/enterprise requirements and generally increases cost due to circuit provisioning and associated charges. Therefore, combining VNet peering (VNet-to-
VNet) with VPN Gateway (on-prem-to- Azure) satisfies both communication requirements and the cost constraint.
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User1 Group1 ne
User2 Group2 None

User3 Grouply Group?2 User Administrator
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ﬁ These settings only apply to end usars in your organzation. Admins are always enabled for self-service password reset
and are required to use two authentication methods 1o reset their password. Click here to learn more about administrator

password policies.
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Number of methods required to reset ©

‘f_ -~

(1 -

Methods available to users
Mobile app notification
Mobile app code

S O

Office phone

7 Sty queiiions (oQ : =.Microsoft

Number of questions required to register

( 3 P

Number of questions

D

Select security
10 security questions selected

ﬂ These settings only apply to end users in your organization. Admins are always enabled for self-service password reset
and are required to use two authentication methods to reset their password, Click here to learn more about

administrator password pohicies.
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Statements Yes No

After User2 answers three secunty questions correctly,

he cangeset his passwo
immediately. n.. M I C ro S Oft

If User1 forgets her password, she can résetthe password by using the mobile app.

User3 can add security questions t0.the password reset process. @

Answer:

Statements

After User2 answers three security questions COITEEH}L he canfeset I‘is paswc-rﬂ
immediately. :

If User1 forgets her passmrd, she can ruatthe pnssmrd byusmg the mobile phone app. %

Statements

After User2 answers three security questions correctly, he gan resél hIS password
immediately. ,

If User1 forgets her password, she can reset the pmmrdhy i'..tsing the mobile phone app.

User3 can addSectinty
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B8 storageaccount Storage account  Storage ContosoRG1  EastUS Subscription 1 - Read-accessge...  *'°
= storageaccount2 Storage account  Storage\2 ContosoRG1 CentralUs  Subscripbion 1 Host Geg-redundant...
G storageaccount3 Storage account  BlobStorage  ContosoRGl  EastUs Subscripion 1 Host Locally-redund....  =es
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Answer Area
You can use [answer choice] for Azure Table Storage. i
storageaccount1 only
storageaccount2 only
' storageaccount only
storageaccountl and storageaccount2 only
storageaccount2 and storageaccount3 only
You can use [answer choice] for Azure Blob storage. b
storageaccount3 only
i £ storageaccount? and storageaccount3 only
I \;::'.N,',:?A! ICroOsoOrt storageaccountl and storageaccount3 only
T e e e all the storage accounts
Answer:
ARSWer Area

fou can use [answer choice] for Azure Table Storage.

storageaccountl only
storageaccount2 only
storageaccount3 only

| storageaccountl and storageaccount2 only

You can use [answer choice] for Azure Blob storage.

storageaccount3 only

\| storageaccount? and sforageaccount3 only
{ Fggief&é&ﬁ stotageaccount3 only

Explanation:



You can use [answer choice] for Azure Table Storage.

storageaccountl only
storageaccount2 only
storageaccount3 only
- storageaccountl and storageaccount2 only

storageaccount2 and storageaccount3 only

You can use [answer choice] for Azure Blob storage.

storageaccount3 only
storageaccount2 and storageaccount3 only
storageaccounty Fidstorageaccqunt3-oilyJ-

aum,;:d;ﬁmﬁ..i WOV L

Box 1: storageaccount1 and storageaccount2 only

Box 2: All the storage accounts
Note: The three different storage account options are: General-purpose v2 (GPv2) accounts, General-purpose v1 (GPv1) accounts, and Blob storage accounts.

General-purpose v2 (GPv2) accounts are storage accounts that support all of the latest features for blobs, files, queues, and tables.

Blob storage accounts support all the same block blob features as GPv2, but are limited to supporting only block blobs.

General-purpose v1 (GPv1) accounts provide access to all Azure Storage services, but may not have the latest features or the lowest per gigabyte pricing.
References: https://docs.microsoft.com/en-us/azure/storage/common/storage-account-options
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kéts from VNET ted to:
VNET2 only

VNET3 only
VNET2 and VNET3

®
CR@ts Pom VNET2 can be routed to: | VNET1 only
VNET1 only
VNET3 only
‘ [VNET1 and VNET3

Answer:
Uiwer Muea \‘
Packets from VN@] be routed to: v
o VNET2 only ‘
VNET3only _ _ _
¢ (| VNET2 and VNET3 |
Kk m VNETZ2 can be routed to: _VNEI1 only _ v
I' VNET1 only I
- — )\ | VNET3Orily ~ !
ros Oft VNET1 and VNET3
_ B
Explanation:
Answer Area

Packets from VNET1 can be routed to: VNET2 and VNET3 v

Packets from VNET2 can be rolileditp; v
Gl TS 09 ¢

This question evaluates understanding of Azure Virtual Network (VNet) peering behavior, specifically routing rules, non-transitive connectivity, and gateway transit settings.
From the exhibit, VNET1 has two peerings configured:

Peering1: VNET1 # VNET2 (Connected)

Peering2: VNET1 # VNET3 (Connected)

For both peerings, Gateway transit is Disabled.

Packets from VNET1

According to Microsoft Azure networking documentation:

VNet peering allows direct routing between peered VNets

A VNet can communicate with all VNets it is directly peered with




Since VNET1 is directly peered with both VNET2 and VNET3, traffic originating in VNET1 can be routed to both networks.

# Packets from VNET1 can be routed to VNET2 and VNET3

Packets from VNET2

Azure VNet peering is not transitive. This means:

Even though VNET2 is peered with VNET1

And VNET1 is peered with VNET3

VNET2 does NOT automatically gain access to VNET3

Additionally:

Gateway transit is disabled

No user-defined routing or hub-and-spoke gateway configuration is present Therefore, VNET2 can only route traffic to its directly peered network, which is VNET1.
# Packets from VNET2 can be routed to VNET1 only

Key Microsoft Azure Principles Applied

VNet peering enables direct connectivity only

Peering connections are non-transitive

Gateway transit must be explicitly enabled for transitive routing scenarios Without gateway transit or NVA routing, VNets cannot route through each other Final Verified Answer:
Packets from VNET1: # VNET2 and VNET3

Packets from VNET2: # VNET1 only
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Answer: E (LEAVE A REPLY)

Azure role-based access control (RBAC) now supports role assignment conditions for finer-grained access management. Conditions are written using the Azure Resource Manager (ARM) condition
language and allow you to enforce specific rules (for example, limit access to particular blobs or queues).

However, conditional access in RBAC is currently available only for data actions in Azure Storage accounts and Azure Key Vault. According to the Microsoft Learn documentation for Azure Storage
RBAC with conditions, the following services support conditional role assignments:

* Blob storage (containers and blobs)

* Queue storage

This means that you can apply conditions on containers (for blobs) and queues, but not on file shares or tables.

Conditions can restrict access to:

* Specific container names or blob prefixes.

* Specific queue names or messages.

For example, you could allow a user to read blobs only under a given prefix or queue, enhancing least- privilege control.
# Supported: Containers (Blob storage), Queues

# Not supported: File shares, Tables
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Microsoft Azure Reference (Conceptual Summary):
"You can add conditions to Azure role assignments for blob and queue data actions. Conditions are not yet supported for Azure Files or Tables." (Source: Microsoft Learn - Azure role assignment

conditions for storage data actions)
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App | Backup Every | Start backup schedule from | Retention (Days) | Keep at least one backup
App1 | 1 Days January 6, 2021 0 Yes
App2 | 1 Days January 6, 2021 30 Yes
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On January 15, 2021, App1 will have only one u n stor O O

On February 6, 2021, you can p of the App2 test slot from January 15, O
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Answer:
ANSWET Arca
Statements Yes No
On January 15, 2021, App1 will have only one bckup in‘Storage. e e
O February 6, 2021, you can aceess thebackup of the App2 (&SIBOLITBIT
AN Y n cr so i
On January 15, 2021,%ou can restore the App2 production slo p from January 6 to r
Explanation:

|cr oft S
On January 15, 2021, App1 will have ® 8]
kMMﬁ the backup
1.

On January 15, 2021, you can restore the App2 production slot backup from January6to @ O

of the App2 test slot from January 15, Q .



On January 15, 2021, App1 will have only one backup in storage. Yes, this is correct. According to the table, App1 has a backup every 1 day, starting from January 6, 2021, with a retention of 0 days.
This means that each backup will be deleted after 0 days, or as soon as the next backup is created. Therefore, on January 15,

2021, App1 will have only one backup in storage, which is the one created on that day1.

On February 6, 2021, you can access the backup of the App2 test slot from January 15, 2021. No, this is not correct. According to the table, App2 has a backup every 1 day, starting from January 6,
2021, with a retention of 30 days. This means that each backup will be deleted after 30 days, or when the storage limit is reached. However, the table also shows that App2 has a setting of "Keep at
least one backup" set to Yes. This means that the oldest backup will be retained even if it exceeds the retention period or the storage limit2.

Therefore, on February 6, 2021, you can access the backup of the App2 test slot from January 6, 2021, but not from January 15, 2021.

On January 15, 2021, you can restore the App2 production slot backup from January 6 to the App2 test slot. Yes, this is correct. According to the web search results, you can restore a backup by
overwriting an existing app or by restoring to a new app or slot3. You can also restore a backup from a different slot or app as long as they are in the same subscription and region4. Therefore, on
January 15, 2021, you can restore the App2 production slot backup from January 6 to the App2 test slot.
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Answer: C (LEAVE A REPLY)

An Availability Zone in an Azure region is a combination of a fault domain and an update domain. For example, if you create three or more VMs across three zones in an Azure region, your VMs are
effectively distributed across three fault domains and three update domains. The Azure platform recognizes this distribution across update domains to make sure that VMs in different zones are not
updated at the same time.

Reference link

https://learn.microsoft.com/en-us/training/modules/configure-virtual-machine-availability/5-review-availability-zones
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Answer: C (LEAVE A REPLY)

Cost analysis: Correct Option

In cost analysis blade of Azure, you can see all the detail for custom time span. You can use this to determine expenditure of last few day, weeks, and month. Below options are available in Cost

analysis blade for filtering information by time span: last 7 days, last 30 days, and custom date range. Choosing the first option (last 7 days) auditors can view the costs by time span.

Cost analysis shows data for the current month by default. Use the date selector to switch to common date ranges quickly. Examples include the last seven days, the last month, the current year, or a
custom date range.

Pay-as-you-go subscriptions also include date ranges based on your billing period, which isn't bound to the calendar month, like the current billing period or last invoice. Use the <PREVIOUS and
NEXT> links at the top of the menu to jump to the previous or next period, respectively. For example, <PREVIOUS will switch from the Last 7 days to 8-14 days ago or 15-21 days ago.


https://www.krdump.com/Microsoft.AZ-104-KR.v2026-06-10.q199.html
https://www.krdump.com/Microsoft.AZ-104-KR.v2026-06-10.q199.html

Apr 2@9 Wlicro Grehblanty : Accumulated v
< PREVIOUS NEXT >
‘- Recommended
. Last7 days Apr 16-22

This month % Apr 2019

Custom date fange,>

Relative dates
Last 7 days Apr 16-22
Last 30 days Mar 24-Apr 22

o~ _ 0 _ . - —all

Invoice: Incorrect Option

Invoices can only be used for past billing periods not for current billing period, i.e. if your requirement is to know the last week's cost then that also not filled by invoices because Azure generates invoice
at the end of the month. Even though Invoices have custom timespan, but when you put in dates for a week, the pane would be empty. Below is from Microsoft document:

Why don't | see an invoice for the last billing period?

There could be several reasons that you don't see an invoice:

e |t's less than 30 days from the day you subscribed to Azure.

e The invoice isn't generated yet| Wait until the end o

Microsoft Customer Agreement, you must be the
oice manager. For other subscriptions, you might not see

Inistrator. To learn more about getting access to billing

* You don't have permission to view invoice

billing profile Owner, Contribut
old invoices if you aren't the

information, see M zure billing using roles.

e |f you have a Free'.rfiﬁlal w $m your subscription that you didn't exceed, you won't
get an invoice unless you have a Microsoft Customer Agreement.

Resource Provider: Incorrect Option
When deploying resources, you frequently need to retrieve information about the resource providers and types. For example, if you want to store keys and secrets, you work with the Microsoft.KeyVault



resource provider. This resource provider offers a resource type called vaults for creating the key vault. This is not useful for reviewing all Azure costs from the past week which is required for audit.
Payment method: Incorrect Option

Payment methods is not useful for reviewing all Azure costs from the past week which is required for audit.

Reference:

https://docs.microsoft.com/en-us/azure/cost-management-billing/costs/quick-acm-cost-analysis
https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/download-azure-invoice-daily- usage-date

NEW QUESTION: 196
OO0O0O0 Microsoft Entra OO OO OO0 Azure OO0 OOOO. OO OOOO0OO0O OO OO OO0 OO0O0O O0O0O0O OOOa0.

Name | On-premises sync enabled
Userl | No
User2 | Yes

00O OO0 OO0 Azure Files OOO OOOO.

Name | Storage account
share1 | contoso2(24
share2 | contoso2(24
share3 | contoso2(25

OO0 OO0 OO0 conteso20240 OO ID OO OOOO OOOOO.
cCoONTos0LuZ4 | ACTive pirectory

|\ ricrosoft

{ _) Refresh 1

Step 1: Enable an Active Directory source Q 0 m
Choose the Active Directory source that contains the u oumlts Il $ce riilin 1
control for user accounts located in f nr ol T &5

h a

* Active Directory domain controller
servers in Azure)

= Azure Active Directory Domain Services (Azure AD DS). a platform as a service. hosted directory senvice and domain controller in Azure

« Azure AD Kerberos allows using Kerberos authentication from Azure AD-joined clients. In order to use Azure AD Kerberos. user accounts must be

torage account. You can set up identity-based access

Windows Server (generally referred to as “on-premises AD" even though you might host these

Azure Active Directory Domain Services Arure AD Kerberos

ﬂ Azure Actve Directory (Azure AD) & not & domain controlles, only a directony senvice. User accounts solely based in Azure AD are currently not supported




Step 2: Set share-level permissions

h M
b . f
Once you have enabled Active Directory source on your storage account. you must configure shire-level $RONS licJ;Q:SzO t

shares. There are two ways you can assign share level permissions. You can assign them to all authenticat Lities as a default share level permission
and you can assign them to specihic Azure AD users/user group. Learn more

Permissions for all authenticated users and groups
Default share-level permissions O Disable permissions and no access is allowed to file shares
iii_‘:-" Enable permissions for all authenticated users and groups

Select appropriate role * Storage File D-It; SH-B -f:'nhll'l Contributor 4
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UserZ can acces

e content in share3,

Answer:

Statements

User1 can access the content in sharel,

User2 can access the content in share2.

Explanation:

This question examines your understanding of Azure Files identity-based authentication and Active Directory integration for Azure file shares.
Let's analyze it step by step using official Microsoft Azure Administrator (AZ-104) documentation concepts.

1. Azure Files Identity-Based Access Overview

Azure Files supports identity-based authentication and authorization through:

On-premises Active Directory Domain Services (AD DS)

Azure Active Directory Domain Services (Azure AD DS)

Azure AD Kerberos (hybrid identities required)



Important Note (Microsoft Docs):

"Azure Active Directory (Azure AD) is not a domain controller. Azure AD-only accounts are not supported for SMB access to Azure file shares." This means Azure AD cloud-only users (not hybrid)
cannot access SMB file shares using identity-based access.

2. ldentity Sync (Hybrid Setup)

User

On-premises Sync Enabled

User1

No

User2

Yes

User1 is a cloud-only user (not hybrid).

# Cannot authenticate using SMB to an Azure Files share because only users synchronized from on-premises AD (hybrid users) are supported.
User2 is synchronized from on-premises AD (hybrid).

# Can authenticate using SMB and access identity-based file shares integrated with AD DS.
3. Storage Account Configuration

Share

Storage Account

share1

contoso02024

share2

contoso02024

share3d

contoso2025

contoso02024

Configured with Active Directory (AD DS) integration (see exhibit).

Default share-level permissions are enabled for all authenticated users and groups with the Storage File Data SMB Share Contributor role.
# This means any authenticated domain user (hybrid) has access.

contoso02025

No indication of AD DS configuration in the scenario.

Hence, it is not configured for identity-based access.

4. Step-by-Step Validation

# User1 and share1 (contoso2024)

User1 is not hybrid (no on-prem sync).

SMB authentication requires Kerberos via domain-joined identity.

Result: # Cannot access share1.

# User2 and share2 (contoso2024)

User2 is hybrid (on-prem sync enabled).

contoso2024 supports AD DS integration and allows authenticated domain users.
Result: # Can access share2.

# User2 and share3 (contoso2025)

contoso2025 is not configured for AD DS integration.



Without AD DS/AD DS Kerberos setup, SMB access using identity is not possible.

Result: # Cannot access share3.

Official Microsoft Extract (from Azure Files identity-based authentication guide):

"Azure file shares only support SMB access for users and devices that are authenticated by an Active Directory domain controller.

Azure AD-only users are not supported.

You must have hybrid identities synchronized from Active Directory using Azure AD Connect."

"If identity-based access is enabled, all domain-joined and authenticated users with assigned roles (such as Storage File Data SMB Share Contributor) can access file shares."
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Answer: B (LEAVE A REPLY)

To restrict access to a storage account in Azure to only specific networks or IP ranges (such as your home office), you must configure the firewall and virtual network settings under the networking

section of the storage account.

Azure storage accounts, by default, are accessible from all networks. You can change this by modifying the Public network access setting to limit connections.

Here's the process per Microsoft Docs:

* Go to your Storage account # Networking # Firewalls and virtual networks.

* Under Public network access, select:

* "Enabled from selected virtual networks and IP addresses"

* Add:

* The IP address range of your home office.

* Any virtual networks (VNets) that should have access.

This allows you to control inbound traffic over Microsoft's backbone network without deploying additional infrastructure like Private Endpoints, which would increase administrative overhead.
Private endpoints (Option A) would indeed restrict access to a VNet via a private IP but require additional DNS and network configuration - hence not the minimal-effort option.
Access Control (IAM) (Option D) manages identity-based permissions (RBAC), not network-level access.

Therefore, modifying Public network access settings achieves the requirement with minimal effort.

# Final Verified Answer: B. Modify the Public network access settings
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Answer: (SHOW ANSWER)
The app must be running in the Standard, Premium, or Isolated tier in order for you to enable multiple deployment slots. If the app isn't already in the Standard, Premium, or Isolated tier, you receive a

message that indicates the supported tiers for enabling staged publishing. At this point, you have the option to select Upgrade and go to the Scale tab of your app before continuing.
Scale up: Get more CPU, memory, disk space, and extra features like dedicated virtual machines (VMs), custom domains and certificates, staging slots, autoscaling, and more.
Scale out: Increase the number of VM instances that run your app. You can scale out to as many as 30 instances Reference:
https://docs.microsoft.com/en-us/azure/app-service/deploy-staging-slots

https://docs.microsoft.com/en-us/azure/app-service/manage-scale-up
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Answer: (SHOW ANSWER)

n this scenario, User1 has two role assignments:

* Reader (Inherited from Resource Group scope)

* Scope: Resource Group (inherited)

* Permission type: Read-only access

* Allows User1 to view the configuration and properties of Azure resources within the resource group (including the storage account).
* However, it does not allow data operations, such as reading or writing blob contents.

* Storage Blob Data Contributor (Assigned at "This resource" level)

* Scope: storageacct1234 (this resource)

* Permission type: Data access for blob content

* Allows read, write, and delete operations on blob data in the storage account.

According to Microsoft Azure built-in roles documentation:

* Reader role: "View Azure resources but cannot make any changes."

* Storage Blob Data Contributor role: "Grants read, write, and delete permissions to Azure Storage blob containers and data." This means:
* User1 can upload blobs because the Storage Blob Data Contributor role provides write permissions.

* User1 can view blob data because the same role provides read access to blob content.

* User1 cannot assign roles (no RBAC management rights, as the role doesn't include Microsoft.

Authorization/* actions).

* User1 cannot modify the firewall or network settings of the storage account - those actions require Contributor or Owner roles at the management plane level.

* User1 can view file shares under the storage account metadata due to Reader access but cannot access data within them because that requires Storage File Data SMB Share Reader/Contributor
permissions (different data plane).

# Final Verified Answers:

* B. Upload blob data to storageacct1234

* D. View blob data in storageacct1234

Summary (from Microsoft Role Documentation Extracts):

* Storage Blob Data Contributor = Can read/write/delete blob data (Data Plane)

* Reader = Can view Azure resource configuration (Management Plane)

* No permission to assign roles or modify security/firewall settings.
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