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NEW QUESTION: 10

You have an Azure subscription named Sub1 that is associated to an Azure Active
Directory (Azure AD) tenant named contoso.com.

You plan to implement an application that will consist of the resources shown in the
following table.

Users will authenticate by using their Azure AD user account and access the Cosmos DB
account by using resource tokens.

You need to identify which tasks will be implemented in CosmosDB1 and WebApp1.
Which task should you identify for each resource? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation

CosmosDB1: Create database users and generate resource tokens.

Azure Cosmos DB resource tokens provide a safe mechanism for allowing clients to read,
write, and delete specific resources in an Azure Cosmos DB account according to the
granted permissions.

WebApp1: Authenticate Azure AD users and relay resource tokens

A typical approach to requesting, generating, and delivering resource tokens to a mobile
application is to use a resource token broker. The following diagram shows a high-level
overview of how the sample application uses a resource token broker to manage access to
the document database data:
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cloud/cosmosdb/authentication
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NEW QUESTION: 18

HOTSPOT

You have the Azure key vaults shown in the following table.

KV1 stores a secret named Secret1 and a key for a managed storage account named
Key1.

You back up Secret1 and Key1.

To which key vaults can you restore each backup? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer:

Explanation:

The backups can only be restored to key vaults in the same subscription and same
geography. You can restore to a different region in the same geography.

Mix Questions

Question Set 1
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NEW QUESTION: 21
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NEW QUESTION: 22

You have an Azure subscription named Subscription1 that contains the resources shown
in the following table.

You create a custom RBAC role in Subscription1 by using the following JSON file.

You assign Role1 to User1 on RG1.

For each of the following statements, select Yes if the statement is true. Otherwise, select
No.

NOTE: Each correct selection is worth one point.

Answer:

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-
operations#microsoftcompute
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https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
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https://docs.microsoft.com/en-us/azure/security-center/security-center-custom-alert
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Answer:

O10:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/encrypt-disks

NEW QUESTION: 27

You have an Azure subscription that contains 100 virtual machines. Azure Diagnostics is
enabled on all the virtual machines.

You are planning the monitoring of Azure services in the subscription.

You need to retrieve the following details:

Identify the user who deleted a virtual machine three weeks ago.

Query the security events of a virtual machine that runs Windows Server 2016.

What should you use in Azure Monitor? To answer, drag the appropriate configuration
settings to the correct details. Each configuration setting may be used once, more than
once, or not at all. You may need to drag the split bar between panes or scroll to view
content.

NOTE: Each correct selection is worth one point.

Answer:

Reference:

https://docs.microsoft.com/en-us/azure/security/azure-log-audit
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Answer:

NEW QUESTION: 30

Your network contains an Active Directory forest named contoso.com. The forest contains
a single domain.

You have an Azure subscription named Sub1 that is associated to an Azure Active
Directory (Azure AD) tenant named contoso.com.

You plan to deploy Azure AD Connect and to integrate Active Directory and the Azure AD
tenant.

You need to recommend an integration solution that meets the following requirements:
Ensures that password policies and user logon restrictions apply to user accounts that are
synced to the Tenant Minimizes the number of servers required for the solution.

Which authentication method should you include in the recommendation?

A. federated identity with Active Directory Federation Services (AD FS)

B. password hash synchronization with seamless single sign-on (SSO)

C. pass-through authentication with seamless single sign-on (SSO)

Answer: C (LEAVE A REPLY)

Explanation

1. Ensures that password policies and user logon restrictions apply to user accounts that
are synced to the tenant

>> Pass-Through Authentication enforce on-premises user account states, password
policies, and sign-in hours.

2. Minimizes the number of servers required for the solution.

>> Pass-through needs a lightweight agent to be installed one (or more) on-premises

servers.
>> PW Hash also require installing Azure AD Connect on your existing DC.
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https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
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https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-
azurermkeyvault
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https://docs.microsoft.com/en-us/azure/virtual-machines/extensions/dsc-overview
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NEW QUESTION: 43

You have five Azure subscriptions linked to a single Azure Active Directory (Azure AD)
tenant.

You create an Azure Policy initiative named SecurityPolicylInitiative1.

You identify which standard role assignments must be configured on all new resource
groups.

You need to enforce SecurityPolicylnitiative1 and the role assignments when a new
resource group is created.

Which three actions should you perform in sequence? To answer, move the appropriate
actions from the list of actions to the answer area and arrange them in the correct order.
Answer:

Explanation

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/create-blueprint-portal
https://docs.microsoft.com/en-us/azure/azure-australia/azure-policy
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NEW QUESTION: 47

You have an Azure subscription named Sub 1 that is associated to an Azure Active
Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in
the following table.

Each user is assigned an Azure AD Premium ?2 license.

You plan lo onboard and configure Azure AD identity Protection.

Which users can onboard Azure AD Identity Protection, remediate users, and configure
policies? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point

Answer:

Explanation

NEW QUESTION: 48

1 Azure AD(Azure Active Directory) 1000 OO0 O Azure OO 0O OOOO.

OO0 00000 0oo0d o0 oo 000 o000 Ooood. 0o 0od Microsoft Azure
OO0 000000000000 00000 00000d.
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00 0o oo odoo 000 o0 ooodood. oo Oooo oooo oood
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Od: 0000 ooOo100 OO0 Ooooo.

Answer:

N

O0O1: 000

Contoso 10O OO OOO.

OO0 2: 000

OO 3: 000

O
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-
condition

NEW QUESTION: 49

You have an Azure subscription that contains an Azure SQL Database logic server named
SQL! and an Azure virtual machine named VM1. VM1 uses a private IP address only.

The Firewall and virtual networks settings for SQL1 are shown in the following exhibit.
You need to ensure that VM1 can connect to SQL1. The solution must use the principle of
least privilege. What should you do?

A. Set Allow Azure services and resources to access this server to Yes.

B. Create a new firewall rule.

C. Add an existing virtual network.

D. Set Connection Policy to Proxy.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 50

OO0 corp.contoso.com O O-E10OO Active Directory OO0 OO0 O
ooo.

Contoso.com I Azure AD(Azure Active Directory) 1000 OO Sub10O 00 Azure
OO0 oooo.

OO0 O8000 1iD0 Azure ADO OOOOOO.

TESTO OO0O0O givenName OO0 OO OOO0O Azure ADO OOOO0O OOO OO
OO, O0ooo oo ooo Oooogo ood.

O00 0000 ooad?

A. OO0 OO0 OO0

B.O OOO OO OO
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C. Azure AD Connect OO0

D. Active Directory L1010 O OO0

Answer: A (LEAVE A REPLY)

OO0 00 O0o0o oooo oo o0 o000 Oooo ooood.

o0
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-
change-the-configuration

NEW QUESTION: 51

You need to ensure that the Azure AD application registration and consent configurations
meet the identity and access requirements.

What should you use in the Azure portal? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-
consent

NEW QUESTION: 52
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NEW QUESTION: 53
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Answer:
HIE
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/encrypt-disks

NEW QUESTION: 54

O000 00 00 000 0000 0000 Subscription1dO0 Azure OOO OOO
.

OO0 OO0 Oooooo ooooood.

OO0 Subscription1d OOOO OO OO OOO.

o000 000 000 0000 o000 o000 o0 Oooo oooo godg? oo
O00 00O 0000 000 000 ooooaao.

O0:.0 000 000100 000 Ooooao.

Answer:

O0:
https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-
ownership-of-an-azure-subscription

NEW QUESTION: 55

You have a network security group (NSG) bound to an Azure subnet.

You run Get-AzureRmNetworkSecurityRuleConfig and receive the output shown in the
following exhibit.

Use the drop-down menus to select the answer choice that completes each statement
based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

Answer:

Explanation

Box 1: able to connect to East US 2

The StorageEA2Allow has DestinationAddressPrefix {Storage/EastUS2}

Box 2: allowed

TCP Port 21 controls the FTP session. Contoso FTP has SourceAddressPrefix
{1.2.3.4/32} and DestinationAddressPrefix {10.0.0.5/32} Note:

The Get-AzureRmNetworkSecurityRuleConfig cmdlet gets a network security rule
configuration for an Azure network security group.

Security rules in network security groups enable you to filter the type of network traffic that
can flow in and out of virtual network subnets and network interfaces.

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/manage-network-security-group

NEW QUESTION: 56
Microsoft Sentineld OO OO Azure OOO OOOO.



Guided Investigation - Anomaly Lookup L1 0O OO0 Microsoft Sentinel OO0 OO0
OO0 Ooo.

OO0 oo oooo ood?

A. Azure OO OO OO OO

B. Log Analytics 10 O

c. 0o g

D. OO OO

Answer: (SHOW ANSWER)

NEW QUESTION: 57
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OO0 2: 0000 00, 00 00O

OO0 000000000 00000000000, 000 000 Oobooo Ooood
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OO0 0000000100 000 oooao.

Answer:

C10:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-
management/pim-configure
https://docs.microsoft.com/bs-cyrl-ba/azure/active-directory/privileged-identity-
management/pim-resource-roles-configure-role-settings

NEW QUESTION: 58
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D.NSG OO OO0 OOOoOd.

E. Azure Log Analytics 10 O OO OOOO.

Answer: (SHOW ANSWER)

OO
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* Network Watcher 110 [ Microsoft.Insights L1010 IO
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O

OO0 oododood

*O00 000 0od

O0:

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-nsg-flow-
logging-portal

NEW QUESTION: 59

Registry1 00 Azure Container Registry[d IO Azure OO 0O OOOO. OOO Azure
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A. Azure Portal100 OO OO OO OOO OOO0O0.

B. Azure CLIOO OOOO OOOO OOOO.
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D. Dockerd OO0 OOOO OOOO Registry1 OO O OO,

Answer: (SHOW ANSWER)

o0
https://charbelnemnom.com/scan-container-images-in-azure-container-registry-with-azure-

security-center/
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NEW QUESTION: 60

OO0 00 000 00 000 000 Azure OO0 OOOO.
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Answer:

N

o0
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION: 61
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00O OO0 0000 OO DumpTop NSES_FCT-7.0 OO OOOOOIO.
https://www.dumptop.com/Fortinet/NSES_FCT-7.0-dump.html (51 Q&As Dumps,

30%OFF Special Discount: KrDump)

NEW QUESTION: 62
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B. OO 2

C. 0002

D. OOO01

Answer: B,C (LEAVE A REPLY)

Hin
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O00 00 000 000 0o o0ood.

O10:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-restore-
deleted

NEW QUESTION: 63
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Answer:

N

NEW QUESTION: 64

You need to ensure that the Azure AD application registration and consent configurations
meet the identity and access requirements.

What should you use in the Azure portal? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Answer:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-
consent

NEW QUESTION: 65
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Answer:

O0:

https://docs.microsoft.com/en-us/azure/automation/automation-update-management

NEW QUESTION: 66
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Answer: (SHOW ANSWER)

OO0O0000: Azure Firewalld Sub20 VNetwork1 OO OO.

Azure OO 0OODO AzureFirewallSubnet 10O OO OOOO OO OO0,
o0
https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-deploy-portal
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NEW QUESTION: 67
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Answer:

O0:

https://docs.microsoft.com/en-us/azure/storage/common/authorize-data-access

NEW QUESTION: 68
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https://docs.microsoft.com/en-us/learn/modules/secure-and-isolate-with-nsg-and-service-
endpoints/2-network-s

NEW QUESTION: 69
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NEW QUESTION: 70
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OO0 000 oooooo.
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C10:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-insights-alerts-portal

NEW QUESTION: 71
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Answer:

NEW QUESTION: 72

You have Azure virtual machines that have Update Management enabled. The virtual
machines are configured as shown in the following table.

You schedule two update deployments named Update1 and Update2. Update1 updates
VM3. Update2 updates VM6.

Which additional virtual machines can be updated by using Update1 and Update2? To
answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation

Update1: VM1 and VM2 only

VM3: Windows Server 2016 West US RG2

Update2: VM4 and VM5 only

VM6: CentOS 7.5 East US RG1

For Linux, the machine must have access to an update repository. The update repository
can be private or public.

References:
https://docs.microsoft.com/en-us/azure/automation/automation-update-management

NEW QUESTION: 73
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Answer:

o0

https://docs.microsoft.com/en-gb/azure/key-vault/general/rbac-guide

NEW QUESTION: 74



You have an Azure subscription that contains the virtual machines shown in the following
table.

You create the Azure policies shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select
No.

NOTE: Each correct selection is worth one point.

Answer:

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION: 75

0000 000 000 0000 Keyvault1OOO Azure O OO OO OOO OOOO.
KeyVaultOOO OO OOO0O OOOO OOOO0O.

OOo10 ooooOood.

oo oo ooo oodaooao.

Item2 OO Policy1d OO OO0O.

0o ooododododooo oo ooodod. oo ooo oooo oodao
0.

O0: 0000000100 Oooo oooaq.

Answer:

NEW QUESTION: 76
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NEW QUESTION: 77

You need to configure an access review. The review will be assigned to a new collection of
reviews and reviewed by resource owners.

Which three actions should you perform in sequence? To answer, move the appropriate
actions from the list of actions to the answer area and arrange them in the correct order.
Answer:

Explanation

Step 1: Create an access review program

Step 2: Create an access review control

Step 3: Set Reviewers to Group owners

In the Reviewers section, select either one or more people to review all the users in scope.
Or you can select to have the members review their own access. If the resource is a group,
you can ask the group owners to review.

References:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-
controls

NEW QUESTION: 78
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NEW QUESTION: 79
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NEW QUESTION: 80
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C10:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration

NEW QUESTION: 81
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OO00O00 0000000000 00oogan.
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HIE
https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-metrics?toc=
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https://docs.microsoft.com/en-us/azure/storage/common/storage-explorers

NEW QUESTION: 82

User2-1164165500 0 KeyVault1164165500 OO OO O OO0 OOO OOOO OOO.
O 000 O0O0000 Azure Portald OOOO0O Azure OOOO OOOOO.

Answer:

OO0 O0oo ooooodn.

OO

OO0 Key Vault Secrets Officer OO OO0 OOO0.

* Azure PortalJ0 OO OO0 Key VaultsO OO0O0O OO OOOO Key VaultsO OO0
OO

* KeyVault1164165500 OO OO0O. OO OO OO OO0 Key Vault OOO0O0.

0O 0000000000000 oggamt ooooo.

*O0 0000000000000 000o0o0.

*O0 000 0000 0000 Key Vault Secrets Officer OO OOOOI0C10.

* 00 OO0 User2-116416550 OO OO OOO0O OO OOOO User2-1164165501 O
OOo0od.

00000 oodod oo odoo oooooan.

NEW QUESTION: 83
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NEW QUESTION: 84
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O10:

https://docs.microsoft.com/en-us/azure/active-directory/roles/custom-create
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal

NEW QUESTION: 85
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-
resources

NEW QUESTION: 86
You have an Azure subscription that contains an Azure key vault named Vault1.
On January 1, 2019, Vault1 stores the following secrets.



Which can each secret be used by an application? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Reference:
https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/set-
azurekeyvaultsecretattribute

NEW QUESTION: 87

You have an Azure subscription that contains a wen app App1 and an Azure key vault
named Vault1.

You need to configure App1 to store and access the secrets in Vault1.

How should you configure App1? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

Answer:

NEW QUESTION: 88
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OO0 0000000100 000 oooao.

Answer:

C10:
https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-
operations
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-
portal#step-5-assignable-scopes
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conditional-access-policies/

NEW QUESTION: 90
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NEW QUESTION: 91
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Answer: B,C (LEAVE A REPLY)

NSE5_FCT-7.0 L11 OO0 OOO0O0O OO DumpTop OO OOO0O OOO

NSE5 FCT-7.0 OO! DumpTop O OO NSE5_FCT-7.0 OO0 OOO OOOOOO,
DumpTop NSE5_FCT-7.0 OO OO0 OOOOOO0O0O OOO OOOO0OOO. Od
OO0 O00 O0O00 OO0 DumpTop NSE5_FCT-7.0 OO O OOOOO.
https://www.dumptop.com/Fortinet/NSE5_FCT-7.0-dump.html (51 Q&As Dumps,

30%OFF Special Discount: KrDump)

NEW QUESTION: 92

You have an Azure subscription that contains an Azure key vault named Vault1.

In Vault1, you create a secret named Secret1.

An application developer registers an application in Azure Active Directory (Azure AD).
You need to ensure that the application can use Secret1.

What should you do?

A. In Azure AD, create a role.

B. In Azure Key Vault, create a key.

C. In Azure Key Vault, create an access policy.

D. In Azure AD, enable Azure AD Application Proxy.

Answer: A (LEAVE A REPLY)

Azure Key Vault provides a way to securely store credentials and other keys and secrets,
but your code needs to authenticate to Key Vault to retrieve them.

Managed identities for Azure resources overview makes solving this problem simpler, by
giving Azure services an automatically managed identity in Azure Active Directory (Azure
AD). You can use this identity to authenticate to any service that supports Azure AD
authentication, including Key Vault, without having any credentials in your code.
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Example: How a system-assigned managed identity works with an Azure VM

After the VM has an identity, use the service principal information to grant the VM access
to Azure resources.

To call Azure Resource Manager, use role-based access control (RBAC) in Azure AD to
assign the appropriate role to the VM service principal. To call Key Vault, grant your code
access to the specific secret or key in Key Vault.

Reference:

https://docs.microsoft.com/en-us/azure/key-vault/quick-create-net
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/overview

NEW QUESTION: 93

You need to ensure that you can meet the security operations requirements.

What should you do first?

A. Turn on Auto Provisioning in Security Center.

B. Integrate Security Center and Microsoft Cloud App Security.

C. Upgrade the pricing tier of Security Center to Standard.

D. Modify the Security Center workspace configuration.

Answer: (SHOW ANSWER)

The Standard tier extends the capabilities of the Free tier to workloads running in private

and other public clouds, providing unified security management and threat protection
across your hybrid cloud workloads. The Standard tier also adds advanced threat detection
capabilities, which uses built-in behavioral analytics and machine learning to identify
attacks and zero-day exploits, access and application controls to reduce exposure to
network attacks and malware, and more.

Scenario: Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure
Security Center.

References:

https://docs.microsoft.com/en-us/azure/security-center/security-center-pricing

NEW QUESTION: 94
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Answer:

NEW QUESTION: 95
What is the membership of Group1 and Group2? To answer, select the appropriate options
in the answer area.
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NOTE: Each correct selection is worth one point.

Answer:

Explanation

Box 1: User1, User2, User3, User4

Contains "ON" is true for Montreal (User1), MONTREAL (User2), London (User 3), and
Ontario (User4) as string and regex operations are not case sensitive.

Box 2: Only User3

Match "*on" is only true for London (User3).

Scenario:

Contoso.com contains the users shown in the following table.

Contoso.com contains the security groups shown in the following table.
References:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-
dynamic-membership

NEW QUESTION: 96
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Answer: C (LEAVE A REPLY)
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NEW QUESTION: 97
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C10d:

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-
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NEW QUESTION: 113

You have the Azure key vaults shown in the following table.

KV1 stores a secret named Secret1 and a key for a managed storage account named
Key1.

You back up Secret1 and Key1.

To which key vaults can you restore each backup? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:
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NEW QUESTION: 115

You need to ensure that users can access VMO. The solution must meet the platform
protection requirements.

What should you do?

A. Move VMO to Subnet1.

B. On Firewall, configure a network traffic filtering rule.

C. Assign RT1 to AzureFirewallSubnet.

D. On Firewall, configure a DNAT rule.

Answer: (SHOW ANSWER)

Azure Firewall has the following known issue:

Conflict with Azure Security Center (ASC) Just-in-Time (JIT) feature.

If a virtual machine is accessed using JIT, and is in a subnet with a user-defined route that

points to Azure Firewall as a default gateway, ASC JIT doesn't work. This is a result of
asymmetric routing - a packet comes in via the virtual machine public IP (JIT opened the
access), but the return path is via the firewall, which drops the packet because there is no
established session on the firewall.

Solution: To work around this issue, place the JIT virtual machines on a separate subnet
that doesn't have a user-defined route to the firewall.

Scenario:

Following the implementation of the planned changes, the IT team must be able to connect
to VMO by using JIT VM access.

References:

https://docs.microsoft.com/en-us/azure/firewall/overview

Implement platform protection

Testlet 2

Case Study

This is a case study. Case studies are not timed separately. You can use as much exam
time as you would like to complete each case. However, there may be additional case
studies and sections on this exam. You must manage your time to ensure that you are able
to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information
that is provided in the case study. Case studies might contain exhibits and other resources
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that provide more information about the scenario that is described in the case study. Each
question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review
your answers and to make changes before you move to the next sections of the exam.
After you begin a new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in
the left pane to explore the content of the case study before you answer the questions.
Clicking these buttons displays information such as business requirements, existing
environment, and problem statements. If the case study has an All Information tab, note
that the information displayed is identical to the information displayed on the subsequent
tabs. When you are ready to answer a question, click the Question button to return to the
question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch
offices in Seattle and New York.

The company hosts its entire server infrastructure in Azure.

Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are
associated to an Azure Active Directory (Azure AD) tenant named contoso.com.

Existing Environment

Azure AD

Contoso.com contains the users shown in the following table.

Contoso.com contains the security groups shown in the following table.

Sub1

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.

User9 creates the virtual networks shown in the following table.

Sub1 contains the locks shown in the following table.

Sub1 contains the Azure policies shown in the following table.

Sub2

Sub2 contains the virtual networks shown in the following table.

Sub2 contains the virtual machines shown in the following table.

All virtual machines have public IP addresses and the Web Server (11S) role installed. The
firewalls for each virtual machine allow ping requests and web requests.

Sub2 contains the network security groups (NSGs) shown in the following table.

NSG1 has the inbound security rules shown in the following table.

NSG2 has the inbound security rules shown in the following table.

NSG3 has the inbound security rules shown in the following table.

NSG4 has the inbound security rules shown in the following table.

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following
table.



Technical requirements

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetwork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com.

NEW QUESTION: 116

You have an Azure resource group that contains 100 virtual machines.

You have an initiative named Initiative1 that contains multiple policy definitions. Initiative1
is assigned to the resource group.

You need to identify which resources do NOT match the policy definitions.

What should you do?

A. From Azure Security Center, view the Regulatory compliance assessment.

B. From the Policy blade of the Azure Active Directory admin center, select Compliance.
C. From Azure Security Center, view the Secure Score.

D. From the Policy blade of the Azure Active Directory admin center, select Assignments.
Answer: A (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/how-to/get-compliance-
data#portal

NEW QUESTION: 117
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NEW QUESTION: 121

You create a new Azure subscription that is associated to a new Azure Active Directory
(Azure AD) tenant.

You create one active conditional access policy named Portal Policy. Portal Policy is used
to provide access to the Microsoft Azure Management cloud app.

The Conditions settings for Portal Policy are configured as shown in the Conditions exhibit.
(Click the Conditions tab.)

The Grant settings for Portal Policy are configured as shown in the Grant exhibit. (Click the
Grant tab.)

For each of the following statements, select Yes if the statement is true. Otherwise, select
No.

NOTE: Each correct selection is worth one point.

Answer:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-
condition
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Answer: D (LEAVE A REPLY)

O0:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-
conditional-access-session-lifetime
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00O 00 000 00 000 OO0 Azure OOO OO OIO.

OO0 OO OO0 Azure OOO OOOO.

00 0000 0000000000 oo000o0. oo oooo0ooo oooa
.

O0: 0 000 OO00100 Oo0o ogooao.

Answer:
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C10:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION: 149

Your company has an Active Directory forest with a single domain, named
weylandindustries.com. They also have an Azure Active Directory (Azure AD) tenant with
the same name.

After syncing all on-premises identities to Azure AD, you are informed that users with a
givenName attribute starting with LAB should not be allowed to sync to Azure AD.

Which of the following actions should you take?

A. You should make use of the Synchronization Rules Editor to create an attribute-based
filtering rule.

B. You should configure a DNAT rule on the Firewall.

C. B. You should configure a network traffic filtering rule on the Firewall.

D. You should make use of Active Directory Users and Computers to create an attribute-
based filtering rule.

Answer: (SHOW ANSWER)

Use the Synchronization Rules Editor and write attribute-based filtering rule.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-
change-the-configuration

NEW QUESTION: 150
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You have an Azure subscription that contains the Azure Log Analytics workspaces shown
in the following table.

You create the virtual machines shown in the following table.

You plan to use Azure Sentinel to monitor Windows Defender Firewall on the virtual
machines.

Which virtual machines you can connect to Azure Sentinel?

A. VM1 only

B. VM1 and VM3 only

C. VM1, VM2, VM3, and VM4

D. VM1 and VM2 only

Answer: C (LEAVE A REPLY)

Explanation/Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-windows-firewall
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NEW QUESTION: 155

You ate evaluating the security of the network communication between the virtual
machines in Sub2.

For each of the following statements, select Yes if the statement is true. Otherwise, select
No.

NOTE: Each correct selection is worth one point.

Answer:
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OO0 0O oO00000 oo OO0 0000 saLbe1 OOOo Ooon.



00 000 000 o000 ooooo oo ogo? 0oooo oo ogoo a
O 00000 00000000000 o0o00oogaoOon.

Answer:

o0

100: Microsoft SQL Server Management Studio(SSMS) OO OO SQLDB10O O OO0
0. 200: SQLDB1O0O0 OO0 OO0OO0O00O0 OOOOo oooo.

vMO OO0 OO DO 0000 OO0 oooo ooooooo oooaq.

300: Azure ADOO OOO OO OO DO OOOO.

Windows VM(OO OO)O OO OOO OO IDO OOO0O Azure SQL OOO OOO0O O
OOOd. OO0 OO0 O AzureO O OOO0O OOO0O OOO OO OO0 OOO OO
OO0 Azure AD OOO OOOO OOOO OOO O OOO0O.

O0:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/tutorial-windows-vm-access-sq|l
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https://docs.microsoft.com/en-us/azure/virtual-network/container-networking-overview
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nsg-problem
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https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault
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Answer:

o0
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources

NEW QUESTION: 163

You have a hybrid configuration of Azure Active Directory (Azure AD).

All users have computers that run Windows 10 and are hybrid Azure AD joined.

You have an Azure SQL database that is configured to support Azure AD authentication.
Database developers must connect to the SQL database by using Microsoft SQL Server
Management Studio (SSMS) and authenticate by using their on-premises Active Directory
account.



You need to tell the developers which authentication method to use to connect to the SQL
database from SSMS. The solution must minimize authentication prompts.

Which authentication method should you instruct the developers to use?

A. SQL Login

B. Active Directory - Universal with MFA support

C. Active Directory - Integrated

D. Active Directory - Password

Answer: (SHOW ANSWER)

Explanation

Azure AD can be the initial Azure AD managed domain. Azure AD can also be an on-
premises Active Directory Domain Services that is federated with the Azure AD.

Using an Azure AD identity to connect using SSMS or SSDT

The following procedures show you how to connect to a SQL database with an Azure AD
identity using SQL Server Management Studio or SQL Server Database Tools.

Active Directory integrated authentication

Use this method if you are logged in to Windows using your Azure Active Directory
credentials from a federated domain.

1. Start Management Studio or Data Tools and in the Connect to Server (or Connect to
Database Engine) dialog box, in the Authentication box, select Active Directory -
Integrated. No password is needed or can be entered because your existing credentials
will be presented for the connection.

2. Select the Options button, and on the Connection Properties page, in the Connect to
database box, type the name of the user database you want to connect to. (The AD
domain name or tenant ID" option is only supported for Universal with MFA connection
options, otherwise it is greyed out.) References:
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/sql-database/sql-
database-aad-authentication-c
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O10:
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-overview
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-
fag#bkmk_LinuxOSSupport
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AzureRmAccount 10 °

-0oo og-e

-Tenantld $servicePrincipalConnection.Tenantld

-Applicationld $servicePrincipalConnection.Applicationld

-CertificateThumbprint $servicePrincipalConnection.Certificate Thumbprint

}

O0:
https://www.rahulpnath.com/blog/accessing-azure-key-vault-from-azure-runbook/

NEW QUESTION: 166

You have the Azure Information Protection conditions shown in the following table.

You need to identify how Azure Information Protection will label files.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation

Box 1: Label 2 only

How multiple conditions are evaluated when they apply to more than one label

* The labels are ordered for evaluation, according to their position that you specify in the
policy: The label positioned first has the lowest position (least sensitive) and the label
positioned last has the highest position (most sensitive).

* The most sensitive label is applied.

* The last sublabel is applied.

Box 2: No Label

Automatic classification applies to Word, Excel, and PowerPoint when documents are
saved, and apply to Outlook when emails are sent. Automatic classification does not apply
to Microsoft Notepad.

References:
https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-
classification
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https://www.dumptop.com/Fortinet/NSES_FCT-7.0-dump.html (51 Q&As Dumps,

30%OFF Special Discount: KrDump)
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NEW QUESTION: 168
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https://blogs.technet.microsoft.com/manageabilityguys/2015/11/19/enabling-the-microsoft-
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https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-
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O0:

https://docs.microsoft.com/en-us/xamarin/xamarin-forms/data-
cloud/cosmosdb/authentication
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https://www.cayosoft.com/difference-enabling-enforcing-mfa/
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http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-
conditional-access-policies/

NEW QUESTION: 176
You have an Azure subscription that contains the storage accounts shown in the following
table.



You need to configure authorization access.

Which authorization types can you use for each storage account? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/authorize-data-access

NEW QUESTION: 177
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https://docs.microsoft.com/en-us/azure/automation/automation-update-management
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https://github.com/MicrosoftDocs/azure-
docs/blob/master/articles/storage/common/storage-auth-aad-rbac-portal.md
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NEW QUESTION: 181
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Answer: A (LEAVE A REPLY)
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O0/00:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration-cli
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NEW QUESTION: 183

Your company has two offices in Seattle and New York. Each office connects to the
Internet by using a NAT device. The offices use the |IP addresses shown in the following
table.

The company has an Azure Active Directory (Azure AD) tenant named contoso.com. The
tenant contains the users shown in the following table.

The MFA service settings are configured as shown in the exhibit. (Click the Exhibit tab.)
For each of the following statements, select Yes if the statement is true. Otherwise, select
No.

NOTE: Each correct selection is worth one point.

Answer:

Reference:

https://www.cayosoft.com/difference-enabling-enforcing-mfa/
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https://docs.microsoft.com/en-us/azure/virtual-machines/extensions/dsc-overview
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https://docs.microsoft.com/en-us/azure/key-vault/general/soft-delete-overview
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Answer:

O0:
https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-
operations#microsoftcompute
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NEW QUESTION: 199

You need to perform the planned changes for OU2 and User1.

Which tools should you use? To answer, drag the appropriate tools to the correct
resources. Each tool may be used once, more than once, or not at all. You may need to
drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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NEW QUESTION: 204

You suspect that users are attempting to sign in to resources to which they have no
access.

You need to create an Azure Log Analytics query to identify failed user sign-in attempts
from the last three days. The results must only show users who had more than five failed
sign-in attempts.

How should you configure the query? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation

The following example identifies user accounts that failed to log in more than five times in
the last day, and when they last attempted to log in.

let timeframe = 1d;

SecurityEvent

| where TimeGenerated > ago(1d)

| where AccountType == 'User' and EventID == 4625 // 4625 - failed log in



| summarize failed_login_attempts=count(), latest_failed_login=arg_max(TimeGenerated,
Account) by Account

| where failed_login_attempts > 5

| project-away Account1

References:

https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples

NEW QUESTION: 205

Your company has two offices in Seattle and New York. Each office connects to the
Internet by using a NAT device. The offices use the IP addresses shown in the following
table.

The company has an Azure Active Directory (Azure AD) tenant named contoso.com. The
tenant contains the users shown in the following table.

The MFA service settings are configured as shown in the exhibit. (Click the Exhibit tab.)
For each of the following statements, select Yes if the statement is true. Otherwise, select
No.

NOTE: Each correct selection is worth one point.

Answer:

Reference:

https://www.cayosoft.com/difference-enabling-enforcing-mfa/
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