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Acquiring Cloud Accounts

Cloud Security Posture Management must complete an acquisition process
IIPEEE to a public cloud in order to collect inventory data. During
aﬁﬁ M incorporates cloud resources such as regions, Security
‘Groups, and instances from the cloud service provider. Administrators may
acquire account data from AWS, Azure, and GCP public clouds.

To begin acquiring data froma public cloud, Cloud Security Posture

Management must assign an operational mode to the cloud account.
Administrators may assign one of the following operations to the cloud
account:

« Read Only - Monitors and visualizes cloud accounts through Cloud
Security Posture Management.
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Check Point Certified Cloud Specialist

=
CloudGuard Licensing and Support

As with all commercial software;CloudGuard Network requires a license for
full functionality. CloudGuard‘Networkhas two different licensing systems,
Bring Your Own and Pay As Yeu Go.

Pay As You Go

Pay As You Go LPAYG)licensing operates on a purely cloud-based business
model. The licensé is purchased through the Cloud Service Provider (CSP)
and is based on the number of cores assigned to the Check Point virtual
machine. Pricing for PAYG customers can vary, but the Check Point support
level is canstant.
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APl Troubleshooting

APl issues involves executing CLI commands on the SMS to perform status
checks and to modify the system. The following table reflects the commands
relevant to examining the API status:

Command Operation

tail -f $FWDIR/log/api.elg (Investigates system issues with API calls
api status Performs a system check of the API status.
api restart Restarts the APL.

@ﬁggk P Recnnfigm'_es the API instead of restarting it.
corrwal l_ﬁml_ﬂ Al :Eroubleshnotmg Commands
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Adaptive Security Policy

Creating a Security Policy for public cloud environments.fequires an adaptive
framework that responds to the dynamic changes ofithe Werkload. An
adaptive Security Policy uses the CloudGuard Gentrollerto establish a unified
policy that granularly defines cloud-based resourges. This policy format
broadens the scope of network security by protecting resources created from
one or more CSPs,

An adaptive Security. Policy.assists Security and Development teams with
streamlining their .operations. Administrators may import cloud objects at
any time and wimam the need to schedule a formal system change request
to |mp13meh1 a new policy installation to update the rulebase enforced on the
Security. Gateway. As a result, application owners gain control of their

application deployments since they Dd@lh@@k @E):ﬁs]vtlthuut

|mpact|ng SECIJFI{}“ """"""" ECHNOL 5 LTD
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